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OVERSIGHT OF THE FEDERAL
DEPOSIT INSURANCE CORPORATION

Thursday, March 4, 2004

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATION,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The subcommittee met, pursuant to call, at 10:07 a.m., in Room
2128, Rayburn House Office Building, Hon. Sue Kelly [chairman of
the subcommittee] presiding.

Present: Representatives Kelly, Paul, Oxley, Gutierrez, Inslee,
Moore, Lynch Davis and Bell.

Chairwoman KEeLLY. [Presiding.] This hearing of the Sub-
committee on Oversight and Investigations will come to order.

There are many important roles that Congress provides, but
none is more important than protecting consumers through
proactive and effective oversight, a commitment that the Financial
Services Committee takes very seriously. The American people ex-
pect and deserve strong oversight of the regulators protecting their
hard-earned money. The Oversight and Investigations Sub-
committee will continue to ensure that all Americans have the pro-
tection and security that they need within their financial institu-
tions to the best of our ability.

This is the first in a series of oversight hearings on federal agen-
cies within the jurisdiction of the Financial Services Committee.
These hearings will enable the committee to assess the State of the
agencies, examine their performance, and ensure that they are act-
ing in the public interest. We begin this process by examining the
FDIC, the Federal Deposit Insurance Corporation, which serves as
the supervisor of the safety and soundness practices for thousands
of U.S. financial institutions.

As an independent agency, the FDIC has been tasked by Con-
gress with maintaining stability and confidence in the banking sys-
tem. The agency supervises the health of roughly 5,300 state-char-
tered institutions and manages the receivership of the few failed
depository institutions under its care. In addition to its safety and
soundness mission, the FDIC is the deposit insurer for more than
9,000 of the nation’s banks and savings associations, insuring over
$3.4 trillion in deposits.

The subcommittee welcomes the FDIC Chairman Donald Powell,
and we look forward to his testimony. Last week, the FDIC issued
its quarterly banking profile for the fourth quarter of 2003, which
reported that the FDIC-insured institutions enjoyed record high
earnings for the fourth consecutive quarter, including a 22 percent
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increase in profits during the fourth quarter of 2002. In addition,
there were only three FDIC-insured institutions that failed in 2003,
and the number of problem institutions was reduced from 136 at
the end of 2002 to 116 at the year-end of 2003. We hope to hear
about the steps that FDIC continues to take to improve efforts to
identify and address systemic risks and other structural weak-
nesses in the financial sector.

We are also especially interested in the progress that financial
institutions are making regarding implementation of the Bank Se-
crecy Act and the Patriot Act’s reporting provisions. The Patriot
Act required the FDIC to expand its supervisory role with regard
to money laundering. This is really vital to the nation’s security
and our financial stability. It is imperative that we dry up illicit
money and we would like to hear about the progress that the agen-
cy has made working with the private sector to protect the Amer-
ican people in this way.

The subcommittee also welcomes FDIC Inspector General Gaston
Gianni. In 1996, Mr. Gianni became the first presidential-ap-
pointed Inspector General of the FDIC. The Inspector General’s
mission is to promote efficiency and effectiveness of the FDIC pro-
grams, as well as protect consumers from fraud, waste and abuse
in the programs, an important endeavor that promotes stability
and public confidence in our institutions. The subcommittee looks
forward to hearing the Inspector General’s findings on the pro-
grams and operations of the FDIC, including recommendations for
improvements.

In addition, Ms. Jeannette Franzel, the Director of Financial
Management and Assurance at the GAO, the General Accounting
Office, is here today to discuss the GAQO’s audits in 2002 and 2003
of the FDIC. Ms. Franzel will discuss the GAO’s findings that the
agency maintains effective control over financial reporting and
compliance. I would like to commend Chairman Powell for the
clean report that the FDIC has received, and for taking as many
steps as he has to improve targeted areas from the previous years,
including the addition of a newly created chief information officer.

I thank all of our witnesses for their participation in this impor-
tant hearing on the FDIC oversight, and we look forward to your
testimony. So without objection, all members’s opening statements
will be made part of the record.

We turn now to Mr. Gutierrez.

[The prepared statement of Hon. Sue W. Kelly can be found on
page 26 in the appendix.]

Mr. GUTIERREZ. Good morning and thank you, Chairwoman
Kelly, for holding this hearing.

The FDIC plays a very important role in the preservation of our
banking system. I am concerned that the FDIC is the only federal
financial regulatory agency that still permits banks under its su-
pervision to engage in third party arrangements that allow private
payday lending firms to make high cost consumer loans in violation
of state usury and licensing laws.

The OCC and the OTC and the Federal Reserve Board have all
made clear this practice is unacceptable use of federal preemption
authority, and effectively ended all indirect participation in payday
lending by institutions under their supervision. I would hope and
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encourage the FDIC would follow the lead and prohibit these third
party arrangements, many of which exist to avoid strong State and
local disclosure laws for payday lending and remittances.

I am also troubled by the proposed CRA regulations which would
change the definition of small institutions to mean an institution
with total assets of less than $500 million, regardless of the size
of the holding company. This would greatly increase the number of
institutions that are eligible for small bank streamlined CRA ex-
amination, removing more than 1,100 banks from the more rigor-
ously examined large bank category. Under current regulations, an
institution is considered small if it has less than $250 million in
assets and is independent or affiliated with a holding company
with total bank and thrift assets of less than $1 billion.

I have other concerns with the new proposed CRA regulations
and I would like to see financial institutions receive CRA credit for
their remittances activities when they are providing low-cost remit-
tances service to low-and moderate-income customers.

As you may be aware, the issue of costs associated with remit-
tances has been a high priority for me. I am particularly pleased
and want to thank the Chairman that the FDIC’s Chicago office
has been working with some of the institutions to encourage them
to offer remittances services particularly in areas where there are
a significant number of immigrant workers. I would like to know
if there are plans, Mr. Chairman, to expand this work nationwide.

However, many institutions are not providing adequate disclo-
sure to its consumers, and I would like to see if the FDIC as well
as other regulators provides greater oversight regarding the disclo-
sure of fees and other charges for remittances by their regulated
institutions. I have legislation that would require meaningful dis-
closure, but I do believe that regulators could currently impose the
disclosure requirements on the institutions under their purview.

I will also have some specific questions for Chairman Powell re-
garding the resolution of a failed thrift in my district, Universal
Savings. I helped, along with the FDIC, I believe properly closed
down and reopened the institution, and I understand that 100 per-
cent of the FDIC-insured folks just kept working. Forty-eight hours
later, they had access to their accounts again. But there are still
some questions, so I would ask the chairman to please indulge us
and give us some more information.

I look forward to the testimony of the Chairman, as well as the
Inspector General and GAO Director, and I yield back the balance
of my time.

Chairwoman KeLLY. Thank you.

Ms. Maloney, have you an opening statement?

Mrs. MALONEY. Yes I do, Madam Chairman, and thank you very
much for holding this hearing.

Welcome, Chairman Powell. I thank you for joining the sub-
committee this morning. I want to begin by saying I join your call
for deposit insurance reform this year. I am pleased that you are
here to report healthy insurance funds. However, I do want to re-
state my opposition to efforts to increase above $100,000 the base
amount of insurance available on individual accounts. I continue to
be in agreement with Chairman Greenspan and others that raising
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the coverage limit is unnecessary and would only increase taxpayer
liability.

I would also like to join with the Ranking Member in his concern
on payday lending. At the present time, no national banks, thrifts
or members of the Federal Reserve partner with payday lenders.
In contrast, 11 state-chartered banks supervised by the FDIC cur-
rently partner with payday lenders. For one stark example, after
pressure from the Federal Reserve to discontinue its partnership
with a payday lender, First Bank of Delaware withdrew from the
supervision of the Federal Reserve System and became regulated
by the FDIC.

Additionally, responding to a number of safety and soundness
risks and blatant violations of consumer protection laws, the OTS,
the OCC and the Federal Reserve have taken strong action to pre-
vent national banks from renting their charters to payday lenders.
I would like to hear in your remarks whether you agree with the
specific concerns that these and other agencies have raised about
this practice.

I would also like to put in the record some startling statistics.
Payday lending fees cost U.S. families $3.4 billion annually, and 91
percent of all payday loans are made to borrowers with five or
more payday loans per year. In other words, people are trapped in
a payday lending cycle and cannot get out. As you are aware, these
payday loans are often originated with little or no underwriting, as
people simply turn over their checks to the lender for a cash ad-
vance at a high interest rate. Sadly, payday lenders are often found
around military bases where they can depend on a steady supply
of young financial novices with guaranteed government checks who
are easy pickings.

So I would like to hear in your remarks today at some point if
the FDIC is going to continue to allow payday lenders to rent bank
charters, which is the clear signal given of the lack of action the
agency has taken thus far. Shouldn’t the agency at the very least
give guidance, clarifying that these loans must include an analysis
of the borrower’s ability to repay the loan, including debt-income
ratios and understanding of other borrower obligations?

I really consider this a safety and soundness issue and certainly
good management. So I look forward to your comments today and
I am pleased to hear that we have healthy insurance funds. So,
thanks.

Chairwoman KeLLY. Thank you, Ms. Maloney.

For the benefit of anyone who has not testified here before who
will be testifying, there are small black boxes on the table. They
have lights on them. The green light means you are free to go. You
have 5 minutes. The yellow means that you have 1 minute left, and
the red light means that it is time to stop, just like a stoplight.

We are very pleased to have our first panel, the FDIC Chairman,
Mr. Donald Powell. He was sworn in on August 29, 2001. Mr. Pow-
ell, you have been with us before. We look forward to your testi-
mony and we thank you very much for being here this morning.
You will be recognized for a 5-minute summary of your testimony.
Without objection, all written testimony will be made a part of the
record. Please proceed.
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STATEMENT OF HON. DONALD E. POWELL, CHAIRMAN,
FEDERAL DEPOSIT INSURANCE CORPORATION

Mr. POWELL. Thank you, Madam Chair. I appreciate this oppor-
tunity to testify today.

The FDIC was established 70 years ago to promote stability and
confidence during one of our country’s darkest periods. Since that
time, we have stood as a pillar of trust, providing Americans the
assurance that their nest eggs are safe and that the banking sys-
tem is sound. We come before you today in an era of unprecedented
prosperity for banks and savings institutions. The industry earned
a record $31.1 billion in the fourth quarter of 2003, marking the
fourth quarter in a row that earnings set a new high. The results
for the fourth quarter also brought the industry’s earnings for the
full year to a record $120 billion, surpassing the previous annual
record of $105 billion set in 2002.

The prosperity of the industry is mirrored by the strong financial
footing of the FDIC. The FDIC brings decades of trust and con-
fidence, through good times and bad, backed up by the strength of
the guarantee we administer and the liquidity of the deposit insur-
ance funds. A year-end 2003, the balance in the BIF was $33.8 bil-
lion and the balance in the SAIF was $12.2 billion. These balances
represent 1.32 percent and 1.37 percent of estimated deposits in
the BIF and SAIF respectively—well above the statutory target re-
serve ratio of 1.25 percent.

In addition, it is important to remember that the FDIC brings
more than a guarantee and a sizeable fund held in trust for the
American people. We bring the ability to resolve banking problems,
when they do occur, with a minimum impact on the lives of ordi-
nary Americans and their communities. It is our efficiency in re-
solving economic calamities with a minimum cost in disruption and
at least cost to the taxpayer which ensures the financial stability
that is the bedrock of our economic system.

Because the FDIC performs this unique function and because of
its financial interest in safety and soundness of America’s financial
institutions, the corporation brings a unique perspective to the
question of bank supervision and the administration of the federal
financial safety net. The FDIC ensures and has an interest in the
continued well being of every bank in America, not just those we
directly supervise. Bank capital is important to the FDIC. It is a
tangible symbol of the strength and essential buffer between risk
in our financial system and the deposit insurance funds.

We have a common interest with the financial services industry
to make sure that the industry remains focused on customers, both
by serving them well and treating them fairly. The FDIC brings an
independent outlook and industry-wide expertise and works to
strike a fair balance between the important innovations of the free
market and the overall stability of the financial system.

As the FDIC carries out these responsibilities, we try to be good
stewards of the public trust. We are mindful of our budget, promote
innovation and excellence in our workforce, and advocate policy po-
sitions we believe are fair and in the best interests of the industry
and the American people. But there are additional flexibilities the
FDIC needs if it is to continue its efforts to maintain a high-per-
formance organization.
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First, the FDIC needs greater flexibility to manage its deposit in-
surance responsibilities. We call for a comprehensive reform to pro-
vide this flexibility—the merging of the deposit insurance funds,
the freedom to manage the funds’s size relative to overall deposits,
and the freedom to charge premiums based upon risk. These are
responsible common-sense changes, and I thank this committee
and the U.S. House of Representatives for overwhelmingly answer-
ing our call last year. We will continue our efforts to enact this im-
portant bill.

Second, the FDIC needs additional flexibility in managing its em-
ployees. I have placed renewed emphasis on merit at the FDIC, re-
warding performance and excellence at all levels of the workforce.
There is much more to do and we will need Congress’s help if we
are to realize our full potential in this area. We will soon propose
a package of legislative reforms to give the FDIC the tools needed
to hire the right people, retain and promote employees who perform
at high levels, and to strengthen the link between performance and
compensation. I look forward to working with this committee and
other appropriate committees in the Congress to make these re-
forms a reality.

Finally, the FDIC wants to successfully conclude the important
discussions currently underway regarding bank capital. The pro-
posed Basel II capital accord is terribly important and will have
profound implications on how we manage and regulate bank capital
in America. We have sought from the beginning to ensure our sys-
tem of capital regulation in America is not undermined by our le-
gitimate desire for a more risk-sensitive and modern system of de-
termining regulatory capital. The FDIC is working closely with its
fellow regulators to ensure we all strike the appropriate balance.

While it is true that the FDIC has a financial interest in the
question of capital, we believe there are other worthy reasons for
getting it right. Our success in retaining the industry’s strong cap-
ital position will provide the regulators with the flexibility needed
to allow ever-greater market innovations. Maintaining a solid foun-
dation of capital that is beyond dispute will allow the marketplace,
not the regulatory structure, to determine the future of banking
and this, in my view, is exactly as it should be. I will continue
working to strike this balance at the FDIC and will bring this per-
spective to our deliberations.

I appreciate the opportunity to testify here today and look for-
ward to your questions. Thank you.

[The prepared statement of Hon. Donald E. Powell can be found
on page 118 in the appendix.]

Chairwoman KeLLY. Thank you very much, Mr. Powell.

I want to begin by commending the FDIC for the agency’s work
in financial education with the Money Smart program. Financial
education is extremely important to get those people who are not
in the banking system into the banking system. I am very im-
pressed with what you have done. Last year, I worked on Title V
of the FCRA reauthorization legislation specifically for the strategy
for assuring financial empowerment, the SAFE strategy. I wonder
if you could tell us about the successes on the Money Smart pro-
gram and if the FDIC will be bringing these experiences to the new
commission that was created in the FACT Act.
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Mr. POWELL. Thank you. I am excited about this particular effort
at the FDIC. I concur with you, Congresswoman Kelly, about the
need for financial literacy for all Americans. We do participate in
the new commission that just was formed. In fact, we had our first
meeting about 15 days, maybe 2 weeks ago. I am proud to be part
of the FDIC’s Money Smart initiative. I can say that because it was
started before I came and the work had been done. It is an award-
winning program. We now have it in three or four different lan-
guages. We have something like 200 instructors that have trained
5,000 people to teach Money Smart in all communities around
America. We have in excess of 200 partnerships with nonprofits,
partnerships with government agencies, such as the Department of
Defense. We are doing some work there. We are doing work in all
50 states in America.

It is an exciting program. Its target is adults. I attended the first
graduation ceremony in Chicago about 18 months or 2 years ago.
I looked into the eyes of those people who participated in the
Money Smart program. I can remember asking them about check-
ing accounts, savings accounts, budgets, borrowing money, all those
issues. While they did not get every answer, they got most of the
answers correctly. So I am excited that we are in fact part of the
financial literacy in America. We have a great, great program, inci-
dentally, that is free. Anybody can ask for it and we are happy to
share it with them.

Chairwoman KeLLY. Thank you.

I would like to know what the FDIC is doing in order to imple-
ment the Patriot Act provisions and what the criteria and the
methods are that the agency uses to decide which BSA cases
should be referred to the FinCEN for enforcement analysis.

Mr. POwWELL. That is part of the regular supervision that when
we go into an institution and the compliance with the law. Our
people, first of all, were trained on what the Patriot Act in fact is
about. We equipped them with the tools, including the training
that will enable them to go into institutions and look for violations
of that particular act. I have complete confidence in our examiners
to go into an institution and make sure that in fact that institution
is complying with the Patriot Act and the Bank Secrecy Act.

Obviously there will be times that we will miss some things and
go back and correct some things. It is a continuing process. We
have found that most bankers are more than willing. All banks un-
derstand the need. All banks will have put in place compliance offi-
cers. They have controls in place. They are taking this extremely
seriously. We go in and, like we would on any other compliance ex-
amination, look for procedures, look at management’s commitment
to it, do they have a compliance officer, are they well trained, are
they following the law. We will not be bashful in calling their hand
when we believe that there are violations. We have the necessary
enforcement tools that will get their attention.

Chairwoman KELLY. I have one more follow-up on that, which is
that the Patriot Act asked for increased cooperation and commu-
nications between regulators. You have talked about the bank side
of that. What about the communications that are going on between
the regulators, and how frequently does the FDIC discuss this sort
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of thing with other regulators? Is there something that we need to
do to improve that kind of coordination?

Mr. POWELL. I do not think so, Madam Chair. I think there is
extraordinary communication, not only on this particular issue, but
I have found that the communication between all of the bank regu-
lators is extraordinary. We share data. We share information. We
share concerns. We debate. We have training sessions together. I
just attended a training session for supervisors Monday, sponsored
by the FFIEC, attended by something in excess of 100 regulators
from all four of the different agencies. So I think there is commu-
nication. I think we share concerns. We share issues. We share
problems. I do not think that is an issue.

Chairwoman KELLY. I am glad to hear that. I hope that is true.
We have had some indication that there is not an ease of coordina-
tion in terms of communication between some of the agencies, not
specifically with your agency, but with some others. I was just in-
terested in how you felt that was working.

Mr. POwEgLL. I think there is always obviously some friction from
time to time, but I can assure you at the principals level there is
a commitment to that.

Chairwoman KELLY. Good. Thank you. I am out of time.

Mr. Gutierrez?

Mr. GUTIERREZ. Mr. Chairman, I am going to ask you about two
areas, so we will have a lot of time even within the 5-minute
framework, I am sure, to be able to discuss them.

Universal Savings, a mutual thrift in my district failed several
years ago. I would like to know the status of that resolution. Have
the depositors been paid and to what extent? I understand that an
investigation may be pending into the circumstances surrounding
the closure of the institution. Can you comment on that? And is
there any other information you can give me about the institution
of Universal Savings?

Mr. POWELL. As you indicated, that institution was closed by the
OTS in June of 2002. I am happy to report that all insured deposi-
tors have been paid. I am extremely happy to report that 94 per-
cent of the uninsured depositors have been paid. I think that is im-
portant. I may have misspoken. What I meant to say, if I did not
say it, if you were a depositor and you were uninsured, you got 94
percent of your money back. If you had $100 over the insurance
limit, you got 94 percent of it paid. That is important. But just as
important, I think, I am proud of the record of the FDIC in that
we did this, as you and I talked about before the hearing, in a
record time. Most of those people had their money within 24 hours.
Some had it within 48 hours.

As you indicated, there is a criminal investigation going on now,
and because of that, I would not comment on that.

Mr. GUTIERREZ. So there is a criminal investigation and you can-
not ?comment on that criminal investigation into Universal Sav-
ings?

Mr. PoweLL. That is true.

Mr. GUTIERREZ. Okay. The second area is, currently 10 FDIC
regulated State banks rent their charters to pawn shops, payday
loan outlets, check cashers, so that the storefronts can make loans
that would be illegal under our State usury and small loan laws.
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The OCC, the OTS and the Fed have taken regulatory action to
stop their banks from payday loan charter renting. The FDIC is the
regulator of choice for payday lenders, even letting a Fed member
bank switch regulators to stay in business.

I would like for you to comment on this situation and to help.
In light of the progressive actions that you have taken as Chair-
man and the FDIC has taken in order to help remittances, for ex-
ample, can you help so that FDIC-regulated banks basically do not
lend out their charters. They say, well, we don’t have to worry
about the State laws; and we don’t have to worry about them. Can
you help us in that area and the particular area of payday lending?

Mr. POWELL. Let me attempt to answer you. You raise several
points. The first thing that struck me as you were making your
comments is that we do not want insured banks to participate in
any illegal activity. We will not condone anything that is illegal. At
the same time, as you know, we are safety and soundness con-
scious. Through the guidance that we issue to the payday lenders,
I think they understand that we are very serious about making
sure that they do not do anything that would jeopardize the capital
of their institution, to the extent that we all recognize and under-
stand that these particular loans have unusual characteristics that
would pose additional risk.

Because of that, capital allocation sometimes is 1.5; sometimes it
is three times as much, and it can be 100 percent allocated; 100
percent of the capital must be allocated to the outstanding balance
on those loans. So we take the safety and soundness issue very se-
riously and we take the legality very seriously. We take also the
seriousness of consumer laws that may be required from a broad
range of consumer protection laws. We check for compliance with
those consumer laws. At the same time, we look for discrimination.
Is there any discrimination on the part of those payday lenders?
And finally, we want to be sure that they are fair in dealing with
consumers.

I have thought a lot about the issue of payday lending. I have
thought a lot about how we deal with this in America. As I shared
with you before the testimony, I have gone to convenience stores.
I have visited with people that are in line to get their check cashed.
I think there are lots of issues here. I will share with you an expe-
rience that I shared with the folks at a conference we sponsored
about three or four months ago, a conference on the unbanked. We
talked a lot about payday lending at that particular conference.

What I shared with that group was when I visited with one indi-
vidual gentleman, I said, “You recognize and understand you can
go down the street one block and cash your check free. You do not
have to have an account there. If you have $100 check, they will
give you back $100.” He looked at me and said, “I know that and
I know what I am paying here at the payday lender, but that is
the same institution that foreclosed on my brother’s pickup.” We
talked a little bit about that.

I think part of it is what Congresswoman Kelly mentioned a mo-
ment ago. Part of it is education. Part of it is culture. Part of it
is trust. Somehow, banks have got to get down into the community
and not have a banking lobby environment. Mix with the workers
and say, “You can trust us.” We can understand that. I think that
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is a critical issue. I think it is a cultural issue. The folks that are
customers of the payday lenders, I think some of them, they know
exactly what they are paying. It is a matter of convenience. It is
a matter of intimidation. It is a matter of trust.

Mr. GUTIERREZ. I understand, Mr. Chairman.

Mr. POwWELL. I want to emphasize again. We do not want to par-
ticipate in any illegal activity at all.

Mr. GUTIERREZ. I understand. And maybe we can do this, be-
cause of the time, and I wanted to give you ample time. That is
why I only asked two questions. Maybe you could answer specifi-
cally and you can put it in writing to the committee, and that is,
if we do have FDIC charters, and they are using and basically
lending out as fronts for payday lenders, I just want you to take
a look at payday loans. If by doing that, they eliminate State laws
that are very, very clear on usury kinds of interest rates and
charges.

Mr. POWELL. Yes, usury.

Mr. GUTIERREZ. Usury. Would you stop that? Because we already
know that the OCC and the OTS and the Fed are doing that, and
we would like you to look at it, write back to us, and join those
other institutions so that people do not use the federal government,
your institution, to give out loans that we might agree in private
are probably bad, bad loans that should not be handed out.

Mr. POWELL. I am happy to do that and respond to you in writ-
ing.

Mr. GUTIERREZ. Thank you.

Chairwoman KELLY. Thank you, Mr. Gutierrez.

Mr. Paul?

Mr. PAUL. Thank you, Madam Chairman.

Good morning, Chairman Powell. I have a question dealing some-
what with philosophy, as well as a practical question about the ob-
ligations and responsibilities of the FDIC. I am very interested in
the Austrian economic school. This, of course, is a school that was
popularized by Nobel prizewinner Frederick Hayek. Their expla-
nation of the business cycle, of course, is that the Federal Reserve
is responsible for the business cycle and that artificially low credit
causes investors to do dumb things like over-invest and mal-invest,
and consumers to borrow more than they should. It creates bubbles
that are destined to burst. I think history over the last 100 years
bears this out to be a pretty plausible theory.

The Austrians believe that the FDIC participates in the mal-in-
vestment, in that it is really not insurance. This is a government
guarantee, flat-out, because if you had private insurance, you
would have variable rates and depending on the solvency of the
bank, the insurance would either be denied or the rates would be
raised. So we really do not have insurance, but we as an official
body and as you as representative of the FDIC have a responsi-
bility to try to protect the taxpayer. Therefore, when we have trou-
bles, which we have had multiple times over the last 70 years, we
come in with just more regulations, which is of course an added
burden on the banks and bank customers.

So philosophically, one question I have is, would you concede
that this illusion of insurance contributes to over-investment and
bad investment, although the so-called good at the FDIC, is to pro-
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tect consumers and you can point out where the FDIC has done a
lot of good, but overall it does a great deal of harm contributing to
a mal-invested economy that eventually has to be corrected, and
quite possibly we are in the midst of that correction now. We cer-
tainly saw that with the stock market crash of 2000.

But right now, the banks hold over $1 trillion worth of GSEs.
There are some who theorize that this is a huge bubble. What if
we have a 20 percent decrease in housing prices, or what if interest
rates go up, which they very possibly could. Haven’t we really over-
obligated the taxpayers to protect all these deposits and now with
deregulation, banks get involved in other activities, and funds are
always fungible. Therefore, the argument could be made that we
have placed a tremendous potential burden on the taxpayer, al-
though in the meantime it looks like we are doing good protecting
the depositors, ultimately we could well face a major crisis of con-
fidence where the bailing out necessary would put the dollar in
jeopardy.

Is there any thought to that on your part? Do you give any cre-
dence to this idea that the FDIC may contribute to the mistakes
that will eventually have to be corrected?

Mr. POWELL. I am not an economist, up front, but I am a former
banker. I have given lots of thought about the FDIC insurance. I
have thought about, and I have visited with lots of consumers
about the importance and why are Americans concerned about sta-
bility in their banking system. I often kid that I did not know what
“moral hazard” meant until I came to Washington.

Having lived in the crisis and being a banker in the crisis, I can
remember talking to consumers, calling me each and every day, “Is
my money safe?” I think we would all, Congressman, agree that
stability in the banking system is important for the economy of the
United States. I think that is the reason the FDIC was created
some 70 years ago because, in fact, there was instability in the
banking system.

Where that level of coverage should be, we can debate. But I
think there is and it has been proven over the years, the impor-
tance of the FDIC insurance for the consumers of America. It is the
symbol of confidence, and I think Americans have to have con-
fidence in their banking system. They have to have confidence
when they deposit money in an insured institution, they will be
able to get the money out.

That safety net, how much does it contribute to this issue of
moral hazard, is a different issue. We could say the coverage
should be $50,000; we could debate it should be $200,000. That is
a debate within itself. As you know, we at the FDIC have basically
said it should be indexed, and put that issue to the side.

I will tell you during the crisis that the FDIC insurance did con-
tribute to the crisis, in my view, no question. But I will also quickly
add to you it was not the only thing. It was not the only thing—
commodity prices, the Tax Act of 1986, the imbalance in the thrifts
in the balance sheet, and poor judgment were part of that. I am
always curious when people do not understand that if I am the
CEO of an institution, that I am not going to take unusual risks
just because I have the FDIC insurance, because if I take unusual
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risk, the first person going down is going to be me. I am going to
lose my job and I am going to lose my investment.

So it is a balancing act. I think it has served America well for
the past 70 years and I think Americans depend upon it. I think
obviously we need to have these debates from time to time about
where is it, is it important. We have had that at the FDIC. We
have talked about how much of the private sector could, in fact, be
part of the risk. We believe that an important part of deposit insur-
ance reform is that premiums ought to be based upon risk. They
are not today.

Mr. PAUL. Thank you.

Chairwoman KeELLY. Thank you, Mr. Paul.

Ms. Maloney?

Mrs. MALONEY. Thank you.

Mr. Chairman, as you know, the outsourcing of jobs overseas is
a particularly sensitive issue for our constituents, particularly with
the high level of unemployment. As a highly competitive global in-
dustry, the banking sector is one of the industries at the forefront
of efforts to move jobs to countries where they can save on labor
costs. Already, U.S. banks have moved large numbers of call center
jobs to India and other countries. I understand that many bank
back office functions are now performed overseas and that this
trend is increasing.

I would like you to answer two questions with regard to
outsourcing. First, is the FDIC studying the risk to consumer pri-
vacy and identity theft when sensitive personal financial data is
transmitted halfway around the world? Are they adhering to our
laws for privacy protection?

Mr. POwWELL. To my knowledge, we have not.

Mrs. MALONEY. Then secondly, is the FDIC studying whether
outsourcing of an increasing array of underwriting and record
keeping jobs increases risk to the safety and soundness of the
banking system? Is this potentially an increased operational risk?

Mr. POwELL. To my knowledge, we have not, but we would be
happy to do so. I think obviously we are concerned about identity
theft and we are concerned about some of the issues that you have
posled. If in fact we see any evidence of that, we will act accord-
ingly.

Mrs. MALONEY. I am encouraged to hear that. I truly appreciate
any effort to conduct a study of the risks outsourcings may pose to
the safety and soundness of the banking system.

Mr. POwWELL. We are happy to do that.

Chairwoman KELLY. Chairman Powell, I would be very inter-
ested, the committee would be interested in having you report back
specifically after having done a study on the issues that Ms.
Maloney has raised.

Mr. PoweLL. I will do that.

Chairwoman KeELLY. Thank you.

Mrs. MALONEY. As you know, this committee is closely following
Basel II, with the commitment that American businesses and fi-
nancial institutions should not be put at a disadvantage. In your
testimony, you reaffirmed the consensus that Basel II will lower
capital standards for large U.S. institutions that come under this
new regime. Yet in a separate section of your testimony, you note
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the 47 percent reduction in the number of community banks in the
U.S. since 1990.

So my question is, what is the FDIC’s latest thinking on how
many institutions in the U.S. will be under Basel II when all is
said and done? And what will be the impact on consolidation and
competitiveness if only a few large banks come under it? And also,
I read one article where internationally, subsidiaries of banks or
other community-type banks in foreign countries will not have the
same strict capital requirements as we do, therefore possibly put-
ting our institutions at a competitive risk; your comments on where
it stands, and certainly we do not want to do anything that in any
way undermines the competitiveness of American institutions, yet
some papers I have read indicate that they believe it will. So your
feelings on it?

Mr. POwWELL. I have not read all of those papers, but clearly one
of our concerns is the competitive nature of what may happen as
it relates to Basel. I do not think that question has been answered
yet. It has been asked, and I think there are various views about
that. We at the FDIC are looking at that also, but primarily we are
focused today on capital, regulatory minimum capital standards.

As you know, we are a safety and soundness organization, so we
are focused primarily on capital and that is where we enter into
the process and the debate. There has been lots of dialogue ex-
changed between all the principals as it relates to that one par-
ticular issue. We believe that it is time for reform of capital stand-
ards. Obviously, the marketplaces move ahead. We should base
capital on risk. We do not debate that at the FDIC.

What we do debate and we have lots of debates about is how we
measure and validate certain models that are talked about within
Basel. But fundamentally, we believe that there should be min-
imum regulatory capital as a final buffer if in fact some of the as-
sumptions go awry or there are some other things that may happen
in the marketplace that would cause banks to have some type of
charge against their capital. So we are focused on the capital issue.
That is not to say we do not have concern about the competitive
nature within large institutions.

Mrs. MALONEY. On the capital issue, which is a very key issue
in the whole discussion, some people have alleged that our banks
are very heavily regulated, whereas foreign banks are not.

Mr. POWELL. Right.

Mrs. MALONEY. Therefore, possibly our banks or businesses
would be put at a disadvantage. There are some allegations that
the way that it is formulated, that the capital standards will be
higher for our institutions than foreign institutions, therefore put-
ting us at a disadvantage.

Mr. POWELL. Yes. Today, domestic banks, as you know, in the
U.S. we have to have a higher capital than our European counter-
parts, and also Japanese banks. We have clearly a lot more capital
than those institutions. More important, we perform better. We
perform better, and I think they meet the needs of the business
community.

So clearly, higher capital standards do not necessarily mean that
the business needs are not going to be met, consumers’s needs are
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not going to be met. The institutions make more money and return
on equity than our counterparts in Europe and in Asia.

Chairwoman KELLY. Thank you, Ms. Maloney.

Ms. Inslee?

Mr. INSLEE. Thank you.

Following up Ms. Maloney’s questions about outsourcing and our
regulatory reach on some of these functions that are outsourced off-
shore, could you elaborate on what the regulatory climate is on
those operations, particularly on what responsibility would be
maintained by the parent bank for those operations? In other
words, let’s assume bank A outsources some bank function to the
Philippines, not to pick on the Philippines, it is a great country, it
just popped to mind, and that operation goes awry; there are viola-
tions of identity theft issues and the like. Do you believe you have
the ability essentially that the bank maintains all obligations to
the regulator in that context?

Mr. POWELL. Yes, sir. I think we have the ability and the will
to examine that in the course of examination.

Mr. INSLEE. I am sorry. Would you say that again?

Mr. PowEeLL. I think we have the ability and the will to examine
that in the normal examination process, like we would any
outsourcing, technology outsourcing or whatever it may be.

Mr. INSLEE. So right now under the current regulatory structure,
statutory and based on rules, do you think the bank would retain
the same liability to the regulator whether they did that in-house,
on-shore, or whether they did it in an operation off-shore
i)utsq)urced? Would the bank retain the same liability to the regu-

ator?

Mr. POWELL. I would want to be sure and check with the folks
in the FDIC Legal Division, but it is my understanding absolutely
we do. Counsel just said we do.

Mr. INSLEE. Okay. What is your greatest concern, if you have
any, about this issue of outsourcing some of these bank functions?

Mr. POWELL. The integrity of the process. The peer integrity of
the process.

Mr. INSLEE. Do you think that there is an inherent loss of some
regulatory integrity from an implicit standpoint when that hap-
pens, or not?

Mr. POWELL. I am not sure. I do not have any experience in that.
But I can assure you that clearly is one of the things that super-
visors would look at, because it is integrity of the numbers. It is
also dealing with customers’s identity. It is very important. I know
that institutions themselves ought to be sure that the integrity of
the process is intact. They depend upon it. Their reputation de-
pends upon it.

Mr. INSLEE. I am sorry, you may have talked about this in re-
sponse to Mr. Gutierrez’s questions, if he asked you questions
about the payday loans situation. Could you tell me your reaction
to that issue? What your institution’s thinking is in this regard,
and how it compares to some of the other regulators?

Mr. PoweLL. We have issued guidance as it relates to payday
lenders. As someone indicated, I think we supervise directly in ex-
cess of 5,500 institutions. There are 11 that we have identified that
are in payday lending and we have issued specific guidance as it
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relates to payday lenders: no violation of law; follow all the con-
sumer protection laws in America; and in fact, is it fair? But more
important, we have recognized that there is undue risk in payday
lending. So we require capital allocations, one-to-one capital alloca-
tions against that undue risk. So it is very expensive from a capital
process for an institution to be involved in payday lending. We
looked at it from a safety and soundness issue, obviously.

Mr. INSLEE. Thank you.

Chairwoman KELLY. Thank you, Mr. Inslee.

Mr. Chairman, Mr. Oxley?

Mr. OXLEY. Thank you, Madam Chairman, and thank you for
your efforts at oversight. I want to offer my opening statement as
a matter of record.

Chairwoman KELLY. So moved.

[The prepared statement of Hon. Michael G. Oxley can be found
on page 28 in the appendix.]

Mr. OXLEY. I thank the chair.

The fact is that we have had a busy 3 years on the legislative
front, but one of the major goals of our committee is to conduct
oversight, and that is why I think you are the first in the barrel,
Mr. Chairman, and I want to welcome you back to the committee
for what will be a series of oversight hearings with the regulators.
I think it is always helpful for the committee to share views, and
with your expertise and real-world experience, it is particularly
helpful.

All of us on this side of the Capitol are very desirous of closing
the loop and getting deposit insurance reform passed. As you know,
Mr. Chairman, this House on two occasions has passed with large
margins an overall deposit insurance portfolio, and particularly the
merging of the BIF-SAIF and other very, very helpful reforms for
the industry. We are increasingly frustrated with the other body.
I am not allowed to use the “S” word, but we are particularly frus-
tflatedbwith the other body in that we have not been able to finish
the job.

I am just wondering if you could comment on that. We want to
work with you towards what we think will be a very, very positive
development in passing this legislation. We have made it very clear
on our side. Mr. Frank and I both, and the chairman of the Finan-
cial Institutions Subcommittee, Spencer Bachus, his Ranking Mem-
ber, have made it very clear that we are willing to sit down with
the Senate and work out a compromise on what is the only real
contentious issue left, and that is the insurance numbers and how
that affects us going forward.

So let me just throw that out to you. I know we are kindred spir-
its on this, but we just need to make our brethren in the other body
aware of how important this area is to get completed.

Mr. PoweLL. Thank you, Mr. Chairman. You were not here when
I applauded the leadership that you and others have provided on
this legislation and we thank you for that.

In my view, this is good for the American people. It is good for
the banking industry. It is unfortunate that the debate is on that
one particular part of the bill because the bill is about much more
than just the coverage issue. It is critical that we merge the funds.
It is critical that we have more flexibility at the FDIC. It is critical
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that premiums be based upon risk. No other insurance company
bases their premium the way we base our premiums. It should be
based upon risk.

My concern is that we will react during a crisis. That is not the
time to do that. I am confident and hopeful that the compromise
on the coverage issue can come about. Our position has been very
clear at the FDIC that we believe it should be indexed. We have
listened to the voices that believe it should be increased, the voices
that believe it should not be dealt with. We are hung up on that
one issue, and other parts of the bill are going to go to the wayside,
and that is not good for the American people and it is not good for
the banking industry.

So we are going to work diligently with your friends in the Sen-
ate and with Chairman Shelby, and hopefully we can overcome
those obstacles this year.

Mr. OxLEY. I thank you for that observation. Indeed, you and I
have both had conversations with Chairman Shelby and other
members of the Banking Committee over on the other side. We al-
ways receive a very warm welcome and a positive response. It is
just that we need to get down to the nitty-gritty of legislating.
Somebody said politics is the art of the possible, and we are ready
to exercise that possibility, hopefully probability, that we can get
this bill over the goal line.

Mr. PowEeLL. I will walk hand-in-hand with you.

Mr. OXLEY. Yes, to use a football analogy, which I know you are
not particularly familiar with.

[Laughter.]

Let me ask you also your observations. We appear to be at least
in the beginnings perhaps of a mega-merger that is going on out
there with large banks, or large banks getting larger, that is with
the Bank of America and Fleet, with the recent announcement with
Bank One and J.P. Morgan. How will that, if at all, affect your re-
sponsibilities at the FDIC? Do you have the wherewithal to take
care of the myriad responsibilities that you have as chairman of
the FDIC? Is there something that we on the legislative side can
help you with?

Mr. POWELL. Yes, there are some things. As I mention in my tes-
timony, we are going to be presenting a package to the Congress
as it relates to specific issues that we can believe will enable us to
do our job better. It is very important that we continue to maintain
and retain and hire competent people, and that we reward them
based upon their merit pay performance. That is an issue that we
struggle with at the FDIC. So we will come with the legislative
package so that you can help us as it relates to that.

Mr. OXLEY. When can we expect that?

Mr. PoweLL. Within 30 days.

Mr. OXLEY. Very good.

I see my time has expired. Mr. Chairman, again, it is good to
have you with us and we appreciate your continued cooperation.

I yield back.

Chairwoman KELLY. Thank you very much, Mr. Chairman.

The Chair notes that some members may have additional ques-
tions, and certainly I believe that I do for this panel, so they may
wish to submit them in writing. So without objection the hearing
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record will remain open for 30 days for members to submit written
questions to these witnesses and to place their responses in the
record.

We thank you, Chairman Powell. We are very pleased that you
were willing to give us some time this morning. Thank you so
much.

Mr. PoweLL. Thank you.

Chairwoman KELLY. And now I would like to call the second
panel. On our second panel, we have the FDIC Inspector General
Gaston Gianni, who was sworn in in 1996. Also on our second
panel is Jeanette Franzel, the Director of Financial Management
and Assurance at the General Accounting Office. I thank you both
for your appearance before the subcommittee. Without objection,
your written statements will be made part of the record. You will
be each recognized for a 5-minute summary of your testimony. We
begin with you, Mr. Gianni.

STATEMENT OF HON. GASTON L. GIANNI, JR., INSPECTOR
GENERAL, FEDERAL DEPOSIT INSURANCE CORPORATION

Mr. GIANNI. Madam Chairman, thank you. I am pleased to tes-
tify today as you conduct oversight hearings on the FDIC. I want
to compliment the committee for this format of oversight. I think
it works very well. I had many years at GAO and the experience
now of being the Inspector General. Bringing in GAO and the In-
spector General, along with the head of the agency, I believe is a
model for conducting oversight by the Hill. So I hope others would
take after and emulate your practice here.

FDIC has a long and successful tradition of maintaining public
confidence and stability in the nation’s financial system. There are
many important indicators that the banking system is healthy and
the corporation can take pride in its contributions to that stability
and confidence. Likewise, I am proud of the accomplishments of my
office, seeking to help ensure the successful accomplishment of the
FDIC mission.

At the outset, I would just like to acknowledge the congressional
confirmation of Tom Curry, the corporation’s fifth member of the
board of directors in 2003. Our board is now operating at full
strength, a very positive aspect to internal governance structure,
for which I called in many of my past semiannual reports.

The role of the IG is unique to an agency. To illustrate, at FDIC,
although we are an integral part of the corporation, unlike any of
the other divisions or offices, our legislative underpinning requires
us to operate as an independent and objective unit and report both
to the chairman and to the Congress. We have two essential roles.
Through a comprehensive program of audits, evaluations, and in-
vestigations, we independently analyze and report on significant
management challenges and foster integrity and accountability,
and excellence in FDIC’s programs.

In this regard, an important aspect to the success of an IG office
is the support of its agency top leadership. I am pleased to report
to the subcommittee that both Chairman Powell and Vice Chair-
man Reich provide a supportive tone at the top that enables us to
carry out our statutory responsibilities. As a result, we have an ex-
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cellent working relationship with the corporation and we are com-
mitted to continuing that relationship in the future.

I believe that the OIG adds significant value to FDIC. Net sav-
ings from our work have averaged over $290 million a year over
the past 5 years. We also provide substantial non-monetary value
to the corporation through advice and recommendations. Last year,
we had $96 million in actual and potential monetary benefits. We
offered 190 plus non-monetary recommendations for improving the
internal operations and controls within the corporation. We had 35
referrals to the Department of Justice, 43 indictments, 22 convic-
tions, and additional actions.

In addition, in the spirit of the Reports Consolidation Act, we an-
nually identify the top management and performance challenges
facing the corporation. The challenges capture the risks and oppor-
tunities we see before the corporation and serve as a guide for our
work. The first four challenges address the more global issues con-
fronting the corporation: adequacy of corporate governance in the
insured depository institutions; protection of consumer interests;
management and analysis of risks to the insurance fund; and effec-
tiveness of the resolution and receivership activities.

The other six focus internally on the corporation’s operations:
management of human capital; management and security of infor-
mation technology resources; the security of critical infrastructure;
management of major projects; cost containment and procurement
integrity; and the assessment of corporate performance.

I have given examples of our work under each one of these risks
in my statement, but I would like to focus on a couple. Last year,
we have through our investigations identified people who were tak-
ing advantage of the elderly by using the FDIC logo, the impri-
matur, or suggesting that their deposits were insured by the FDIC.
As a result of our investigation, we were able to help identify and
return over $9 million to these unfortunate elderly people.

As a result of several of these cases, we made recommendations
to Chairman Oxley and to the committee to include in the Finan-
cial Services Regulatory Relief Act a provision that supports and
gives the corporation added enforcement authority to protect our
imprimatur and our insurance. I just want to thank the committee
for its support in including it in its regulatory relief bill.

Another area that we are focused on remains the corporation’s
oversight of information technology security. It is a daunting chal-
lenge. Information technology continues to play an increasingly
greater role in every aspect of FDIC’s mission. Our work required
under the Federal Information Security Management Act shows
that the corporation has worked hard to implement many sound in-
formation system controls to help ensure adequate security. How-
ever, daunting challenges remain due to ever-increasing threats
posed by hackers and other illegal activities. We have urged the
FDIC to stay the course in developing an enterprise-wide architec-
ture and map the current versus the new state of where they want
to be on business processes and supporting information systems
and data architecture. Additionally, we have emphasized com-
pleting system certification and accreditation processes to test the
security of developing IT assets.
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Again, Chairman Powell acknowledged the fact that we have ap-
pointed a new CIO. We still have many positions that need to be
filled within our IT arena. That is one of the challenges that will
need to be taken care of as we go forward.

Lastly, before I conclude, regarding the Government Performance
and Results Act, while the corporation has made tremendous
strides in improving and complying with the Act, we offer areas of
suggestions for improving how they can comply and make that re-
porting more objective to accomplish the Chairman’s priorities.

In closing, I would like to again thank you for holding the hear-
ing. Members of my office are committed to continuing to carrying
out our mission at the FDIC. We are privileged to be public serv-
ants with the responsibilities of doing so. I hope my remarks shed
some light and I would be happy to answer any questions that the
subcommittee might have.

[The prepared statement of Hon. Gaston L. Gianni, Jr. can be
found on page 104 in the appendix.]

Chairwoman KELLY. Thank you, Mr. Gianni.

Ms. Franzel?

STATEMENT OF JEANETTE M. FRANZEL, DIRECTOR, FINAN-
CIAL MANAGEMENT AND ASSURANCE, UNITED STATES GEN-
ERAL ACCOUNTING OFFICE

Ms. FRANZEL. Thank you, Madam Chairwoman. I am pleased to
be here today to discuss the results of our recent audits of the fi-
nancial statements at FDIC. I do believe you have a copy of our
recently issued reports.

The FDIC actually administers three different funds, so we do
three different audits: the Bank Insurance Fund, the BIF; the Sav-
ings Association Insurance Fund, the SAIF; and the FSLIC Resolu-
tion Fund, or the FRF. Regarding the financial statements for the
BIF, SAIF and FRF, we issued unqualified or clean opinions for
those audits. This means that the financial statements and the
notes for each fund presented fairly in all material respects the fi-
nancial position and the results of operations and cash flows in ac-
cordance with U.S. generally accepted accounting principles.

Regarding FDIC’s internal control, we concluded that FDIC man-
agement maintained in all material respects effective control over
financial reporting, safeguarding of assets, and compliance as of
December 31, 2003. This is a very positive conclusion on internal
controls. We did identify one reportable internal control weakness
related to information systems security controls. This was not con-
sidered to be material, but is considered to be a deficiency in the
design and operation of FDIC’s controls. I will talk a little bit more
about the significant improvements that FDIC has made in this
area. During the course of our audit, we also did not note any in-
stances of noncompliance with laws or regulations, so again, a very
positive audit report.

I would now like to discuss FDIC’s information systems security.
We have reported weaknesses in FDIC’s information systems secu-
rity for a number of years. Although we continued to consider this
to be a weakness in 2003, we also found that FDIC has made sig-
nificant progress in this area. For instance, FDIC has completed al-
most all of its actions on the weaknesses detected in our prior au-
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dits. Unfortunately, however, in 2003 we found additional informa-
tion security weaknesses, some of which FDIC has already cor-
rected. They were very specific instances where FDIC had not se-
cured or limited access to its computer resources.

A key reason for these continuing weaknesses was because FDIC
had still not completely implemented a program of security moni-
toring. That is, an ongoing review, testing and evaluation of its in-
formation security, to ensure that systems are in compliance with
policies and procedures. FDIC has begun implementing such a pro-
gram, but it was not quite fully implemented at the end of 2003.

We do believe that when FDIC fully implements this program, it
should allow FDIC to identify and correct the types of problems
that we found in 2003, so that when we come in hopefully FDIC’s
program can detect and correct any new weaknesses that have oc-
curred and then in that case, hopefully we could clear the report-
able condition going forward. FDIC management has shown a
strong commitment to fully establishing this comprehensive secu-
rity management program and we do believe that FDIC is on the
right track in this area, and we will continue to work closely with
FDIC to monitor this during 2004.

I will now briefly discuss the funds’s financial condition. As you
know, we have heard today that BIF and SAIF, the two insurance
funds, have shown positive trends over the last couple of years.
Both funds have reported positive net income, which increases the
insurance reserves or net worth of the funds. Insured banks and
savings institutions are also showing very positive trends in earn-
ings and asset quality.

In addition, FDIC is required to maintain fund balances for the
insurance funds at a designated ratio of 1.25 percent of estimated
insured deposits, and the reserve ratios were well above those lev-
els at December 31, 2003. It is very important, however, to note
that all of these results reflect a point in time. This holds true for
both our audit results and the positive financial trends that we are
seeing with FDIC and the industry.

In summary, the results of our audits were very positive, clean
opinions on the financial statements and overall effective internal
control, with significant improvements in the area of computer se-
curity. In general, we have seen a strong commitment from FDIC
management to promote excellence in financial reporting and inter-
nal control. FDIC continues to take important steps to monitor
risk, modernize its systems, and adapt to change.

With the banking environment, though, constantly changing,
FDIC needs to continually monitor its business environment and
the related risks, and adapt its internal operations and internal
controls and its external insurance and supervision and monitoring
functions in order to manage this risk and maximize the value of
its overall mission.

I would like to note that we have had a very productive and co-
operative working relationship with FDIC management and staff at
all levels. We also have very complementary roles and responsibil-
ities with the IG and we do coordinate frequently on our work.

Madam Chairwoman, I would be happy to answer any questions
that you have.
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[The prepared statement of Jeanette M. Franzel can be found on
page 32 in the appendix.]

Chairwoman KELLY. Thank you very much. I do have a couple
of questions.

I am interested in the fact that you have made an effort to allow
the FDIC to reduce the regulatory burden on banks by testing,
rather than duplicating a lot of work on audit and control func-
tions. I want to know how this is going and how effective you have
been in reducing the burden. Are you able to quantify it and docu-
ment that there has actually been a reduction?

Mr. Gianni?

Mr. GIANNI. Yes, Madam Chairwoman. This is the corporation’s
new, what they call the merit exam program. We were involved as
an observer at the outset, as the corporation was designing the con-
cept to streamline its supervisory oversight of banks under $250
million that met certain criteria. Conceptually, it is a sound con-
cept that you are risk-focused on how you are carrying out your
exam process. At any time, if an institution should fall outside of
the parameters set up or the criteria that were set up—for example
the continuation of management is one of the criteria—if you have
a change in management, in high-level management within an in-
stitution, that throws that institution out of the criteria and you
have to go in and do a more extensive examination process.

So conceptually, the process holds together. We have not exam-
ined the implementation of this new process. We plan to do so in
our future work. However, the corporation does report that they
have saved examiner time and freed up hours to direct to other im-
portant areas of activities within the corporation, but we have not
analyzed it yet.

Chairwoman KELLY. Mr. Gianni, when you do analyze it, do you
plan to do that fairly soon? If so, will you report that to the com-
mittee for us please?

Mr. GIANNI. The work is underway at the present time and we
will report back to the committee, Madam Chairwoman.

Chairwoman KELLY. Thank you. I think that is something that
is worth our having a report on from you.

Some of the smaller and more rural institutions that the FDIC
monitors have had concerns with the increased Patriot Act require-
ments. We have heard from some of them. I wonder if you think
that Congress should consider making any changes with regard to
those rural and small institutions.

Mr. GIANNI. We have not looked at the reg burden of this. The
corporation is currently in the process of developing proposals to
the Congress that will address regulatory relief on reg burden. One
of the concerns, and I have heard the concerns that you expressed
or that have been expressed to you, one of the ideas that is being
considered is whether there could be constructed a phased ap-
proach to providing the information to the Treasury Department.
Perhaps if the Treasury Department would get a condensed set of
information, which would reduce the burden on the part of the
bank, and then when it went into the system and was analyzed
and there was deemed a need for additional information, perhaps
at that point in time they could go back out and ask for additional
information. This is a concept that is being considered right now.
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One of the frustrations that I have also heard has been that in-
formation goes into the Treasury Department and nothing comes
back to the bankers to indicate whether this information that cost
them money to generate, whether that has been helpful to the fed-
eral government. I believe that the new director of FinCEN has
been out listening to people and has a number of studies underway
to try to improve the operations of his organization.

Chairwoman KeLLY. That is good to hear.

I want to ask also, your office has repeatedly found that one of
the problems that really is at the heart of a lot of bank failures is
the fact that we do not have adequate corporate governance at the
top. Are the requirements of Sarbanes-Oxley being met here? And
is there something that we need to tweak to make that more solid?
How can we help you on that?

Mr. GIANNI. I think regarding Sarbanes-Oxley, although Sar-
banes-Oxley is certainly helpful, there were requirements already
passed by the Congress that required strong governance principles
within our financial institutions. What we do is go back. As you
know, we are required by law when a major institution fails, to
conduct what is called a material loss review. If it is a loss of $25
million or more to the insurance fund and it is an FDIC-insured
institution, we are required to conduct a study as to why that insti-
tution failed.

We have done so 10 times in the past 10 years. What we have
recently done is we have gone back and we have analyzed those 10
studies that we had to see whether there were any trends that
came out. Clearly, the top trend is that there were weak govern-
ance processes in place.

Now, 10 in relation to 5,000 is relatively small, but we think our
analysis will give additional emphasis to the examiners, to the cor-
poration, to focus in on governance because governance is ex-
tremely important. It is the amount of control that is being main-
tained over the financial institution, whether you have a good
working audit committee that helps oversee the operation of the in-
stitution. That was our finding and it continues to be. I do not
think we need additional legislation. I think what we want to make
sure, though, is that we are vigilant as we carry out our exams in
these institutions.

Chairwoman KELLY. Okay, thank you.

Ms. Franzel, I want to ask you a question. The FDIC has re-
gional field offices, so that they are fairly close to the people that
they monitor. I am wondering what you have seen when you looked
at the FDIC in terms of how that worked and whether or not we
can learn from the cooperation between the FDIC and the State
regulators in a way that can be applied to the regulation of other
entities.

Ms. FRANZEL. I think that taking a look at the current structure
is probably a good idea, because with increases in technology, obvi-
ously, we have been able to do our work differently. It is important
to have folks out there close to the people who are being regulated.
We at GAO have the same type of structure. We have several field
offices simply because we are covering federal expenditures all over
the country, and we find that we need to have these types of offices
out there.
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So certainly I think that others can learn from this environment
and this structure. We have not specifically studied whether the
structure right now should be applied to other regulators, but I
think that idea certainly has merit.

Chairwoman KeLLY. Thank you.

Mr. GIANNI. If I might, Madam Chairwoman.

Chairwoman KELLY. Yes?

Mr. GIANNI. We have looked at the field. From an administrative
standpoint, we have looked at the expenses incurred by the cor-
poration among their regional offices. There was a wide disparity
among the various regions as to the cost of the facilities. Since that
time, the corporation has consolidated several of their regional of-
fices and I believe are continuing to look at what is the right size
and structure of their field organization. We do have individuals lo-
cated in all 50 states, though, so that they can carry out their re-
sponsibilities.

Chairwoman KELLY. Have you found that it facilitates coopera-
tion between the State regulators and the federal regulators to
have those field offices?

Mr. GIANNI. Exactly. I think it is important because, as you
know, we examine financial institutions in conjunction with the
State examiners. So we have to really understand how the States
are carrying out their responsibilities because every other exam
cycle we are relying on the States to carry out an exam. We have
to be knowledgeable about how they are carrying out their exams,
what risks they are identifying. So there has to be a good commu-
nication and cooperation among the State examiners and the fed-
eral government. We have done some work in that area. We are
continuing to monitor the activity and have some work underway
at the present time.

Chairwoman KELLY. Thank you. Thank you for adding that.

I have other questions. I am going to submit them in writing.
You have been very patient and I appreciate your being here. 1
think there are other members who may have additional questions
for the panel. It is a very busy time on Capitol Hill, as you all
know. So without objection, I am going to hold the hearing record
open for 30 days for the members to submit written questions to
these witnesses and place their responses in the record.

With that, this hearing is adjourned.

[Whereupon, at 11:30 a.m., the subcommittee was adjourned.]
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Opening Statement of Chairwoman Sue Kelly
Subcommittee on Oversight and Investigations
“Oversight of the Federal Deposit Insurance Corporation”
March 4, 2004

There are many important roles that Congress provides, but none is more important than
protecting consumers through proactive and effective oversight — a commitment that the Financial
Services Committee takes very seriously. The American people expect and deserve strong oversight of the
regulators protecting their hard-earned money.

The Oversight & Investigations Subcommittee will continue to ensure that all Americans have the
protection and security they need within their financial institutions. This is the first in a series of oversight
hearings on the federal agencies within the jurisdiction of the Financial Services Committee. These
hearings will enable the Committee to assess the state of the agencies, examine their performance, and
ensure that they are acting in the public interest.

We begin this process by examining the Federal Deposit Insurance Corporation (FDIC), which
serves as the supervisor of the safety and soundness practices for thousands of U.S. financial institutions.
As an independent agency, the FDIC has been tasked by Congress with maintaining stability and
confidence in the banking system. The Agency supervises the health of roughly 5,300 state-chartered
institutions and manages the receivership of the few failed depository institutions under its care. In
addition to its safety and soundness mission, the FDIC is the deposit insurer for more than 9000 of the
nation’s banks and savings associations, insuring over $3.4 trillion in deposits.

The Subcommittee welcomes FDIC Chairman Donald Powell and we look forward to his
testimony. Last week, the FDIC issued its “quarterly banking profile” for the fourth quarter of 2003,
which reported that FDIC-insured institutions enjoyed record-high eamings for the fourth consecutive
quarter — including a 22-percent increase in profits during the fourth quarter of 2002. In addition, there
were only three FDIC-insured institutions that failed in 2003, and the number of “problem institutions”
was reduced from 136 at the end of 2002 to 116 at year-end 2003. We hope to hear about the steps the
FDIC continues to take to improve efforts to identify and address systemic risks and other structural
weaknesses in the financial sector.

We also are especially interested in the progress that financial institutions are making regarding
implementation of the Bank Secrecy Act and the PATRIOT Act’s reporting provisions. The PATRIOT

Act required the FDIC to expand its supervisory role with regard to money-laundering.
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This is vital to the nation’s security and financial stability. It is imperative that we dry up this
illicit money, and we would like to hear about the progress that the Agency has made working with the
private sector to protect the American people.

The Subcommittee also welcomes FDIC Inspector General Gaston Gianni. In 1996, Mr. Gianni
became the first Presidential-appointed Inspector General of the FDIC. The Inspector General’s mission is
to promote efficiency and effectiveness of FDIC programs, as well as protect consumers from fraud,
waste and abuse in the programs — an important endeavor that promotes stability and public confidence in
our institutions. The Subcommittee looks forward to hearing the Inspector General’s findings on the
programs and operations of the FDIC, including recommendations for improvements.

In addition, Ms. Jeanette Franzel, the Director of Financial Management and Assurance at the
General Accounting Office, is here today to discuss the GAO’s audits in 2002 and 2003. Ms. Franzel will
discuss the GAQ’s findings that the agency maintains effective control over financial reporting and
compliance. I would like to commend Chairman Powell for the clean report the FDIC has received, and
for taking steps to improve targeted areas — including the addition of a newly created Chief Information
Officer.

1 thank all of our witnesses for their participation in this important hearing on FDIC oversight and

we look forward to your testimony.
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Opening Statement
Chairman Michael G. Oxley

Committee on Financial Services
Subcommittee on Oversight and Investigations
March 4, 2004
Hearing on “Oversight of the Federal Deposit Insurance Corporation”

Thank you, Chairwoman Kelly, for convening the first in a series of oversight
hearings that the Committee will hold in the coming year on the agencies within our
jurisdiction. While this Committee has an enviable record of legislative
accomplishments over the past three years — including the far-reaching corporate
reforms of the Sarbanes-Oxley Act, the anti-terrorist financing provisions of the USA
PATRIOT Act, and last year’s reauthorization of the Fair Credit Reporting Act — an
equally important part of our responsibilities as legislators is exercising rigorous
oversight of Federal programs and regulations and the agencies that carry them out.

In that regard, I can think of no better agency with which to kick off this
series of hearings than the Federal Deposit Insurance Corporation, which, for the
past 70 years, has played a critical role in ensuring the safety and soundness of the
banking system and instilling confidence in that system among America’s depositors
and savers, I am particularly pleased to welcome back FDIC Chairman Don Powell,
who has been a good friend to this Committee since assuming his responsibilities in
2001. Chairman Powell, thank you again for the outstanding job you are doing at
the FDIC, for your wise stewardship of the deposit insurance funds, and for the
cooperative spirit in which you and your staff have worked with this Committee on
deposit insurance reform and other public policy issues affecting banks and their
customers.

As a Texas community banker for 30 years who saw his share of boom-and-
bust cycles, Chairman Powell brings a “real world” perspective to his responsibilities
at the FDIC that is all too often missing in our debates here in Washington. His
common-sense regulatory approach was most recently on display in the revisions
that the FDIC and the other Federal banking agencies proposed to the regulations
implementing the Community Reinvestment Act (CRA).

Among other reforms, this proposal would increase the asset size limit for
banks to qualify for streamlined CRA examinations from its current level of $250
million to $500 million. I commend Chairman Powell and his fellow regulators for
this long overdue update to CRA, which will help to ensure that the law serves its
intended purpose of encouraging investments in banks’ local services areas, while
not choking America’s small community banks in the kind of red tape that hampers
their efforts to meet the credit needs of their customers. I urge the regulators to
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continue to study this issue, and to consider making a further upward adjustment to
the CRA small bank exam threshold in their final regulation.

Finally, I want to once again thank Chairman Powell for all of his efforts on
behalf of depesit insurance reform, which remains one of this Committee’s highest
legislative priorities. Having passed a strong package out of the House with well
over 400 votes last April, we are hopeful that our Senate counterparts will act this
year and allow us to get a bill to the President’s desk that makes needed structural
reforms to a system that has served America’s consumers and economy well for some
seven decades.

I yield back the balance of my time.
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Representative Jeb Hensarling

Opening Statement for Financial Services Hearing
“Oversight of the FDIC”

Thursday, March 4, 2004

Madam Chairwoman, I want to thank you for holding this first in a series of oversight
hearings on the federal banking regulators, and I look forward to the testimony of my
friend from Texas, Chairman Powell.

Last week, the FDIC’s fourth quarter banking profile stated that FDIC-insured
institutions enjoyed record high earnings for 2003, with profits having increased 22
percent over what they were in the fourth quarter of 2002. Out of approximately 9,000
federally insured institutions only 3 failed in 2003, while the number of institutions
considered to be in financial trouble declined as well.

From looking at these numbers and others it is clear to me that our federally insured
banking system is strong and consumer confidence in their financial institution of choice
remains high.

I do want to take a moment to commend Chairman Powell and the FDIC for what |
believe have been actions taken in the last year that promote important and consumer
friendly federal regulation. Encouraging free market principles over more regulation
allows FDIC-insured banks to better serve their communities to the best of their abilities.

The FDIC’s recently proposed rule to increase the small bank asset requirement from
$250 million to $500 million for purposes of Community Reinvestment Act examinations
is a good one. I believe that allowing banks to compete in the free market - with limited
government and regulatory interference - is the most effective way to ensure that the
banking needs of every community are consistently met. Every regulatory mandate
placed upon financial institutions should be subject to serious review and scrutiny by this
committee in order to ensure that what we require of our banks is valuable and serves a
beneficial purpose for consumers.

1 am one member of this committee who would like to explore further the real impact
CRA has had on community investment, and I hope the testimony today answers some of
those questions.

1 would also like to note that the FDIC’s issued guidelines regarding the payday lending
industry were needed. I believe this industry provides a credit choice for consumers that
many financial institutions choose not to provide, and I was pleased to see that the FDIC
did not act in their guidelines to prevent consumers from having these choices.
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When possible, fraudulent, unfair and deceptive practices should be combated by a
regulatory agency. However, it is important that we do not punish an entire industry and
take away a choice for consumers simply because of the actions of a few bad apples.

1 look forward to the testimony here today and hope for some constructive debate over
the role of the FDIC in the banking industry.

I thank the Chairwoman and yield back the balance of my time.
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FEDERAL DEPOSIT INSURANCE
CORPORATION

Results of 2003 and 2002 Financial Audits

What GAO Found

In reporting on the results of the 2003 and 2002 audits, GAQ issued unqualified,
or “clean,” opinions on the three funds administered by the Federal Deposit
Insurance Corporation (FDIC)—the Bank Insurance Fund (BIF), the Savings
Association Insurance Fund (SAIF), and the FSLIC Resolution Fund (FRF). This
means that the funds’ ial d fairly, in all material
respects, their financial position as of December 31, 2003 and 2002. FDIC also
maintained, in all material respects, effective control over financial reporting
{including safeguarding of assets) and compliance with laws and regulations.
GAO identified one reportable internal control weakness in the area of
information system security controls, which although not considered material, is
nevertheless considered a significant deficiency in the design or operation of
controls.

GAO has reported weaknesses in FDIC’s information systems security fora
number of years. Although GAO continued to consider information security
weaknesses to be a reportable condition for 2003, we also found that FDIC has
made significant progress in correcting the computer security weaknesses we
previously identified. FDIC took action to address current and prior-year
weaknesses, including completing action on all of the 22 weaknesses that
remained open from GAQ’s 2001 audit and 28 of the 29 weaknesses from our
2002 audit. However, GAQ’s work in 20083 identified 22 additional security
weaknesses in FDIC's information systems. FDIC has made substantial progress
in more fully imph ing a comp security program. H T,
it only recently established a program to test and evaluate its computer control
environment and this program does not vet include all key areas. A mature,
comprehensive, ongoing program of tests and evaluations of control would
enable FDIC to better identify and correct information system security problems
such as those found in our review.

FDIC has reported that banks and savings institutions it insures have
experienced record earnings during 2003. The financial condition of BIF and
SAIF are also showing positive trends. The fund balances, or net worth, for both
BIF and SAIF increased during fiscal year 2003. And, the current level of
estimated losses from probable failures of insured institutions is low relative to
the estimated liabilities that FDIC has recorded over the last 10 years,

It is important to r ber that GAO's opini on FDIC's fi ial

and its overall positive report on internal controls reflect a point in time. This
also holds true for the positive financial trends that FDIC and insured financial
institutions are eurrently experiencing. FDIC must continually monitor its
business environment, assess the related risks, and adapt its internal operations
as well as its insurance and supervision and monitoring functions to manage risk
and maximize the value of its overall mission,

FDIC is taking action to improve its risk monitoring and operations in several
areas, including financial risk management, future financial management and
information needs, and information technology security and processes.

United States General Accounting Office
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Madam Chairwoman and Members of the Subcommittee:

1 am pleased to be here today to discuss the results of our audits of the
Federal Deposit Insurance Corporation (FDIC) Funds’ Financial

Stat ts. We are required by the Federal Deposit Insurance Act' to
annually audit the financial statements of the Bank Insurance Fund (BIF),
the Savings Association Insurance Fund (SAIF), and the FSLIC Resolution
Fund (FRF), which are administered by FDIC. Our recent report,” issued on
February 13, 2004, presents the results of our audits of the funds’ 2003 and
2002 financial statements.

Today, I will discuss the results of those audits, including the substantial
progress that FDIC has made in the area of information security controls,
In addition, 1 will provide some information on FDIC’s financial condition
and results and considerations for the future.

Audit Results

In our audits of the 2003 and 2002 financial statements for BIF, SAIF, and
FRF, we found:

« the financial statements of each fund are presented fairly in all material
respects in conformity with U.S. generally accepted accounting
principles,

« although internal controls in the area of information system security
should be improved, FDIC had effective internal control over financial
reporting (including safeguarding of assets) and compliance with laws
and regulations, and

* no reportable noncompliance with the laws and regulations we tested.

We issued unqualified or “clean” opinions on the financial statements for
BIF, SAIF, and FRF. This means that the financial statements and
accompanying notes for each fund presented fairly, in all material respects,
the financial position as of December 31, 2003 and 2002, and the results of
operations and cash flows for the years then ended and were in conformity

2 U.8.C. 1827(d).

Pinancial Audit: Federat Deposit Insurance Corporation Funds’ 2003 and 2002
Financial Statements, GAO-04-429 (Washington, D.C.: Feb. 13, 2004).

Page 1 GAO-04-522T Federal Deposit Insurance Corporation
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with U.S. generally accepted accounting principles. In order to reach our
conclusions about the financial statements, we (1) tested evidence
supporting the amounts and disclosures in the financial statements,

(2) assessed the accounting principles used and significant estimates made
by t, and (3) eval d the pr ion of the financial
statements. We also considered the results of our work in internal control
when designing the nature and extent of our audit tests.

Regarding FDIC's internal control, we concluded that FDIC management
maintained, in all material respects, effective control over financial
reporting (including safeguarding of assets) and compliance as of
December 31, 2003. We identified one reportable internal control weakness
related to information system security controls, which although not
considered material, is nevertheless considered a significant deficiency in
the design or operation of controls. We also noted that FDIC made
substantial progress during 2003 in this area. I will discuss FDIC's progress
and the remaining work that needs to be completed in more detail in a later
section of this testimony.

Qur evaluation of internal control covered FDIC's financial reporting
controls, which are the policies, processes, and management in place to
meet the financial reporting objectives of ensuring that transactions are

* properly recorded, processed, and summarized to permit the
preparation of financial statements in conformity with U.S. generally
accepted accounting principles and assets are safeguarded against loss
from unauthorized acquisition, use, or disposition and

* execuied in accordance with laws and regulations that could have a
direct and material effect on the financial statements.

In the course of performing our work on internal control, we obtained an
understanding of FDIC’s internal control, evaluated the design and
operating effectiveness of internal control, and tested specific procedures
and controls. We also considered FDIC’s “control environment” and “tone
at the top,” which refer to mar t's cc i to setting and
maintaining the organization’s ethical tone and a positive and supportive
attitude toward internal control and conscientious management.

During the course of our audit, we also tested compliance with selected
provisions of laws and regulations that have a direct and material impact
on the financial statements. For example, we tested for compliance with

Page 2 GAO-04-522T Federal Deposit Insurance Corporation
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sections of the Federal Deposit Insurance Act that require FDIC to monitor
the designated reserve ratio, set semiannual assessments for each fund,
and keep full and complete accounting records for all costs and expenses.
Our tests for compliance with selected provisions of laws and regulations
disclosed no instances of noncompliance.

This year's audit was notable in that it marked the first year that FDIC's
audited financial statements were issued within 45 days of year end. FDIC'’s
year end is December 31, and our audit report was issued on February 13,
2004. In contrast to other agencies that are making heroic efforts and using
Jarge amounts of resources to meet the accelerated reporting date, FDIC
has achieved this milestone through solid financial processes and controls
that help to ensure accurate and reliable financial reporting throughout the
year, so that the preparation of the financial statements and the related
aundit can be completed in a short time after year end. We worked
cooperatively with FDIC to begin accelerating the financial reporting and
audit process in 2002. FDIC’s accelerated reporting puts it in sync with the
requirements for other federal agencies to issue their audited agency
financial statements for fiscal year 2004 within 45 days of year end.?

FDIC Has Made
Substantial
Improvements in
Information System
Security Controls, but
Weaknesses Remain

We have reported weaknesses in FDIC’s information system security for a
number of years. Although we continued to consider such weaknesses to
be a reportable condition for 2003, we also found that FDIC has made
substantial progress in correcting the security weaknesses we previously
identified. FDIC took action to address current and prior-year weaknesses,
including completing action on all of the 22 weaknesses that remained
open from our 2001 audit,’ and 28 of the 20 weaknesses from our 2002
audit.’ In addition, FDIC has made substantial progress in more fully
implementing an information system security management program to
address the remaining weaknesses identified in our 2002 audit. Effective
information system controls are essential to safeguarding financial data,

30ffice of Management and Budget Bulletin No.01-09, Form and Content of Agency
Fi ial St as ded by Memorandum for Chief Financial Officers and
Inspectors General dated December 21, 2001.)

*See U.S. General Accounting Office, FDIC Information Security: Progress Made bul
Existing Weaknesses Place Data al Risk, GAO-03-830 (Washington, D.C.: June 18, 2003).

*See U.S. General Accounting Office, FDIC Information Securily: Improvements Made but
Weaknesses Remain, GAO-02-689 (Washington, D.C.: July 15, 2002).

Page 3 GAO-04-522T Federal Deposit Insurance Corporation



37

protecting computer application programs, providing for the integrity of
system software, and ensuring continued operations in case of unexpected
interruption,

Our work in 2003 identified 22 additional information security weaknesses
in FDIC's information system. Specifically, FDIC had not adequately limited
the access granted to all authorized users or completely secured access to
its network. The risk created by these access weaknesses was heightened
because FDIC had not completed a program to fully monitor access activity
to identify and investigate unusual or suspicious access patterns that could
indicate unauthorized access. Consequently, critical FDIC financial and
sensitive personnel and bank examination information were at risk of
unauthorized disclosure, disruption of operations, or loss of assets.

A key reason for FDIC's continuing weaknesses in information system
security controls is that it has not yet fully impl d all of the el t:
of a comprehensive security management program. An effective program
includes the following elements:

1. a central security management structure to provide overall security
policy, guidance, and oversight;

2. policies and procedures that are based on risk assessments and
reduction of risks to ensure that information security is addressed
throughout the life cycle of each system and applicable requirements
are met;

3. security awareness training to inform all users of information security
risks and users' responsibilities in complying with information security
policies and procedures;

4. periodic assessment of risk and magnitude of harm that could result
from unauthorized access, use, or disruption of information systems;
and

5, aprogram of testing and evaluating the effectiveness of information
security policies, procedures, and practices rejating to management,
operational, and technical controls of every major system.

FDIC has made substantial progress in implementing a comprehensive

information system security management program. Specifically, FDIC has
(1) strengthened its central security management structure, (2) updated its
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security policies and procedures, (3) enhanced security awareness training,
and (4) developed and begun to impl t a risk progrant.

The fifth and final key element of an effective information security program
is ongoing review, testing, and evaluation of information security to ensure
that systems are in compliance with policies and procedures and to identify
and correct weaknesses that may occur. FDIC began implementing this
program during 2003. In October 2003, FDIC used a contractor to (1)
develop a self-assessment process that inciudes annual general and
application control reviews and (2) begin to perform ongoing quarterly
tests of FDIC systems. While FDIC has done much to establish an ongoing
program of tests and evaluations to review its computer control
environment, this program does not yet address all key areas. Specifically,
it does not include adequate provisions to ensure that (1) all key computer
resources supporting FDIC’s financial environment are routinely reviewed
and tested, (2) weaknesses detected are analyzed for systemic solutions,
(3) corrective actions are independently tested, and (4) newly identified
weaknesses or emerging security threats are incorporated into the test and
evaluation process. Incorporating these provisions into its test and
evaluation process should allow FDIC to better identify and correct
security problems, such as those identified in our 2003 andit.

FDIC management has shown a strong commitment to fully establishing a
comprehensive security management program that includes a complete
review, testing, and evaluation program. Fully establishing such a program
should provide FDIC with a solid foundation for resolving computer
security problems and managing its information security risks on an
ongoing basis.

FDIC’s Financial
Condition and Results

The two deposit insurance funds administered by FDIC—BIF and SAIF—
insured 9,182 commercial banks and savings institutions with over $9
trillion in assets and $3.5 trillion in insured deposits as of December 31,
2003. FDIC has reported that the banks and savings institutions it insures
experienced record earnings during 2003. FDIC has also identified overall
favorable trends in the Joss provisions in the industry. However, within
those trends, FDIC has noted risk and worsening asset quality in residential
mortgage loans and credit cards loans.

During 2003, three BIF-insured institutions with assets of $1.1 billion failed,

at an estimated cost of $103 million to the fund. At December 31, 2003, BIF
had a recorded liability of $178 million in estimated losses for institutions
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that are likely to fail within one year of the reporting date unless some
favorable event occurs, such as obtaining additional capital or merging. As
of December 31, 2003, SAIF had a recorded Hlability of $3.2 million in
estimated losses for institutions that are likely to fail within one year. As
shown in figures 1 and 2, the current level of estimated recorded liability
for failures of insured institutions is relatively low, when compared to the
estimated liabilities that FDIC recorded for probable bank failures over the
past 10 years.

b
Figure 1: Bank insurance Fund Estimated Liability for Anticipated Failures,

D 31,1994 gh D ber 31, 2003

Estimated lishility for enticipated fallures (doifars in thousands)
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Source: BIF's audited financial statements, Decerber 31, 1694 through December 31, 2003,
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0
Figure 2: i A iati Fund Esti Liability for A
Failures, D 31,1984 gh Dy 31, 2003

Estimated liability for anticipated fallures (doHars in thousands)
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The fund balances for both BIF and SAIF increased during fiscal year 2003,
Fund balance represents the difference between assets and liabilities and is
a basic measure of the funds’ net worth. Fund balance also represents the
cumulative net income of the funds, and each year fund balance changes by
the amount of comprehensive income earned or losses incurred by the
funds. As of December 31, 2003, BIF's fund balance had increased by $1.7
billion to $33.8 billion, and SAIF’s fund balance had increased by $493
million to $12.2 billion. For the year ended 2003, BIF and SAIF had
comprehensive income of $1.7 billion and $493 million, respectively. During
2003, interestr ue, and unrealized gains decreased from
what was earned during 2002, but those decreases were more than offset in
BIF and partially offset in SAIF by a reduction in the estimated losses for
future failures.

The Federal Deposit Insurance Corporation Improvement Act of 1991
requires FDIC to maintain the fund balances for BIF and SAIF ata
designated reserve ratio of at least 1.25 percent of estimated insured
deposits. From lows significantly below 1.25 percent in 1891, the reserve
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ratios of both BIF and SAIF had risen above that threshold by 1996. They
have remained at or above 1.25 percent since 1996 and were at 1.33 percent
for BIF and 1.41 percent for SAIF as of December 31, 2003. Figures 3 and 4
show the changes in the reserve ratio for both funds from 1991 through
2003.

Figure 3: Bank Insurance Fund Reserve Ratios from December 31, 1991 through
December 31, 2003

Reserve ratio percentage
1.60

1.40
125

120

1.00

1981 1992 1993 1994 1995 1996 1997 1898 1999 2000 2001 2002 2003
Years (as of December 31)

Source: GAG calculated the reserve rato by dividing the tund bafance by Ihe estimated insured deposits. Fund batances are from
autited BIF financial slatements as ol December 31, 1591 thiough December 31, 2003. Estmated insured deposits were provided
by FOIC and are yraudied.
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Figure 4: i A jation b Fund Reserve Ratios from December 31,
1991 through December 31, 2003
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Sourae: GAD calculated the reserve rafio by dividing the fund balance by the estimated insured deposits. Fund balances are from
audited SAS financial statements as of December 31, 1991 through December 31. 2003, Estimated insured deposils were
provided by FDIC and are uausiied,

FDIC also manages FRF, which fulfills the obligations of the former Federal
Savings and Loan Insurance Corporation and the former Resolution Trust
Corporation (RTC). As of December 31, 2003, FRF had $3.5 billion in assets
remaining. Of that total, $3.3 billion was in the form of cash and cash
equivalents, and approximately $200 million represented estimated
recoveries from receiverships for failed institutions. In contrast, FRF had
$11.6 billion in assets at December 31, 1996, after it assumed the assets and
liabilities of RTC. As of December 31, 2003, 52 of the 850 FRF receiverships
remained active primarily due to unresolved litigation.

Considerations for the
Future

It is important to remember that our opinions on FDIC’s financial
statements and our overall positive report on internal controls reflect a
point in time. This also holds true for the positive financial trends that
FDIC and insured financial institutions are currently experiencing. The
banking and financial services environment is constantly changing, and in
its role as insurer of financial institutions, FDIC must continually monitor
its business environment, assess the related risks, and adapt its internal
operations as well as its insurance and supervision and monitoring
functions to manage risk and maximize the value of its overall mission.
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To respond to the need to update and improve its risk monitoring and
measurement process, FDIC has ongoing efforts in place to

« review and update its method for estimating the contingent liability for
anticipated future failures of financial institutions;

* establish new processes to meet future financial management and
financial information needs; and

* improve information technology (IT) processes, including its
information system security management program.

During 2003, FDIC hired an outside consulting firm to review its financial
risk management practices. The review focused on FDIC's reethods and
procedures for estimating the lability associated with future failures of
financial institutions, FDIC initiated revisions to this methodology in the
third quarter of 2003 and is planning additional revisions during 2004. FDIC
last changed this methodology in 1997. The current and planned changes
primarily relate to the methodology used to estimate potential failure and
loss rates of insured financial institutions.

FDIC is also developing new financial systems to enhance its ability to
meet future financial management and financial information needs. A
related benefit of moving to more modernized systems is the ability to
redirect staff resources from processing individual transactions to carrying
out value-added accountability functions, such as financial analysis,
decision making, and risk management functions. FDIC's current financial
system was implemented in 1986, and it currently limits progress within
FDIC because it is comprised of many stand-alone applications that need
work-around and labor-intensive processes to interface with FDIC’s core
general ledger system. This current environment necessitates redundant
data entry and requires the use of significant staff resources to gather and
reconcile data and correct errors.

The constant changes to its operational environment require FDIC to
identify opportunities to improve its computerized processes in support of
operations while maintaining effective internal control and computer
security. FDIC's computerized processes are key to its mission. They are
critical to all of FDIC's internal operations and business lines, including
insurance, supervision, consumer protection, and receivership
management. With the constantly changing IT and business environment in
which FDIC operates, it is eritical that FDIC maintain sound IT systems,
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with adequate internal control and security and applications, to effectively
support and carry out its mission.

In summary, the results of our audits for 2003 were positive—clean
opinions on the financial statements and overall effective internal control,
with significant improvements in the area of information system security
controls, which we have been reporting as a significant deficiency for
several years. We have seen a strong commitment from FDIC management
in promoting excellence in financial reporting and internal control. FDIC is
continuing to take important steps to monitor risk, modernize its systems,
and adapt to change. FDIC's mission of insuring deposits in our nation's
financial institutions is critical to the citizens of this country and our
nation’s economy. With the banking and financial services environment
constantly changing, FDIC must continually monitor its business
environment and related risks, and adapt its internal operations as well as
its insurance and supervision and monitoring functions to manage risk and
maximize the value of its overall mission.

This testimony is based on our most recent audit of the FDIC funds’ 2003
financial statements as well as our previous years’ audits, which were
conducted in accordance with generally accepted government auditing
standards.

Madam Chairwoman, that concludes my prepared statement. I would be
pleased to answer any questions you or the other members of the
Subcormmittee may have.

Contacts and
Acknowledgments

(1943891)

Should you have any questions about this testimony, please contact me at
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franzelj@gao.gov and daceyr@gao.gov. Other major contributors to this
testimony were Ronald Bergman, Gary Chupka, Julia Duquette, Maxine
Hattery, Dave Irvin, Meg Mills, Tim Murray, £d Tanaka, and Charles Vrabel.
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FINANCIAL AUDIT

Federal Deposit insurance Corporation
Funds’ 2003 and 2002 Financial
Statements

What GAO Found
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Savings Association Insurance Fund, and the FSLIC Resolution Fund. GAQ
also found that, although certain controls should be improved, FDIC had
effective control over financial reporting and compliance. GAO did not find
reportable instances of noncompliance with the laws and regulations it
tested.

Although FDIC made substantial progress during the past year it has not yet
fully implemented a comprehensive corporatewide security management
program. FDIC only recently established a program to test and evaluate its
computer control environment and the program did not adequately address
ali key areas. GAO continued to identify information system control
weaknesses that increased the risk of upauthorized disclosure of critical
FDIC financial and sensitive personnel and bank information, disruption of
critical operations, and loss of assets. A mature comprehensive ongoing
program of tests and evaluations of controls would enable FDIC to better
identify and correct security problems, such as those found in our review.

Source, GAD.

As of September 30, 2003, FDIC insured deposits totating over $3.4 trillion.
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United States General Accounting Office
Washington, D.C. 20548

February 18, 2004

The President of the Senate
The Speaker of the House of Representatives

This report presents our opinions on whether the financial statements of
the Bank Insurance Fund (BIF), the Savings Association Insurance Fund
(SAIF), and the FSLIC Resolution Fund (FRF) are presented fairly for the
years ended December 31, 2003 and 2002. These financial statements are
the responsibility of the Federal Deposit Insurance Corporation (FDIC),
the administrator of the three funds. This report also presents (1) our
opinion on the effectiveness of FDIC’s internal control as of December 31,
2003, (2) our evaluation of ¥DIC’s compliance with selected laws and
regulations during 2003, and (3) weaknesses in information system
controls detected during our 2003 audits.

The provisions of section 17(d) of the Federal Deposit Insurance Act, as
amended (12 U.8.C. 1827(d)), requires GAO to conduct an annual audit of
BIF, SAIF, and FRF in accordance with U.S. generally accepted government
auditing standards.

We are sending copies of this report to the Chairman and Ranking Minority
Member of the Senate Committee on Banking, Housing and Urban Affairs;
the Chairman and Ranking Minority Member of the House Committee on
Financial Services; the Chairman of the Board of Directors of the Federal
Deposit Insurance Corporation; the Chairman of the Board of Governors of
the Federal Reserve System; the Comptrolier of the Currency; the Director
of the Office of Thrift Supervision; the Secretary of the Treasury; the
Director of the Office of Management and Budget; and other interested
parties. In addition, this report will be available at no charge on GAO's Web
Site at http://www.gao.gov.

W ——

David M. Walker
Comptroller General
of the United States
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Comptrolier General
of the United States

United States General Accounting Office

Washington, D.C. 20548

To the Board of Directors
The Federal Deposit Insurance Corporation

We have audited the balance sheets as of December 31, 2003 and 2002, for
the three funds administered by the Federal Deposit Insurance Corporation
(FDIC), the related statements of income and fund balance (accumulated
deficit), and the statements of cash flows for the years then ended. In our
audits of the Bank Insurance Fund (BIF), the Savings Association
Insurance Fund (SAIF), and the FSLIC Resolution Fund (FRF), we found

¢ the financial statements of each fund are presented fairly, in all material
respects, in conformity with U.S. generally accepted accounting
principles;

* although certain internal controls should be improved, FDIC had
effective internal control over financial reporting (including
safeguarding of assets) and compliance with laws and regulations; and

* no reportable noncompliance with the laws and regulations that we
tested.

The following sections discuss our conclusions in more detail. They also
present information on (1) the scope of our audits, (2) a reportable
condition’ related to information system control weal , and (3) our
evaluation of FDIC management’s coraments on a draft of this report.

Opinion on BIF’s
Financial Statements

The financial statements, including the accompanying notes, present fairly,
in all material respects, in conformity with U.S. generally accepted
accounting principles, BIF's financial position as of December 31, 2003 and
2002, and the results of its operations and its cash flows for the years then
ended.

Reportable conditions involve matters coming to the auditor’s attention that in the auditor’s
J should be i d because they represent significant deficiencies in the
design or operation of internal control and could adversely affect FDIC's ability to meet the
control objectives described in this report.
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Opinion on SAIF’s
Financial Statements

The financial statements, including the accompanying notes, present fairly,
in all material respects, in conformity with U.S. generally accepted
accounting principles, SAIF's financial position as of December 31, 2003
and 2002, and the results of its operations and its cash flows for the years
then ended.

Opinion on FRF’s
Financial Statements

The financial statements, including the accompanying notes, present fairly,
in all material respects, in conformity with U.S. generally accepted
accounting principles, FRF's financial position as of December 31, 2003 and
2002, and the results of its operations and its cash flows for the years then
ended.

Opinion on Internal
Control

Although certain internal controls should be improved, FDIC management
maintained, in all material respects, effective internal control over financial
reporting (including safeguarding assets) and compliance as of

December 31, 2003, that provided reasonable but not absolute assurance
that misstatements, Josses, or noncompliance material in relation to FDIC's
financial statements would be prevented or detected on a timely basis. Our
opinion is based on criteria established under 31 U.S.C. 3512 (c), (d)
[Federal Managers' Financial Integrity Act (FMFIA)].

Our work identified weaknesses in FDIC's information system controls,
which we describe as a reportable condition in a later section of this report.
The reportable condition in information system controls, although not
considered material, represents a significant deficiency in the design or
operation of internal control that could adversely affect FDIC's ability to
meet its internal control objectives. Although the weaknesses did not
materially affect the 2003 financial statements, misstatements may
nevertheless occur in other FDIC-reported financial information as a result
of the internal control weaknesses.

Compliance with Laws
and Regulations

Our tests for compliance with selected provisions of laws and regulations
disclosed no instances of noncompliance that would be reportable under
U.S. generally accepted government auditing standards. However, the
objective of our audits was not to provide an opinion on overall compliance
with selected laws and regulations. Accordingly, we do not express such
an opinion.
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Objectives, Scope, and
Methodology

FDIC management is responsible for (1) preparing the annual financial
staternents in conformity with U.8. generally accepted accounting
principles; (2) establishing, maintaining, and assessing internal control to
provide reasonable assurance that the broad control objectives of FMFIA
are met; and (3) complying with selected laws and regulations.

We are responsible for obtaining reasonable assurance about whether

(1) the financial statements are presented fairly, in all material respects, in
conformity with U.S. generally accepted accounting principles, and

(2) management maintained effective internal control, the objectives of
which are

* financial reporting—transactions are properly recorded, processed, and
summarized to permit the preparation of financial statements in
conformity with U.S. generally accepted accounting principles, and
assets are safeguarded against loss from unauthorized acquisition, use,
or disposition, and

+ compliance with laws and regulations—transactions are executed in
accordance with Jaws and regulations that could have a direct and
material effect on the financial statements.

We are also responsible for testing compliance with selected provisions of

iaws and regulations that have a direct and material effect on the financial

statements.

In order to fulfill these responsibilities, we

* examined, on a test basis, evidence supporting the amounts and
disclosures in the financial statements;

* assessed the accounting principles used and significant estimates made
by management;

* evaluated the overall presentation of the financial statements;
» obtained an understanding of internal control related to financial

reporting (including safeguarding assets) and compliance with laws and

regulations;
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» tested relevant internal controls over financial reporting and
compliance, and evaluated the design and operating effectiveness of
internal control;

considered FDIC's process for evaluating and reporting on internal
control based on criteria established by FMFIA; and

.

tested compliance with selected provisions of the Federal Deposit
Insurance Act, as amended, and the Chief Financial Officers Act of 1990.

We did not evaluate all internal controls relevant to operating objectives as
broadly defined by FMFIA, such as those controls relevant to preparing
statistical reports and ensuring efficient operations. We limited our
internal control testing to controls over financial reporting and compliance.
Because of inherent limitations in internal control, misstatements due to
error or fraud, losses, or noncompliance may nevertheless occur and not be
detected. We also caution that projecting our evaluation to future periods
is subject to the risk that controls may become inadequate because of
changes in conditions or that the degree of compliance with controls may
deteriorate.

We did not test compliance with all laws and regulations applicable to
FDIC. We limited our tests of compliance to those deemed applicabie to
the financial statements for the year ended December 31, 2003. We caution
that noncompliance may occur and not be detected by these tests and that
such testing may not be sufficient for other purposes.

We performed our work in accordance with U.S. generally accepted
government auditing standards.

FDIC management provided comments on a draft of this report. They are
discussed and evaluated in a later section of this report and are reprinted in
appendix 1.

Reportable Condition

In connection with the funds’ financial statement audits, we reviewed
FDIC’s information system controls. Effective information systera controls
are essential to safeguarding financial data, protecting computer
application programs, providing for the integrity of system software, and
ensuring continued computer operations in case of unexpected
interruption. These controls include the corporatewide security
management program, access controls, system software, application
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development and change control, segregation of duties, and service
continuity controls.

Although FDIC made substantial progress during the past year it has not
yet fully implemented a comprehensive corporatewide security
management program. An effective program includes establishing a
central security function, assessing risk, establishing policies, raising user
security awareness of prevailing risks, and routinely testing and evaluating
the effectiveness of established controls, While FDIC has done much to
establish a computer security management program, FDIC only recently
established a program to test and evaluate its computer control
environment, and the program did not adequately address all key areas.
For example, the program did not include adequate provisions to ensure
that (1) all key computer resources supporting FDIC's financial
environment are routinely reviewed and tested as appropriate,

{2) weaknesses detected are analyzed for systemic solutions, (3) corrective
actions are independently tested, or (4) newly identified weaknesses or
emerging security threats are incorporated into the test and evaluation
process. A mature comprehensive ongoing program of tests and
evaluations of controls would enable FDIC to better identify and correct
security problems, such as those found in our review.

In our current review, we continued to identify information system control
weaknesses that increased the risk of unauthorized disclosure of critical
FDIC financial and sensitive personnel and bank information, disruption of
critical operations, and loss of assets. Such weaknesses affected FDIC’s
ability to adequately ensure that users only had the access needed to
perform their assigned duties and its network was sufficiently protected
from unauthorized users. The risk created by these weaknesses are
compounded because FDIC does not have a comprehensive monitoring
program to identify unusual or suspicious access activities.

‘We determined that other management controls mitigated the effect of the
information system control weaknesses on the preparation of the funds’
financial statements. Because of their sensitive nature, the details
surrounding these weaknesses are being reported separately to FDIC
management, along with recommendations for corrective actions.

FDIC Comments and
Our Evaluation

In commenting on a draft of this report, FDIC's Chief Financial Officer
(CFO) was pleased to receive unqualified opinions on BIF’s, SAIF's, and
FRF's 2003 and 2002 financial statements. FDIC’s CFO also acknowledged
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both the current status as well as the substantial progress made during
2003 on the information system weaknesses we identified. FDIC said it
would continue efforts to strengthen its ongoing information security
program during 2004.

- Wih—

David M. Walker
Comptroller General
of the United States

January 30, 2004
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Sheets

Bank Insurance Fund

Federal Deposit Insurance Corporation

Bank insursace Fund Balance Sheets at December 31
Dotlars in Thousands

2903 2002
Assets
Cash and cash equivalents 3 2544281 § 4,606,896
Investment in U.S. Treasury obligations, net: (Note 3 T
" Held-to-maturity securities . 16,293,073 16,709,665
Available-for-sale securities 14,209,173 10,823,593
Interest ivabl i and other assets, net 550,999 483,674
Receivables from bank resolutions, net (Note 4) 541,089 508,395
Property and cquipment, et (Note 5) 287,380 303,084
Total Assets 3 34,396,595 3§ 33,432,307
Lisbilities o
"Accounts paysble and ofher fiabilities 3 231441 8 148573
Contingent liabilities for: {Note 6}
Anticipated failure of insured institutions _ 178,266 1,608,097
Litigation losses and other 204,693 225,297
Total Libitities 614,460 1,381,967
Commiments and off-balance-sheet exposure (Note 11}
Fund Batance
et income: 32.979,898 — 31,238371
{nrealized gain on avaslable-for-sale securities, net (Note 33 802,297 812,169
Total Fund Balence 33,782,195 32,050,340
‘Fotat Liabifities and Fand Balaoce s 34,396,595 § 33,432,367

The accompaning notes are an integral part of these financial statements.
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of Income and Fund

Bank Insurance Fund

Federal Deposit Insurance Corporation

Bank Insurance Fund Statements of Income and Fund Balance for the Years Ended December 31

Dotars in Thousands

2003 2002
Revenue I
Tnaerest on U 8, Treasury obligations o s 15300145 1,692,381
(Note 7) TR 84,030
Other revenue 15,831 19474
“Tota) Reyenue 1,626,004 1,795,885
Expenses and Losses
Operafing expenses (Nate 8) 805496 821,136
Provision fot insurance losses (Note 9) (578, 468) (86.970)
Insurance and other expenses 7,249 16,451
Total Expenses and Losses (115.723) 750,617
Net Income 1741727 1,045,268
Unrealized (loss)/gain on available-for.sale securities, net ©872) 566,247
Comprehensive Income 1,731,855 1611515
Fund Bataoce - Beginnig 32,050.340 30438825
Fund Bafance - Eading s 33782055 8 32,050.340

The accompanying notes are an integrel part of these financial statements.
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Bank Fund's tad

of Cash Flows

Bank Insurance Fund

Federal Deposit Insurance Corporation

Bank Insurance Fund Statements of Cash Flows for the Years Ended December 31

Dotfars i Thousands
2003 2002
Operating Activities
Provided by:
Interest on U.S. Treasury obligations $ 1,794,002 § 1,858,852
Recoveries from bank resolutions 1,034,311 1,116,406
— Assessments 80,496 81971
Misceltancous receipts 112,263 22607
Used by:
Operating expenses €753,617) (742,270)
__Dishursements for bank resolutions 935,602) (2,168,187)
Miscellaneous disbursements (31,861} (38,311)
Net Cash Provided by Opersting Activities (Note 13} 1,299,992 131,068
Maturity of U.S. Treasury obligations, held-ta-maturity 3,890,000 3625000
_Maturity of U.S. Treasury obligations, available-for-sale 1,650,000 1,150,000
Used by:
Purchase of property and equipment (42,669) @9,647).
‘Purchase of .S, Treasury obligations, held-to-maturity (3,659,868) [
‘Purchase of U.S. Treasury obligations, available-for-sale (3.240.070) (1686,138)
Net Cash (Used by) Provided by Investing Aetivities {3,362,607) 3,639,215
Net (Decrease)/Increase in Cash and Cash Equivalents {2,062,618) 3,176,283
Cash and Cash Equivalents - Beginnin 4,606,896 1436613
Cash and Cash Equivalents - Ending s 2544281 _§ 4,606,896

The accampanying notes are a integral part of these financial siatements.
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Bank Insurance Fund’s Finanelal Statements

Notes to the Fi

Notes to the Financial Statements
Bank Insurance Fund
December 31, 2003 and 2002

1. Operations of the Bank Insurance Fund

Overview

The Federal Deposit Insurance Corporation (FDIC) is the independent deposit insurance agency
created by Congress in 1933 to maintain stability and public confidence in the nation’s banking
system. Provisions that govern the operations of the FDIC are generally found in the Federal
Deposit Insurance (FDI) Act, as amended, (12 U.S.C. 1811, ef seg). In carrying out the purposes
of the FDI Act, as amended, the FDIC insures the deposits of banks and savings associations,
and in cooperation with other federal and state agencies promotes the safety and soundness of
insured depository instil by identifying, and risks to the deposit
insurance funds established in the FDI Act, as amended. The FDIC is the administrator of the
Bank Insurance Fund (BIF), the Savings Assoviation Insurance Fund (SAIF), and the FSLIC
Resofution Fund (FRF), which are maintained separately to carry out their respective mandates.
The BIF and the SAIF are insurance funds responsible for protecting insured bank and thrift
depositors from loss duc to instimution failures. These insurance funds must be maintained at not
less than 1.25 percent of estimated insured deposits of a higher percentage as circumstances
warrant. The FRF is a resolution fund responsible for the sale of remaining assets and
satisfaction of liabilities associated with the former Federal Savings and Loan Insurance

s ion (FSLIC) and the Trust C i

An active institution’s insurance fund membership and primary federal supervisor are generally
determined by the institution’s charter type. Deposits of BIF-meruber institutions are generally
insured by the BIF; BIF members are predominantly commerciat and savings banks supervised
by the FDIC, the Office of the Comptroller of the Currency, or the Federal Reserve Board.
Deposits of SAIF-member institutions are generally insured by the SATF; SAIF members are
predominantly thrifts supervised by the Office of Thrift Supctvision.

Tn addition to traditional banks and thrifis, several other categories of institutions exist. A
member of one insurance fand may, with the approval of its primary federal supervisor, merge,
consotidate with, or acquite the deposit liabilitics of an institution that is a member of the other
insurance fund without changing insurance fund status for the acquired deposits. These
institutions with deposits insured by both insurance funds are referred to as Oakar financial
institutions. In addition, SAIF-member thrifts can convert to a bank charter and retain their
SAIF membership. These institutions are referred to as Sasser financial instittions. Likewise,
BIF-member banks can convert to a thrift charter and vetain their BIF membership.

Operations of the BIF

The primary purpose of the BIF is to: 1) insure the deposits and protect the depositors of BIF-
insured institutions and 2) resolve BIF-insured failed institutions upon appoiniment of FDIC as
reeciver in a manner that will result in the least possible cost ta the BIF. In addition, the FDIC,
acting on behalf of the BIF, examines state-chartered banks that are not members of the Federal
Reserve System.

The BIF is primarily funded from: 1) interost camed on investments in U.S. Treasury obligations
and 2) deposit insurance assessments. Additionat funding sources are U.S, Treasury and Federal
Financing Bank (FFB) borrowings, if necessary. The FDIC has borrowing euthority from the
U, Treasury up to 530 billion for insurance purposcs on behalf of the BIF and the SAIF.

Tof 12
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Bank Insurance Fund

A slatutory formula, keown as the Maximum Obligation Limitation (MOL), limits the
amount of obligations the BIF can incur to the sum of its cash, 90% of the fair market
vatue of other assets, and the amount authorized to be borrowed from the U.S. Treasury.
The MOL for the BIF was $57.0 billion and $56.7 hillion as of December 31, 2003 and
2002, respectively.

Receivership Operations

The FDIC is responsible for managing and disposing of the assets of failed institutions in an
ordetly and efficient manner. The assets held by receivership entities, and the claims against
therm, are accounted for separately from BIF assets and liabilities to ensure that receivership
proceeds are distributed in accordance with applicable Jaws and regulations. Also, the income
and expenses attributable to receiverships are accounted for as transactions of those
receiverships. Receiverships are billed by the FDIC for services provided on their behalf.

Recent Legisiative Initiatives

Tn Aprit 2001, FDIC issued recommendations for deposit insurance reform. The FDIC
recommendations included merging BIF and SATF and improving FDIC’s ability to manage the
serged fund by permitting the FIIC Board of Directors to price insurance premitims properly
reflect risk, to set the reserve ratio in a range around 125 percent, establish a system for
providing credits, rebates and surcharges, and to eliminate the SAIF exit fee reserve. FDIC also
recommended that Congress consider indexing deposit insurance coverage for inflation During
the 107" Congress (2001-2002), hearings were held in the House and Senate and legislation was
introduced containing major elements of FDIC's deposit insurance reform proposals. The
legislation was not enacted prior o congressional adjournment. During the 108" Congress (2003
- 2004), the House and Senate are again considering deposit insurance reform legishation. 1f
Congress enacts deposit insurance reform legistation that contains the above recommendations,
the new law would have a significant impact on the BIF and SATF. FDIC management,
however, cannot predict which provisions, if any, will ltimately be enacted

2. Sommary of Significant Accounting Policies

General

These financial statements pertain to the financial position, results of operations, and cash flows
of the BIF and are presented in conformity with 1.S. generally accepted accounting principles
(GAAP). These statements do not include reporsing for assets and labilities of closed banks for
which the FDIC acts as receiver. Periodic and final accountability reports of the FDIC's
activities as receiver are furnished to courts, supervisory authorities, and others as required.

Use of Estimates

Management makes estimates and assumptions that affect the amounts reported in the financiat
statements and accotpanying notes. Actuat results coutd differ from these estimates. Where it
is reasonably possible that changes in estimates will cause a material change in the financial
statemnents in the near term, the nature and extent of such changes in estimates hive been.
disclosed. The more significant estimates include allowance for loss on receivables from bank
resolutions, the estimated losses for anticipated faifures and litigation, and the postretirement
benefit obligation

20712
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Bank Insurarice Fund

Cash Equivalents
Cash equivalents are short-term, highly Hiquid investments with original maturities of three
months or fess. Cash cquivatents consist primarity of Special U.S. Treasury Certificates.

in U.S. Treasury O!
BIF funds are required to be invested in obligations of the United States or in obligations
guaranteed as to principal and interest by the United States; the Secretary of the U.S. Treasury
must approve all such investments in excess of $100,000. The Secretary has granted approval to
invest BIF funds only in U.S. Treasury obligatians that are purchased or soid exclusively through
the Bureau of the Public Debt’s Govermnment Account Series (GAS) program.

Blb s mve'itmem% in .8, Treasury obligations are sither c!asslﬁed as held-to-maturity or

. Securities as held are shown at amortized cost.
Amontized cost is the face value of securities plus the unamertized premium or less the
unamortized discount. Amcrtizations are computed on a daily basis from the date of acquisition
to the date of maturity, except for callable U.S. Treasury securities, which are amortized to the
first anticipated call date. Securities designated as available- for-sale are shown at market value,
which approximates fair value, Unrealized gains and losses are included in Comprehensive
Income. Realized gains and losses are included in the Statements of Income and Fund Balance
as components of Net Income. Interest on both types of securilies is calculated on a daily basis
and recorded monthly using the effective interest method.

Cost Allocations Among Funds
Operating expenses not directly charged to the BIF, the SATF, and the FR are allocated t0 ali
funds using workload-based allocation These are developed during the
annuat corporate planning process and through supplemental functional analyses.

Capital Assets and Depreciation
The FDIC has the BIF as i of property and equi used

operations. Consequently, the BIF includes the cost of these assets in ils financial statements and
provides the necessary funding for them. The BIF charges the other funds usage fees
representing an allocated share of its annual depreciation expense. These usage fees are recorded
as cost recoveries, which reduce operating expenses.

The FDIC buildings are depreciated on a straight- line basis over a 35 to S0 year estimated life.
Leaschold impt are and over the lesser of the remaining life of
the lease or the estimated useful life of the improvements, if determined to be material. Capital
assets depreciated on a straight- line basis over a five-year estimated life include mainframe
cquipment; fanisure, fixtures, and gen:ra! cquipment; and internakuse software. Personal
computer is ht-tine basis over a three-year estimated life.

3ofi2
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Related Parties
The nature of related partics and a description of related party transactions are discussed in Note
% and disclosed throughout the financial staiements and footnotes.

Reclassifications
Reclassifications have been made in the 2002 financial to conform to the i
used in 2

3. Investment in U.S. Treasury Obligations, Net

As of December 31, 2003 and 2002, the book value of i in U.S. Treasury obli

net, was $30.5 billion and $27.5 billion, respectively. As of December 31, 2003, the BIF held
$6.4 billion of Treasury inflation- indexed securities (TIIS). These securities are indexed to
increases or decreases in the Cansumet Price Index for All Urban Consumers {CP1-U).
Additionaily, the BIF held $6 8 biltion of caliable U S, Treasury bonds at December 31, 2003
Callable U.S. Treasury bonds may be calted five years prior to the respective bonds' stated
maturity on their semi-annual coupon payment dates upon 120 days nofice.

LS. Freasory Obtigatinns 3t Decemmber 33, 2003

‘Dolirs 12 Thetsands

et Uneeald Unreaiized
Yield at Face Careying Holding Hotding, Marker
Maturiey 49) Pucchase o) Ve Amgust Gaias Eosses (9} Nabwe
Held-to-Maturity
Wafbin 1 year sews $_ sdestan S Je0985 S 63300 8 @19 s 3502820
Alicr | year Srough S years 5 66% 9955000, 10228860 30414 o L0770
Aftr 3 years tcugh 10 gears 3338 1910000 1976450 191954 ] 2168405
Treasury Infarion-ndesed
Afte S yeurs dhrough 3O years a8 820450 e /T ° 708723,
Toul 1A% W23ANE ISR 3, G5B L4921
Available-for-Sale
Wi 1 gear Ty s smme 3 608BI61_§ iz s 208 CORAT_
. Afier ) year thsoush § yers 458% 1995000 2209043 Hagn 9 23300
ressiry Infiontodexed
After  year tramgh 3 yeurs 3% 1228 1213300 B8 [ 1388430
Aiet 3 years through 10 ysars 13%% 3887611 391295 St o 4328951
S § o § IADIATE S B027% 230, TA200T
Total fnvestment in 1.5 Treasury Obligations, Net

Torat FANETR I II0H § 1968952 § (5 5 3nen9v
o1 For povposs of tis abla. it callisle sectnhes e essumed 10 miature on Uheir s cal dares. Thewr yiehs of pucchase asc reporied s eit
ook o st gl e
i For TS, the yields i e sbave ot 2t therr et x et effective yields. Bffective viekds on THS wckle ¢
Hongetenn snnl fffarion avsmption 35 méssared b ths CP1-L. o surn CPLU Gomerus arcast 295, bused n Fgurs s
2o

03

10 Al Tast (2 coonths £ ‘market merest s POIC bas the ability and invcat fa ot
e e s it 1ot RS 8 o r consdred emperrs i e Shiated o
Fedempiion ot sesusbes
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.5, Treasury Obligations at December 3}, 206}
Octses in Thousands.

Net erealized
Vietd at Face Carrying Hotding Market
Maturity {a) Purchase th) Yaine Amount Gl Valge.
Held-to-Maturity
Withnn | year $38% 5 2890000 S 2037688 % 8335 8 2800513
Atec 1 year hyough § years 614% 10,401,804 3169205 1,571,189
After S years shrough 10 years 539% 2965935 038 331,116
Teeasuey Intlanon-tndexed
fter § veaes through 10 years A82% 607947 609,548 68160 1701
Toiat S 16A5TO8] S 16703665 S LETLO0 8 18380735
Wilkin | year s 139000 S 1349723 8 27614 § 11187
ARes | seur through S years 3355008 3395734 235,538 apn
Treasury Inflation.Tndexed
After S years through 10 years 105%, 5010245 525,967 s07 537498
Toul s 9755245 8 o143 § 812669 3 10,823,593
Total lnve stment in U5, Treasury Obligations, Net
Total PETERC I 9B S ARIIN S 29,204,328

) For puposes of this ablc, 2 catiuble securiies arc M«me.’ to mature on theie ftss call ‘m, lhur)\uds @ puschase are reportad a5 their
ik 10 first all i

17 Fac TS, lhny\zid& in the ahove tabie ase stated at theic rea) yields a1 parehase. pot heir effective yiclds, Effeciive yeelds on THS includo 8
fomg-team snvval mfiaion SsaMpron 25 Mgsured by e CPI-UL. The fong-tomm CPLLL] conseasas forecast 55 24%, based on Bgares issued
by the Diffice of Management and Hudges and the Congressionat Budget Office fn sarly 2002

As of December 31, 2003 and 2002, the unamortized premium, net of the unamortized discount,
was 8902 million and $508 mitlion, respectively.

4. Receivables From Baok Resolutions, Net

‘The receivables from bank resolutions include payments made by the BIF to cover obligations to
insured depositors, advances to receiverships for working capital, and administrative expenses
paid on behalf of receiverships. Any related allowance for foss represents the differerice between
the finds advanced and/or obligations incurred and the expected repayment. Assets held by BIF
receiverships are the main source of repayment of the BIF’s reccivables from closed banks, As
of December 31,2003, there were 31 active receiverships, including three failures in the current
yeat, with assets at faiture of §1.1 biltion and BIF outlays of 5889 miflion

As of December 31, 2003 and 20()2 BIF re(.ewerﬂhxps held assets with a book value of $756
miflion and $1.1 b\l)n)n, {including cash, i . and

receivables of $436 miltion and $479 million at December 31, 2003 and 2002, respectively).

The estimated cash recoveries from the management and dwposmon of these assets that are used
to derive the alfowance for losses are based on a sampling of receivership assets. The sampled
assets are generally vafued by estimating future cash recoveries, net of applicable liquidation cost
estimates. and then discounting thesc net cash recoveries using current market-based risk factors
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based on @ given asset’s type and quality. Resultant recovery estimates are extrapolated to the
noresampled assets in order to derive the allowance for Joss on the receivable. These estimated
recoveries are regularly cvaluated, but remain subject to uncertainties because of potential
changes in economic and market conditions. Such uncertainties could cause the BIF's actual
recoveries to vary from the level currently estimated.

Receivables Erom Bank Resolations Net at Decemher 31

Daflars in Thousands

2003 209;
Receivables from closed bnks S 4913901 § 6053603
Allowance for losses (4403812, (3550218)
Total 3511089 § 03,39

As of December 31, 2003, an allowance for loss of $4.4 billion, or 90% of the gross receivable,
was recorded. Of the remaining 10% of the gross receivable. the amount of credit risk is limited
since over three- fourths of the receivable will be repaid from receivership cash and investmenis.

5. Properiy and Equipment, Net

Property and Equipment, Net at Docember 31

Dotiars in Theusands

2003 2002
Land 5 37352 § 37
1o Tud process) 180,187 1713
Applicatior seftware (fucludes ok neproce] 177411 i55,1
Fumiture, fixtures, and equipment 97680 457
lated d (204933 (139.323)
Mol s 267,380 S 303,084

The depreciation expense was $35 million and $47 miltion for 2003 and 2002, respectively.
6. Contingent Liabitities for:

Anticipated Failure of Insured Institutions

The BIF records a contingent liability and a loss provision for banks {including Oakar and Sasser
financial institutions) that are likely to fail within one year of the reporting date, absent some
favorable event such as obtaining additional capital or merging, when the Hability becomes
probable and teasonably estimable.

The contingent liability is derived by applying expected failure rates and hlsmrxcal loss rates to
groups of institutions with certain shared n addition, insti pecific analysis
is performed on those banks where failure is imminent absent institution management resolution
of existing problems. As of December 31, 2003 and 2002, the contingent liabilities for
anticipated failure of insured institutions were $178 million and $1.0 biltion, respectively,

Soft2
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n addition to these recorded contingent liabilities, the FDIC has identified additional risk in the
financial services industry that could result in a material foss to the BIF should potentially
vulnerable financial institutions ultimately fail. This risk is evidenced by the level of problem
bank assets and the presence of various high-risk banking business models that are particularly
vulnerable to adverse economic and market conditions. Due to the i

future cconomic and market conditions, there are other banks for which the risk of taiture is less
certain, but still considered reasonably possible. As a result of these risks, the FDIC believes
that it is reasonably possible that the BIF could incur additional estimated losses up to $2.2
billion.

The accuracy of these estimates wil] largely depend on future economic and market conditions.
The FDIC’s Boacd of Directors has the statutory authority to consider the contingent tiability
from anticipated failures of insured institutions when setting assessment rates.

Litigation Losses
The BIF records an estimated loss for unresolved legal cases to the extent that those losses are
considered probable and reasonably estimable. In addition to the amount recorded as probable,
the FDIC has determined that losses from unresolved legal cases totaling $111.3 million are
reasanably possible

Other Contingencics

Representations and Warranties

As part of the FDIC’s efforts to maximize the retum from the salc of assets from bank
resolutions, representations and warranties, and guarantees are offered on certain loan sales. In
general, the guarantees, representations, and warranties on loans sold refate fo the completeness
and accuracy of foan documentation, the quality of the underwriting standards used, the accuracy
of the delinquency status when sold, and the conformity of the loans with characteristics of the
poot in which they were sold. The total amount of loans sold subject to unexpired representations
and warrantics, and guarantees was $7.4 biltion as of December 31, 2003. The contingent
Hability from all outstanding claims asserted in connection with representations and warranties
was zero and $11.6 million at December 31, 2003 and 2002, respectively.

{n addition, future fosses on representations and warranties, and guarantees could be incurred
over the remaining life of the loans sold, which is generally 20 years or more. Consequently, the
¥DIC believes it is possible that additional Josses may be incurred by the BIF from the universe
af ing contracts with and warranty claims. However, because
of the uncertainties surrounding the timing of when claims may be asserted, the FDIC is unable
£ reasonably estimate a range of loss to the BIF from outstanding coniracts with unasserted
representation and waranty claims.

7. Assessments

n compliance with provisions of the FDI Act, as amended, the FDIC uses a risk-based
assessment system that charges higher rates to those institutions that pose greater risks to the
BIF. To arrive at a risk-based assessment for a particular institution, the FDIC places each
institution in one of nine risk categories based on capital ratios and supervisory examination
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data. The majority of the financial institutions are not assessed, Of those assessed, the
assessment rate averaged approximately 20 cents and 22 cents per $100 of assessable deposits
for 2003 and 2002, respectively. During 2003 and 2002, $80 mitlion and $84 million were
collected from BIF-member institutions, respectively, On November 4, 2003, the Board voted to
retain the BIF assessment schedule at the annual rate of 0 to 27 cents per $100 of assessable
deposits for the first semiannual period of 2004, The Board reviews assessment rates
semiannually to ensure that funds are available to satisfy the BIF's obligations. If necessary, the
Board may impose more frequent rate adj or special

“The FDIC is required to maintain the insurance funds at 2 designated reserve ratio (DRR) of not
less than 1.25 percent of estimated insured deposits o 2 higher percentage as circumnstances
warrant), If the reserve ratio falls below the DRR, the FDIC is required to set semianmual
assessmient rates that are sufficient to increase the reserve ratio to the DRR not later than one
year after such rates are set, of in accordance with a recapitalization schedule of fifieen years ot
less. As of September 30, 2063, the BIF reserve ratio was 1.31 percent of estimated insured
deposits.

are also levied on institutions for payments of the interest on obligations issued by
the Financing Corporation (FICO). The FICO was established as a mixed-ownership
‘govemment corporation to function solely as 2 financing vehicte for the FSLIC. The annual
FICG interest obligation of approximately $790 million is paid on a pro rata basis using the same
rate for banks and thrifis. The FICO assessment has no finarcial impact on the BIF and is
separate from the regular The FDIC, as it of the BIF and the SATF, acts
solely as a collection agent for the FICO. During 2003 and 2002, $627 million and $621 mitlion,
respectively, were collected from BIF-member institutions and remitted to the FICO.

8. Operating Expenses

Operating expenses were 3805 miltion for 2003, compared to $821 miillion for 2002. The
decrease of $16 million is primarily attributable to lower salary/benefit expenses resulting from
the workforce reduction programs in 2002,

During 2002, the FDIC offered voluntary employee buyout incentives to a majority of its
employees and conducted a reduction in-force (RIF) in 2002 and 2003 in an effort to reduce
identified staffing excesses and skill # As 2 result, i 750 1eR
by December 31, 2003, ion benefits included ion of fifty percent of the
employee’s current base salary and locality adjustment for voluntary departures. The total cost
of this buyout was $33.1 miltion for 2002, with BIF’s pro rata share totaling $28.9 million,
which is included in the “Salaries and benefits” category in the chart below, as well as the
“Separation Incentive Payment” line item in Note 10. Through 2003, BIF paid $20.8 miflion of
this compensation benefit and the remaining unpaid amount is recorded as a liability in the
“Accounts payable and other Habilities™ line item.

Bof12
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Operating Expeases for the Vears Ended December 31

Dollars in Thousands

2003 2002
Safaries and benefits s 355680 & 599930
Quiside services 851 77,935
avel KiZ) 7,850
\dings aud leased space 573 813
Squiprient (not capitalized) AL 573
ation of property and equipment 4,547 7,087
ther 689 26,560
Services billed i 26,140 (7747
Total s 805496 3 821,136

9. Provision for Insurance Losses

Provision for insurance losses was & negative $928 miflion for 2003 and a negative $87 million
for 2002, The following chart lists the major components of the provision for insurance fosses.

Dollars in Thousands

2003 2002,
Valvation Ad;
Tlosed banks S (108309) 5 66844
Open benk assistance and other assets 2,534 6,006,
Tatal Valuation (195,775) 622,850
Contingent Liabilities
Anticipated faiture of insured institutions (828,831) (902,903}
Litigation fosscs 345 180,458
Orher i 4,793 12,625
Tota! Contingent Liabilitie 832,693] (789,820)
Total S (978468)S (86,970)

16. Employee Benefits

Peasion Benefits, Savings Plans and Postemployment Benefits

Eligible FDIC and term emp with i excesding one
year} are cavered by the federal government retirerment plans, sither the Civil Service Retirement
System (CSRS) or the Federal Employees Retirement System (FERS). Although the BIF
conteibutes a portion of pension benefits for eligible employees, it doss not account for the assets
of gither retirement system. The BIF also does not have actuarial data for accumulated plan
benefits or the unfunded liability relative to eligible employees, These amounts are reported on
and accounted for by the U.S. Office of Personnel Management.

Eligible FDIC also may participate in a FDIC-sp d tax-deferred 401(k) savings
plan with matching contributions up to five percent. The BIF pays its share of the employer's
portion of all related costs.
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Pension Benefits, Savings Plans Expenses and Posiemploymeni Benefits for the Vears Euded December 31

Dollars in Thousands
2003 2002,

Civil Service Retiement System s 7,740 § 365
‘ederal Employecs Retirement System (Basic Benefit) 29,477 366
FDIC Savings Plan 1,397 956
ederal Thiifl Savings Plan 12,066 238
ration Inceptive Payment {sce Note 8) S, 085,
Total s 86771 S 103,807

Postretirement Benefits Other Than Peasiens

The FDIC provides certain life and dental insurance coverage for its eligible retirees, the retirees”
beneficiaries, and covered dependents. Retirees eligible for life insurance coverage are those
who have gualified due t0: 1) immediate enroliment upon appointment or five years of
participation in the plan and 2) eligibility for an immediate annuity. The life insurance program
provides basic coverage at no cost to retirees and atfows conventing optional coverages to direct-
pay plans. Dental coverage is provided to all retirees eligible for an immediate annuity.

Prior te 2003, the BIF funded its Hability for postretirement benefits other than pensions directly
15 2 separale entity, which was established to restrict the funds and to provide for the accounting
and administration of these benefits. As of January 1, 2003, the FDIC changed its funding policy
for these benefits and eliminated the separate entity in order to simphify the investment,
accounting, and reporting for the obligation. The change does not impact any benefit
entitlements to employees and vetirees or the accrual of this liability pursuant o the provisions of
SFAS No. 106. The BIF received $89 miltion, of the total $103 million, as its proportionate
share of the plan assets and recognized a tiability of $90 million, of the total $104 million, in the
“Accounts payable and other liabilities” line item op its Batance Sheets.

The net cumutative effect of this accounting change for the periods prior to 2003 was $787
thousand which is included in the “Insurance and other expenses™ fine iiem on BIF's Statements
of Income and Fund Balance. In addition to the curmulative effect, the BIF's expense for such
‘benefits in 2003 was $11 million, which is inctuded in the cuxrent year operating expenses. In
the absence of the accaunting change, BIF would have recagnized an expense of $6 miltion.

At December 31, 2003, the BIF's net i benefit liability jzed in the “Accounts
payable and other liabilities” line item in the Balance Sheet was $98 million. At December 31,
2002, the BIF's net postretirement benefit asset recognized in the “Interest receivable on
nvestments and other assets, net” line item in the Balance Sheet was 8130 thousand, Key
actuarial assumptions used in the accounting for the plan include the discount rate, the rate of
compensation increase, and the dental coverage trend rate.
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11, Commitments and Off-Batance-Sheet Exposure
Commitments:

Leased Space
The BIF's attocated share of the FDIC's lease commitments totals $124 million for future years.
The feasc agreements contain escalation clauses resuiting in adjustments, usuatly on an annual
basis. The allocation to the BIF of the FDIC's future Jease commitments is based upon cutrent
relationships of the workloads among the BIF and the SATF. Changes in the relative workdoads
could cause the amotmnts allocated to the BIF in the future to vary from the amounts shown
below. The BIF recognized leased space expense of $38 million and $37 million for the years
ended December 31, 2003 and 2002, respectively.

Lease Space Commitments
DoHars in Thousands

2004 2008 2006 2007 2008 2009/ Thereafter
$37,345 332,666 $22,484 $13,652 $8,887 $9,052

Off-Batance-Sheet Exposure:

Asset Securitization Guarantees

As part of the FDIC’s efforts to maxm'uze Lhe remm me the sale or disposition of assets from
bank ions, the FDIC has ip assets. To facilitate the
securitizations, the BIF provided limited gummees to cover certain losses on the securitized
assets up t0 a specified maximum, In exchange for backing the limited guarantees, the BIF
received assets from the receiverships in an amount equal to the expected exposure under the
guarantees. One deal terminated in 2003 with a cumulative gain to the BIF of $6 million.
Although the remaining term of the limited guaranty for the last deal is 23 years, this deal wili be
evaluated for possible termination in 2004. As of December 31, 2003 and 2002, the maximum
off-balance-sheet exposure was $81 million and $202 million, respectively,

Deposit Insurance

As of September 30, 2003, deposits insured by the BIF tofated approximately $2.5 willion. This
wauld be the accounting loss if all depository institutions were to fail and the acquired assets
provided no recoveries.

12. Disclosures About the Fair Value of Financial Instruments

Cash eq are sh , highly liquid i and are shown at carrent value. The
fair market value of the investment in U.S. Treasury obligations is disclosed in Note 3 and is
based on current market prices. The carrying amount of interest teceivable on investments,
short-term reccivables, and accounts payable and other fiabilities approximates their fair market
value, due to their short maturities and/or comparability with current interest rates.

The net receivables from bank resolutions primarify include the BIF's subrogated claim arising
from payments to insured depositors. The receivership assets that will ultimately be used to pay

trafiz
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the corporate subrogated claim are valued using discount rates that include consideration of
market risk. These discounts ultimately affect the BIF's allowance for loss against the net
receivables from bank resolutions, Therefore, the corporate subrogated claim indirectly includes
the effect of discounting and should not be viewed as being stated in terms of nominal cash
flows,

Although the value of the corporate claim is i by vatuation of p
assets (see Note 4), such receivership valuation is not equivalent to the valuation of the corporate
claim. Since the corporate claim is unique, not intended for sale to the private sector, and has no
established market, it is not practicable to estimate its fair market value.

The FDIC believes that a sale to the private sector of the corporate claim would require
indeterminate, but substantial, discounts for an interested party to profit from these assets
because of credit and other risks. In addition, the timing of receivership payments to the BIF on
the claim does not i with the timing of jons on
receivership assets. Therefore, the effect of discounting used by receiverships should not
necessarily be viewed as producing an estimate of market value for the net receivables from bank
resolutions.

13. Supplementary Information Relating to the Statements of Cash Flows

Reconcillation of Net Income to Net Cash Provided by Operating Activities for the Years Ended December 31
Dallars in Thousands
2003 2002
Net Income S 1,741,727 S 1045368
‘Adfustments fo Reconcile Net incorue o Net Cash Provided by Operating
Activities
Income Statement ltems:
Amortization of .S, Treasury sbligations 455838 FIYR]
TS inflation ady (115,150 {110,679
iation on property and equipment 34,047 474

etirement of property and equipment. 552 Xt

hange in Assefs and Lisbilities;

i Decrease in interest secel vestments and ather assets {67,450]

\ncrease) in receivables from bank resolytions (5.650)

increass in accounts payable and ather lisbilities 5577
{Decresse) in contingent fiabilitis. for anticipated fatture of insured insirutions 829.831

(Decrease) Inerease in contingent liabiities for Jiigation losses and other ____ 05048 ___ 0
Net Cash Provided by Operating Activities S 1299997 s 131,068
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Federal Deposit Insurance Corporation

Savings Assoclation Insurance Fund Balance Sheets at December 31
Dollars in Thousands

2003 2002

"Assets - ——
Cash and cash equivalents s AT 1,907,353
‘Cash and other assets: Restricted for SAIE-rnember exit fees (Note 3)
¢includes cash and cash equivalenis of 5231.9 wiflion ami $187.7 mitlion at Decmber 31, 2603 319,286 311,864
and 2002, respectivels) —
Invesrment in U.8. Treasury abligations, net: (Note 4)

Held-to-marurity securities 6,823,709 5,726,840

Available-for-sale securities 4,152,048 3,769,576
Interest receivable on i and other assets, net 188,189 153,320
Receivables from thrift resolutions, net {Note 5) 273242 287,855
Total Assets s 12583615 3 12,156,808
P —
Accounts payable and other liabilities g 205408 7,100
Contingent liabilities for: (Note 6)

Aunticipated failure of insured institutions 3392 90,493
Litigation losses 332 613

SAIF-member exit fees and investmant proceeds beld in escrow (Note 3) 110286 311364
Totat Liabilities 343,559 410,070
Commitments and off-balance-sheet exposure (Note 11}
Fund Batance
Accumulated net income 11,965,776 11,465,716
Unrealized gain on avajlable-for-sale securities, net (Note 4) 274,286 281,022
Totai Fund Balagce 12,240,065 11,746,738
Total Liabilities and Fund Balsnce $ 12,583,615 § 12,156,808

The accompanying notes ave an integral part of these financial statements.
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Savings Association Insurance Fund

Federal Deposit Insurance Corporation

Savings Association fnsurance Fund Statements of Income and Fund Balance for the Years Ended December 31
Doliars in Thousands

2003 2002

Revenue

Interest on U.S. Treasury obligations s 532478 564,259
Assessments {Note 7) o 14,504 23,783
Other revenue 192 778
Total Revenue 547,260 588,821
Expewsesandloses
Operating expenises (Note 8) - 129,584 124363
Provision for irisuratice losses (Note 91 (82,489) {156,494
Insurance and olher expenses 105 731
Total Expenses and Losses 47,200 31380
Net fncome 500,060 620,201
Unrealized (loss)/gain on available-for-sale seciities, net 6.733) 191,613
Comprehensive income 493,327 SILBI4
Fuod Balance - Beginning 11,746,138 16,934,924
Fund Baiance - Ending s 12,240,065 8 11,746,738

The accompanying notes are an integral part of these financial statements.
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Federal Deposit fnsurance Corporation

Savings Association Insurance Fund Statements of Cash Flows for the Years Ended December 31
Dollars in Thousands.

2003 2002
Operating Activities —
Provided by:
Interest on U.S. Treasury obligatians s 6084 S 576,19
15327 33,705
it focs (Note 1) 4,305 15811
Recoveries from thriR resohutions 13419 1126940
; receipts 15,344 7
Used by:
Operating cxpenses (136,495 (125,159)
Di Tor theift resohutions (6,541) (119,993)
(i08) (103)
Net Cash Provided by Operating Activities (Note 13) 532,093 1,497,470
Tnvesting Activities
Provided by:
Maturity of U.S. Treasury obligations, held-to-maturity 1,176,000 1570800
575,900 150,000
Purchase of U.S. Treasury obligations, heid-to-maturity - (2,305,056) 9
Purchase of LS. Treasury obligations, available-for-sale (1,008,066} b
Net Cash (Used hy) Provided by Investing Activities (,568,422) 249,187
‘Net (IDécrease)tacrense In Cash nd Cash Equi (1.036,829) 1746657
Cash wnd Cash Equivatents - Beglnning 2,095,081 38,424
cied Cush and Cash Ending 827,141 1907353
Restricted Cash sud Cash Equivatents - Ending 231911 187,728
Cash snd Cash Equi - Ending s 1059052 S 2,095,081

The aecompanying notes are an insegral part of these financial staiements,
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Notes to the Financial Statements
Savings Association Insurance Fund
December 31, 2003 and 2002

. O ions of the Savings Associati Fund

Overview

The Federal Deposit Insurance Corporation (FDIC} is the independent deposit insurance agency
created by Congress in 1933 to maintain stability and public confidence in the nation’s banking
system. Provisions that govem the operations of the FDIC are generally found in the Federal
Deposit Insurance (FDI) Act, s amended, (12 U.S.C. 1811, et seq). In carrying out the purposes
of the FDI Act, as amended, the FDIC insures the deposits of banks and savings associations,
and in cooperation with other federal and state agencies promotes the safety and soundness of
insured depository instiauions by identifyi itoring and ing risks to the deposit
insurance funds established in the FOX Act, as amended. FDIC is the administrator of the
Savings Association Insurance Fund {SAIF), the Bank Insurance Fund (BIF), and the FSLIC
Resclution Fund (FRE), which are maintained separately te carry out their respective mandates,
The SAIF and the BIF ate insurance funds responsible for protecting insured thrift and bank
depositors from loss due to institution failures. These insurance funds must be maintained at not
fess than 1.25 percent of estimated insured deposits or a higher percentage as circamstances
warrant. The FRF is a resolution fund responsible for the sale of remaining assets and
satisfaction of Habilities associated with the former Federal Savings and Loan Insurance
Corporation (FSLIC) and the Resolution Trust Corporation.

An active institution’s insurance fund membership and primary federal supervisor are generally
determined by the institution’s charter type. Deposits of SAIF- member institutions are generally
insured by the SAIF; SAIF members are predominantly thrifts supervised by the Office of Thrift
Supervision (OTS). Deposits of BIF-member institutions are generally insured by the BIF; BIF
members are predominantly commercial and savings banks supervised by the FDIC, the Office
of the Comptroller of the Currency, or the Federat Reserve Board.

In addition to traditional thrifts and banks, several other categories of institutions exist. A
member of one insurance fund may, with the approval of its primary federal supervisof, merge,
consolidate with, or acquire the deposit Habilities of an institution that is 2 member of the other
insurance fund without changing insurance fund status for the acquired deposits. These
institutions with deposits insured by both inswmance funds are referred 1o as Oakar financial
institutions. In addition, SAIF-mentber thrifis can convert to a bank charter and retain their
SAJF membership. These institutions are referred to as Sasser financial institutions. Likewise,
BIF-member banks can convert to a thrift charter and retain their BIF membership.

Operations of the SALF

‘The primary purpose of the SAIF is to: 1) insure the deposits and protect the depositors of SATF-
insured institutions and 2) resolve SAIF-insured failed institutions upon appointment of FDIC as
receiver in a manner that will result in the least possible cost 1o the SAIF.

‘The SAIF is primarily funded from; 1) interest eamed on investments in U.S, Treasury
obligations and 2) deposit insurance assessments. Additional funding sources are borrowings
from the U.S. Treasury, the Federal Financing Bank (FFB), and the Federal Home Loan Banks,
if necessary. The FDIC has borrowing authority from the UL.S. Treasuty up to $30 billion for
insurance purposes on behalf of the SAIF and the BIF.

Page 1of 13
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A statutory formula, known as the Maximum Obligation Limitation (MOL), limits the
amount of obligations the SAIF can incur to the sum of its cash, 90% of the fair market
vatue of other assets, and the amount authorized to be borrowed from the U.S. Treasury.
The MOL for the SAIF was $20.3 billion and $19.9 billion as of December 31, 2003 and
2002, respectively.

Receivership Operations

The FDIC is responsible for managing and disposing of the assets of failed institutions in 2n
orderly and efficient manner. The assets held by receivership entities, and the claims against
them, are accounted for separately from SAIF assets ard liabilities to ensure that receivership
proceeds are distributed in accordance with applicable laws and regulations. Also, the income
and expenses attributable to receiverships are accounted for ss transactions of those
veceiverships. Receiverships are billed by the RDIC for services provided on their behalf,

Recent Legislative Initiatives

In April 2003, FDIC issued recommendations for deposit insurance reform. The FDIC
recommendations included merging SAIF and BIF and improving FDIC’s ability to manage the
merged fund by permitting the FDIC Board of Directors o price insurance premiums properly to
reflect risk, 1o set the reserve satio in a range around 1.25 percent, establish a system for
providing credits, rebates and surcharges, and to eliminate the SAJF exit fee reserve, FDIC also
recommended that Congress consider indexing deposit insurance coverage for inflation. During
the 107 Congress (2001-2002), hearings were held in the House and Senate and Jegistation was
introduced containing major etements of FDIC's deposit insurance reform proposals. The
legislation was not enacted prior to congressional adjoumment. During the 108" Congress (2003
=~ 2004), the House and Senate are again considering deposit insurance reform legislation. If
Congress enacts deposit insurance reform Iegislation that contains the above recommendations,
the new law would have a significant impact on the SATF and BIF. FDIC management,
however, cannot predict which provisions, if any, will ultimately be enacted.

2. Summary of Significant Accounting Policies

General

These financial staternents pentain to the financial position, results of operatjons, and cash flows
of the SAIF and are presented in conformity with U.S. generally accepted accounting principles
(GAAF). These statements do not include reporting for assets and liabilities of closed thrift
institutions for which the FDIC acts as receiver. Periodic and final accountability reports of the
FDIC's activities as receiver are furnished fo courts, supervisory authorities, and others as
required.

Use of Estimates

Managernent makes estimates and assumptions that affect the arounts reported in the financiat
statemnents and accompanying notes. Actual results could differ from these estimates. Where it
s reasonably possible that changes in estimates will cause a material change in the financial
statements in the near term, the nature and extent of such changes in estimates have been
disclosed. The more significant estimates include allowance for loss on receivables from thrift
resolutions, the estimated fosses for anticipated failures and litigation, and the postretirement
benefit obligation
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C-sh Equlvslenn
are shost-term, highly liquid with original maturities of three
mom.hs or less. Cash equivalents consist primarily of Special U.S. Treasury Certificates,

in U.S. Treasury Ol
SAIF funds are required to be invested in obligations of the United States or in obligations
guaranteed as to principal and interest by the United States; the Secretary of the U.S. Treasury
must approve all such investments in excess of $100,000. The Secretary has granted approval to
invest SAIF funds only in U.S. Treasury obligations that are purchased or sold exclusively
through the Bureau of the Public Debt's Government Account Series {GAS) program.

SA[F’s mvesunems muUs. Treasuty obligations are e\ther classified as held-to- maturity or

. Securities s held-t are shown at amortized cost.
Amomzed cost s the face value of securities plus the unamomzed premium or less the
unamortized discount. Amortizations are computed on a daily basis from the date of acquisition
to the date of maturity, except for callable U.S. Treasury securities, which are amortized to the
first anticipated call date. Securities designated as available-for-sale are shown at market value,
which approximates fair value. Unrealized gaing and losses are inciuded in Comprehensive
Income. Realized gains and losses are included in the Statements of Income and Fund Balance as
components of Net Income. Interest on both types of securities is calculated on 3 daify basis and
recorded monthly using the effective interest method.

Cost Allocations Among Funds
Operating expenses not directly charged to the SAIF, the BIF, and the FRF are allocated to all
funds using workload-based altocation These are developed during the

annual corporate planning process and through supplemental functional analyses.

Related Parties
The nature of related parties and a description of related party transactions are discussed in Note
1 and disclosed throughout the financial statements and footnotes.

Reclassifications
Reclassifications have been made in the 2002 financial to conform to the
used in 2003,

3. Cash and Other Assets: Restricted for SAIF-Member Exit Fees

The SAIF coliects entrance and exit fees for ions when an insured dep
institution converts fram the BIF to the SAIF (resulting in an entrance fee) or from the SAIF m
the BIF (resulting in an exit fee). Reguiations approved by the FDIC's Board of Directors
(Board) and published in the Federal Register on March 21, 1990, directed that exit fees paid to
the SAIF be held in escrow.

The FDIC and the Secretary of the Treasury will determine when it is no longer necessary 1o
escrow such funds for the payment of interest on obligations previousty issued by the FICO.
These escrowed exit fees are invested in U.S. Treasury sccurities pending determination of
ownesship. The interest carned is also held in escrow. There were nio conversion transactions
during 2003 and 2002 that resulied in an entrance/exit fee to the SAIF.
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Cash and Other Assets: Restricted for SAIF.Member Exit Fees at December 31
Doliars in Thousands

2003 2002
Cash and cash equi K 231911 % 187,721
inU.S, Treasury ions. net 86,471 122,40
Interest receivable on US; Treasury i 04 734
Total k3 319,286 8§ 311,864

1.8, Trewsury Obligations at December 31, 2003 (Restricted far SATE-Member Exit Fees)

Dolfars in Thousands
Hedd-to-Matarity
Net Unreslized
Yield at Face Carryiug Holding Market
Matyrity Purchase Value Amoust Galvs Vaiue
Within § year ST% S 200008 30267 3 683 8 20,950
“Afier L year thiough 3 vears ___3.20% 64,000 66,204 5349 71,553
Fotal $ 800 8 #ean § 6032 5 92,503
V.S, Treasury Obligationy at December 31, 2002 (Restricted for SALF-Member Exit Fees}
Doltars in Thousands
Held-to-Maturity
Nes Yureatized
Yield at Face Carrying Holding Market
Matarity Purehase Value Amoust Geins Value
Within | year 659% S 35000 8 34936 5 228 35,208
ARer 1 year trough 3 years ___5.43% 64,000 66,830 6298 73,128
“After 5 years thyough 10 years____ 4.99% 20,000 20,586 7,108 21694
Totst T 119800 5 1224m § $18 % 1300

As of December 31, 2003 and 2002, the unamortized premium, net of the unamontized discount,
was $2.5 million and $3.4 million, respectively.
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4. Investment in U.S. Treasury Obligations, Net

As of December 31, 2003 and 2002, the book value of i in U.S. Treasury

net, was $11.0 billion and $9.5 billion, respectively, As of December 31, 2003, the SAIF held
$2.2 biltion of Treasury inflation indexed securities (THIS). These securities are indexed to
increases or decreases in the Consumer Price Index for All Urban Consumers (CPL-U).
Additionaily, the SAIF held $2.5 biltion of caltable U.S, Treasury bonds at December 31, 2003.
Callable U.S. Treasury bonds may be called five years prior to the respective bonds’ stated
maturity on their semi-annual coupon payment dates upon 120 days notice.

LS. Tressury Obligurions 1 Decewtber 31, 1063 (Unrearicted)

Do by Thoumans
Net Growbzed Unresliad
Yieldat Fuce Carrving Hotdlag Holding Market
Held-to-Maturity
‘Within § yeay 2m6% % 1670000 S 1742136 8 12008 § s 1,754,023
Afer | yeas through 5 years 5.59% 3,185,000 ,250.611 284,578 o 1,535,189
Afier § years through 10 years 5.54% 1.575.600 1,603,674 169,813 < 1,772,487
Treasury inflatioe-indexed
Aler | year through 5 years 3R6% 229,032 227,288 26,008 8 253,296
ol T Gewou 3 Gwiie s sy FET KT
Avatable-for-Sale
Withir ! year 315%  § 1360006 § AT 8 16,265 § 9% 3 1,429,589
After 1 year through § years. 443% 655,000 756,958 34,530 L 790,588
Teeasury Inflation-Indexed
After | year through § years 4U% 280,564 276,009 34278 9 310,287
Afer § AL %, 1328352 1,432,962 189315 i3 1623277
Toal I agiste 5 aanass ¥ FXITIES 55 3. FXCYTTN
Total lavestment in U.5. Trensury Obligations, Net
Yetal S NN S V0eies § _7eense s I T IR
anaia
et s caltane
) Fortus, oe Tt s
et 32 o
© the fast 12 i FDIC inwnt
As 3 resalt, alt
clissinaed upon redemmption ofthe securiis.
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veary Obligatians 21 December 31, 2002 (Uarestricted)
Boflars in Thousands.

Net Uaresitzed
Vield at Face Carrying Holding Market
Maturity (a) Purchase b} Valne Amoust Gaing Value
Held-to-Maturity
Within 1 year 623% 3 535000 § 541662 § 222 8 553,904
ARer T year through 5 years 551% 1880000 2,643,159 ENATH 3258368
After 5 years through 10 years  5.78% 2,830,000 2,021,651 28,277 2319928
Treasuty Infiation-Judexed
APer § years trough 10 years __ 3.85% 224,432 222,308 2917 266,285
Total S 5669432 5 572680 S 651,603 § 6,378,443
Available-for-Sate
Within 1 year 5% 8 475,000 § 4T 8 9660 3 482977
After 1 year throngh 5 years 481% 1,235,000 1,342,263 82983 1,425,226
Treasury Inflation-Indexed
After § years through 10 years  3.84% 1,675,573 1672974 188,379 1,861,353
ol § 35373 S 3asR3sd S 280077 S 3,169578
Total Investment in 1.8, Treasury Obligations, Net
Totat S SEsSp0S S 9215398 S 932,615 § 10,148,019

{a) For purposes of this table, al calfable securiies are assumed to matue an theie Brst call dates, Their yields at purchase are
seported as their yield to fist call date.

(b) For TIES, the yields in the above table are stated as their rest yields at purchase, not their effeative yields. Effective yields on
THS include 3 tong-term annual inflation assumption as measured by the CPI-U, The long-term CPL-J conseasus forecast is
2.4%, hased on figures issued by the Office of Management and Budgel and the Congressionat Budget Office in eatly 2002,

As of December 31, 2003 and 2002, the unamortized premium, ntet of the unamortized discount,
was $317.5 million and $160.4 miltion, respectivaly.

5. Receivables From Thrift Resolutions, Net

‘The receivables from thrift resolutions include payments made by the SAIF to cover obligations
10 insured depositors, advances to receiverships for working capital, and administrative expenses
paid on behalf of receiverships. Any refated altowance for loss represents the difference between
the funds advanced and/or obligations incurred and the expected repayment, Assets held by
SAIF receiverships are the main source of repayment of the SAIF’s receivables from closed
thrifts. During 2003, there were no thrift failures, leaving two active receiverships.

As of December 31, 2003 and 2002, SAIF receiverships heid assets with a book value of $449
million and $490 miltion, respectively (including cash and mi

recetvables of $117 million and $93 million at December 31, 2003 and 2002, respectively). The
estimated cash recoveries from the management and disposition of these assets that are used to
derive the atlowance for losses are based on a sampling of receivership assets, The sampled
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assets are generally valued by estimating future cash recoveries, net of applicable Hequidation cost
estimates, and then discounting these net cash recoveries using cutrent market-based risk factors
based on a given asset’s type and quality. Resultant recovery estimates are extrapolated to the
nov-sampled assets in order (o derive the allowance for foss on the receivable. These estimated
recoveries are regularly evaluated, but remain subject to uncertainties because of potential
changes in economic and market conditions. Such uncertainties could cause the SAIF's actual
recoveries to vary from the level currently estimated.

Receivables From Thrift Resolutions, Net at December 31

Dotlars in Thousands

2003 2002
Reccivables from closed thrifts S 709389 § 721,572
Allowance for iosses {436,447 (3T
Total S_ 213242 8 28T B58

At Decenber 31, 2003, about 99% of the SAIF’s $273 million net receivable will be repaid from
assets related to the Superior receivership (which failed in July 2001), primarily, cash,
investments, and a promissory niote arising from a settiement with the owners of the failed
institution, The credit risk related to the promissory note is limited since half of the cutstanding
note is secured by a letter of credit and the remaining half is subject to the creditworthiness of the
payor of the note. Annuai monitoring of the creditworthiness of the payor is performed and
currently indicates a low risk of non-pexformance.

6. Contingent Liabilities for:

Anticipated Failure of Insured Institutions

The SAIF records a contingent lability and a loss provision for thrifts (including Oakar and
Sasser financial institutions) that ave likely to fail within one year of the reporting date, absent
some favorable event such as obtaining additional capital or merging, when the liability becomes
probable and reasonably estimable.

The contingent Bability is derived by applying expected failure rates and historical loss rates to
groups of institutions with certain shared istics, In addition, insti pecific analysis
is performed on those thrifts where failure is imminent absert institution management resolution
of existing problems. As of December 31, 2003 and 2002, the contingent liabilities for
anticipated failure of insured institutions were $3 mittion and $90 million, respectively.

In addition to these recorded continge it liabilities, the FDIC has identified additional risk in the
financial services industry that could resuit in a material loss to the SAIF should potentially
vulnerable financial institutions ultimately fail, This risk is evidenced by the level of problem
thrift assets and the presence of various high-risk banking business models that are particularty
vulnerable to adverse economic and market conditi Due to the i i

future economic and market conditions, there are other thrifts for which the risk of failure is Jess
certain, but still considered reasonably possible, As a result of these risks, the FDIC believes
that it is reasonably possible that the SAIF could incur additional estimated losses up to $143
miillion,
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The accuracy of these estimiates wilt largely depend on future sconomic and market conditions.
The FDIC's Board of Directors has the statutory authority to consider the contingent liability
from anticipated failures of insured institations when sefting assessment raics.

Litigation Losses

‘The SAIF records an estimated Joss for unresolved legal cases 1o the extent those Josses are
considered probabie and reasonably estimable. In addition to the amount recorded as probable,
the FDIC has determined that losses from unresolved legal cases totaling $53.4 million are
reasonably possible.

Other Contingencies

Representations and Warranties
As part of the FDIC's. ctfon.s to maxm'uze the return from the sale of assets from thrift

and and guarartees were offered on certain joan sales. In
general, the guarantees, representations, and warranties on foans sold refate 1o the completeness
and accuracy of loan the quality of the iting standards used, the accuracy

of the delinquency status when sold, and the conformity of the Joans with characteristics of the
poof in which they were sold. The total amount of loans sold subject to unexpired representations
and warranties, and guarantees was §5.2 billion as of December 31, 2003. SAIF did not establish
a liability for all outstanding claims asserted in connection with representations and warranties
because the receiverships have sufficient funds to pay for such claims.

In addition, future losses on ions and ies, and coutd be incurred
over the mmaining fife of the loans sold, which is generally 20 years or more. Consequently, the
FDlC believes it is possible that additional losses may be incurred by the SAIF from the universe

ing contracts with ion and warranty claims, However, because
of the uncertainties surrounding the timing of when claims may be asserted, the FDIC is unable
1o reasonably estimate a range of foss to the SAIF from outstanding contracts with unasserted
representation and warranty claims,

7. Assessments

In comptiance with provisions of the ¥DI Act, as amended, the FDIC uses a risk-based
assessment system that charges higher rates to those institutions that pose greater risks to the
SAJF. To arrive at a risk-based assessment for a particular mstirtion, the FDIC places each
institution in one of nine risk categories based on capital ratios and supervisory examination
data. The majority of the financial institutions are not assessed, Of those assessed, the
assessment rate averaged approximately 14 cents and 26 cents per $100 of assessable deposits
for 2603 and 2002, respectively. During 2003 and 2002, $15 million and $24 million were
collected from SAIF-member institutions, respectively. On November 4, 2003, the Board voted
to retain the SAIF assessment schedule at the annual rate of 0 to 27 cents per $160 of assessable
deposits for the first semiannual period of 2004, The Board reviews assessment rates
semianaually 1o ensure that funds are availabie to satisfy the SAIF’s obligations. If necessary,
the Board may impose more frequent rate adjs or special

The FDIC is required to maintain the insurance funds at a designated reserve ratio (DRR) of not
less than 1.25 percent of estimated insured deposits (or 2 higher percentage as circumstances
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warrant). If the reserve ratio falls below the DRR, the FDIC is required to set semianaual
assessment rates that are sufficient to increase the reserve ratio to the DRR not later than one
year after such rates are set, or in accerdance with a recapitalization schedule of fifteen years or
less. As of September 30, 2003, the SAIF reserve ratio was 1.40 pescent of estimated insured
deposits.

are also levied on insti for payments of the interest on obligations issued by
the Financing Corporation (FICO). The FICO was established as a mixed-ownership
government corporation to function solely as a financing vehicle for the FSLIC. The annua
FICO interest obligation of approximately $790 million is paid on a pro rata basis using the same
rate for banks and thrifts. The FICO assessment has no financial impact on the SAIF and is
separate from the regular The FDIC. as inis of the SAIF and the BIF, acts
solely as a collection agent for the FICO. During 2003 and 2002, $162 million and $161 million,
respectively, were collected from SAIF-member institutions and remitted to the FICO.

8. Operating Expenses

Operating expenses totaled $130 miltion for 2003 compared to $124 million for 2002. Salaties
and benefits expenses are lower due 10 the workforce reduction programs in 2002. The chart
below lists the major components of operating expenses.

During 2002, the FDIC offered voluntary employee buyout incentives fo a majotity of its

P and conducted a reduction-in-force (RIF) in 2002 and 2003 in an effort to reduce
identified staffing excesses and skill As a vesult, i !
by December 31, 2003. Termination benefits included compensation of fifty percent of the
employee’s current base salary and locality adjustment for voluntary departures. The total cost of
this buyout was $33.1 million for 2002, with SAIF's pro rata share totaling $4.2 million, which is
included in the ‘Salaries and benefits” category in the chart below, as well as the “Separation
Incentive Payment” line item in Note 16,

left

Operating Expenses for the Years Ended December 31
Dollars in Thousands

2003 2002
Salaries and benefits B 27963 S 92,192
Dutside services 15,038 12,19
Travet 801 7
Buildings and leased space 2032 10,
Tquipment 374
Other 155 ¥
Services billed to receiverships 3.913) 3)
Totat s 129,584 % 124,363

9. Provision for Fasurance Losses

Provision for insurance losses was a negative $82 million for 2003 and a negative $156 miltion
for 2002, T both 2003 and 2002, the negative provision was primarily due to fower estimated
fosses for anticipated failures which resulted from the improved financial condition of & few
large thrifts. The following chart lists the major components of the provision for insrance
fosses.
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Provision for Insurance Losses for the Years Ended December 31
Daifars in Thousands

21903 2002
Valuation
Closed thritts 3 T689 S IENTS]
Total Valuation Adj 4689 [XTETY
Contingent Liabiliti )
Amcipated Failuse of insured istiitions ®7.300) (92307
Litigation Sosses 128 (3.874)
Total Contingent Liahllities Adj @778 (146,381)
Totat s (82,489 % (156,394)

10. Employee Benefits

Peasion Benefits, Savings Plans and Postemployment Benefits
Eligible FDIC emp and term with i exceeding one
year) are eovered by the federal government retirement plans, either the Civil Service Retirement
System (CSRS) or the Federal Employees Retirement System (FERS). Although the SAIF
contribuites a portion of pension benefits for eligible employees, it does not account for the assets
of either retirement system. The SATF also does not have actuarial data for accumulated plan
benefits or the unfunded liability relative to eligiblc employees. These amounts are reporied on
and accounted for by the U.S. Office of Personnel Mapagement.

Etigible FDIC emp also may participate in a FDIC-sponsored tax-deferred 401(k) savings
plan with matching contributions ap to five percent. The SAIF pays its share of the employer’s
partion of all refated costs.

Pension Benefits. Savings Plans Expenses and Benefits for the Years Ended December 3§
Boflars in Thousands
200 2002

il Service Retuement System 3 i 3 |RIE
Federal Employees Retirement Sysiem (Basie Beget) 3.6 4.769
EDIC Savings Plan 2,781 2,051
Foderal Thrift Savings Plan L90 IR
Separation [ncentive Payment (see Notw &) } 4,276
Total $ 16,642 % 15,626

Postretirement Benefits Other Than Pensions

The FDIC prevides certain life and dental insurance coverage for its eligible retirees, the retirees’
beneficiaries, and covered dependents. Retirecs eligible for fife insurance coverage are those
who have qualified due fo: 1) immediate enrollment upon appointment or five years of
pasticipation in the plan and 2) eligibility for an immediate annuity. The lifc insurance program
provides basic coverage at no cost to retirees and allows converting optional coverages to direct-
pay plans, Dental coverage is provided to ail retirees cligible for an immediate annuity.

Priar to 2003, the SAIF funded its Kability for postretirement benefits other than pensions
directly 1o  separate entity, which was established to restrict the funds and to provide for the
accounting and admisistration of these benefits, As of January 1. 2003, the FDIC changed ifs
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funding poticy for these benefits and eliminated the separate entity in order to simplify the
investment, accounting, and reporting for the obligation, The change does not impact any
benefit entitlements to employees and retirees or the accrual ofthis Hability putsuant to the
provisions of SFAS No. 106. The SAIF received $14 million, of the total $103 million, as its
proportionate share of the plan assets and recognized a liability of $14 million, of the tota} 104
million, in the “Accounts payable and other liabilities™ line item on its Balance Sheets.

The net cumulative effect of this accounting change for the periods prior to 2003 was a negative
$43 thousand which is included in the *Insurance and other expenses”™ line itent on the SAIF's
Statements of Income and Fund Balance. in addition to the cumulative effect, the SATF’s
expense for such benefits in 2003 was $1 miflion, which is included in the current year operating
expenses. In the absence of the accounting change, the SAIE would have recognized an expeuse
0f $925 thousand

At December 31, 2003 and 2002, the SAIF’s net p i benefit liability ized in the
~Accounts payable and other liabilities” fine item in the Balance Sheet was $15 million and $145
thousand, respectively. Key achuarial ions used in the for the plan include the

discount rate, the rate of compensation increase, and the dental coverage trend ate.
t1. Commitments and Off-Balance-Sheet Exposare
Commitments:

Leased Space

The SAIFs aliocated share of the FDICs lease commitments totals $19.4 miltion for future
years. The lease agresments contain escalation clauses resulting in adjustments, usually on an
annual basis. The allocation to the SAIF of the FDIC's future fease commitrents is based upon
curvent relationships of the workloads amang the SAIF and the BIF. Changes in the relative
workloads could causc the amounts altocated o the SAIF in the fature to vary from the amounts
shown below. The SAIF recognized leased space expense of $7.9 miffion and $6.5 milfion for
the years ended December 33, 2003 and 2002, respectively.

Leased Space Commitments
—
Doltars in Theusands
2004 2005 2006 2007 2008 2009/Thereafter
$5,.849 $5.117 $3.522 52138 $1.392 31418

Off-Balance-Sheet Exposures

Deposit Insurance

As of September 30, 2003, deposits insured by the SALF totaled approximately $868 billion. This
would be the accounting loss if all depository institutions were to fail and the acquired assets
provided no recoveries.
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12. Disclesures About the Fair Value of Financial instruments

Cash equi are sh , highly liquid i and are shown at cureent value, The
fair market value of the investment in U.S. Treasury obligations is disclosed in Note 3 and 4 and
is based on current market prices. The carrying amount of interest receivable on investments,
short-term receivables, and accounts payabie and other fiabilities approximates their fair market
value, due to their short maturities and/or comparability with current interest rates.

The net receivables from thrift resotutions primarily include the SAHF’s subrogated claim arising
from payments to insured depositors. The receivership assets that will ultimately be used to pay
the corporate subrogated claim are valued using discount rates that include consideration of
matket risk, These discounts ultimately affect the S AIF’s allowance for loss against the et
reccivables from thrift resolutions. Therefore, the corporate subrogated claim indirectly includes
the effect of discounting 2nd should ot be viewed as being stated in terms of nominal cash
flows,

Although the value of the corporate claim s i by valuation of receivership
assets (sce Note 5), such receivership valuation is rot equivatent to the valuation of the corporate
claim. Since the corporate claim is unique, not intended for sale to the private sector, and has no
established market. it is not practicable to estimate its fair market value.

The FDIC believes that a sale 1o the private sector of the corporate claim would require
indetenminate, but substantial, discounts for an interested party to profit from these assets
because of credit and other risks, In addition, the timing of receivership payments to the SAIF
on the subrogated claim does not necessarily correspond with the timing of collections on
receivership asscls. Therefore, the effect of discounting used by receiverships should not
necessarity be viewed as producing an estimate of market value for the net receivables from
thrift resolutions.
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13, Supplementary Information Relating to the Statements of Cash Flows

tiation af Net tncame to Net Cash Provided by iz Activities fur the Years Knded December 31
Dollars in Thoussnds
2003 2092
Net Income S 500,060 8 620,261

Adjustments to Reconcile Net trcome to Net Cash Provided by Operating Activities

income Statement (o

Amortization of U.5. Treasury obligati 55,393
TS inflarion adjusment 38940

Change In Assets angt Liabilities:

Dreercase in ammoriizatin of LS, Treasury obligations (ressrigted) il 811
nerease) Decrease ia entance and exi fees reveivable, inchuding imerest receivable on a0 a7
investments and gther assets .

Decrease in rocaivables from thrifi resohtions 557 395
tncrease {Decrease) in ac bie acd other labuities LTty
{Decrease) sn conungent dability Jor anricipated fefure of mawied Instiuiions 142,507
(Decease) in contingent iabily for itigation losses I 429).
tncrease in exit oes ond jnvestmeo! proceeds beld in cserow 124

2
%et Cash Proyided by Operating Actiyicies 5. 52093 5 1497470
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FSLIC Resolution Fund Batance Sheets at December 31

Dallars in Thousands

2003 2062
Assets
Cash and sash squivalenss $ 3278532 §
Receivables from thrift resofutions and other asse(s. net (Note 3 198,432
Total Assets $ 3476964 §

Liabilities

payabie and other liabilities

Contingent lisbilities fos litigation losses and ather (Noie 4)

Total Liabilities

14,954

Resolution Equity (Note 6)

Contributed capital

126377851 126827821

deficit

(1229629361 1123,015.273)

Vnrealized gain on avaviable-for-sale securities. net [Nofe 3)

31,498 ALY

deficit, net

122,921437) (1229725

Total Resalution Equin

56,414 a8

Totat Liabilities and Resofution Equity

3 3476964 3.870,25¢

The accompanying noies are an iniegral part of these fiwncial statements
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FSLIC R: ion Fund

Federal Deposit Insurance Corporation
FSLIC Resolution Fund Stateruents of Income and Accamulated Deficit for the Years Ended December 31
Deadlars in Thousands

2003 2002

Revenue
Interest on U,S, Treasury obligations 32902 % 46,835
Realized gain on investment in securitization-related assets acquired
from receiverships (Note 3) 756 352486
Other revenue 16,849 33,756
Total Revenue 50,507 433,077
Expenses and Losses
Operating expenses 27828 45,684
Provision for losses (Note 5) (57.832) (149,359)
‘Expenses for goodwill settlements and ltigation (Note 4) 15304 40,351
ther expenses 12,850 5,856
otal Expenses and Losses (1,839) (87468)
Net Income 52337 490,545
Unrealized {oss on available-for-saie securities, net (Note 3 (1.238) (263,550)
[ income 51,079 226,985

Deficit - Beginning 32372516} (123.199.471)
Accumulated Defici - Ending $ (uoen § (112971818

The accompanying notes are an integral part of these financial siatemenis.
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FSLIC Resolution Fund

Federal Deposit Insurance Corporation

ESLIC Resolution Fund Statement of Cash Flowa for the Years Ended Becember 31

Doflars in Thousands

2003 2002
Operating Activities
Pravided by:
Interest on U.S. Treasury obligations 3 32903 45833
Recoveries from thrift resolutions 115,437 316,439
i receipts 39,079 32,807
Used by:
Opersting expenses (31,6431 134,421}
Di for thrift resolutions 1842 G037y
i for goodwill sefllements and judgments 30) @459
i for goodwill ltigation cxperses G5.278) (18.892)
Miscellancous disbursements (4.286) ©.119)
Net Cash Provided by Operating Activitles (Note 8) 104343 Far
Tavesting Activities —
Investment in sceuritization-related assels acquired from receiverships 5829 1,101,525
et Cash Frovided by Tnvesting Activities [r7) 1,101,528

Flnancing Activities
Provided by:

U.S, Treasury payments for goadwill settlements 30 21,459
Msedby:

Payments to Resolution Funding Corporation (Note 6) {450,000 {1,266.667)
Net Cash Used by Financiag Activities {449.970) {1,245,208)
Net {(Decrease)iincrease in Cash and Cash 339,798 127,93
Cash and Cash Equivalents - Beginnlag 3,618,336 3,490,196

Cash and Cush Egsivalents - Ending

$ 3378532 § 3,618,330

integral pars
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December 31, 2003 and 2002

1. Legistative History and O i i f the FSLIC Fund

Legisiative History

The Federal Deposit Insurance Corporation (FDIC) is the independent deposit insurance
agency created by Congress in 1933 to maintain stability and public confidence in the nation’s
banking system. Provisions that govern the operations of the FDIC are generally found in the
Fedetal Deposit Insurance (FDI) Act, as amended, (12 U.S.C. 1811, ef seg). In carrying out
the purposes of the FDI Act, as amended, the FDIC insures the deposits of banks and savings
associations, and in cooperation with other federal and state agencies promotes the safety and
soundness of insured depository institutions by identifyi ing and ing risks to
the deposit insurance funds established in the FDJ Act, as amended. In addition, FDIC is
charged with responsibility for the sale of remaining assets and satisfaction of Habilities
associated with the former Federal Savings and Loan Insurance Corporation (FSLIC) and the
Resolution Trust Corporation (RTC).

The U.S. Congress created the FSLIC through the enactment of the National Housing Act of
1934, The Financial Institutions Reform, Recovery, and Enforcement Act of 1989 {FIRREA)}
aholished the insolvent FSLIC, created the FSLIC Resolution Fund (FRF), and transferred the
assets and liabilities of the FSLIC to the FRF-except those assets and labilities transferred to
the RTC-effective on August 9, 1989,

‘The FIRREA was enacted to reform, recapitalize, and consolidate the federal deposit insurance
system. In addition ta the FRF, FIRREA created the Bank Insurance Fund (BIF) and the

Savings Association Insurance Fund {SATF). It also desi, the FDIC as the
of these funds. All three funds are maintained separately to carry out their respective
mandates.

The FIRREA created the RTC to manage and resolve all thrifts previously insured by the
FSLIC for which s conservator or receiver was appointed during the period January 1, 1989,
through August 8, 1992, i ibility was extended and ultimately
transferred from the RTC to the SAIF on July 1, 1995, The FIRREA established the
Resolution Funding Corporation (REFCORP) to provide pat of the initial funds used by the
RTC for thrif resohutions.

The RTC Completion Act of 1993 (RTC Completion Act) terminated the RTC as of December
31, 1995, Ali remaining assets and $iabilities of the RTC were transferred to the FRF on
January 1, 1996. Today, the FRF consists of two distinet pools of assets and liabilities: one
composed of the assets and liabilities of the FSLIC transferred fo the FRF upon the dissolution
of the FSLIC (FRF-FSLIC), and the other composed of the RTC assets and liabitities (FRF-
RTC). The assets of one pool are not available to satisfy obligations of the other.

Operations/Dissolution of the FRF

The FRF will continue operations until all of its assets are sold or otherwise fiquidated and all
of its Jiabilities are satisfied. Any funds remaining in the FRF-FSLIC will be paid 10 the U.S.
Treasury. Any remaining fimds of the FRE-RTC will be distributed to the REFCORP to pay
the interest on the REFCORP bonds. In addition, the FRF-FSLIC has available until expended
$602.2 million in appropriations to facititate, if required, efforts to wind up the resolution
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activity of the FRF-FSLIC.

The FBIC has conducted an extensive review and cataloging of FRF's remaining assets and
fiabilities and is inuing to explore for FRF's activities. An
executive-level Steering Committee was established in 2003 to facilitate the FRF dissolution,
Some of the issues and items that remain open in FRF are: 1) criminal restitution orders
{generally have from $ to 10 years remaining); 2) fitigation claims and judgments obtained
against officers and directors and other professionals responsible for causing thrift losses
(judgments generatly vary from 5 to 10 years); 3) numerous assistance agreements entered into
by the former FSLIC (FRF could continue to receive tax sharing benefits through year 2020);
4} goodwill and Guarini litigation {no final date for resolution has been established; sce Note
4); and 5) environmentally impaired owned real estate assets. FDIC is considering whether
enabling legislation or other measures may be needed to accelerate liquidationof the remaining
FRF assets and liabilitics. The FRF could realize substantial recoveries from item 3 ranging
from $235 miltion to $760 milfion; however, any associated recoveries are not reflected in
FRF’s financial given the signil it ing the uitimate
outcome.

Receivership Operations

The FDIC is responsible for managing and disposing of the assets of failed institutions in an
orderly and efficient manner. The assets held by receivership entities, and the claims against
them, are accounted for separately from FRF assets and liabilities to ensure that receivership
proceeds are distributed in accordance with applicable laws and regulations. Also, the income
and expenses attributable to receiveeships are accounted for as transactions of those
receiverships. Receiverships are billed by the FDIC for services provided on their behalf.

2. Summary of Significant Accounting Policies

General

These financial statements pertain to the financial position, results of operations, and cash
flows of the FRF and are presented in conformity with U.S. generally accepted accounting
principles (GAAP). These statements do ot include reparting for assets and liabilities of
closed thift institutions for which the FDIC acts as recetver. Periodic and final accountability
reports of the FDIC™s activities as receiver are furnished to courts, supetvisory authorities, and
others as required.

Use of Estimates

Management makes estimates and assumptions that affect the amounts reported in the financial
statements and accompanying notes. Actuat results could differ from these estimates. Where
it is reasonably possible that changes in estimates will cause a material change in the financial
statements in the near ferm, the nature and extent of such changes in estimates have been
disclosed. The more significant estimates include alfowance for losses on receivables from
thrift resolutions and the estimated losses for litigation.

Fair Value of Finauciaf Instruments

Cash cquivalents, which consist of Special U.S. Treasury Certificates, are short-term, highly
liquid investments with original maturities of three months o less and are shown at fair vaiue.
The carrying amount of short-term receivables and accounts payable and other fiabilities

2018

Page 44 GAO-04-420 FDIC Funds' 2003 and 2002 Financial Statements



95

FSLIC Resolution Fund's Financial
Statements

FSLIC Resolution Fund

approximates their fair market value, due to their short maturities.

The investment in secwritization-related assets acquired from receiverships is adjusted fo fair
vatue at each reporting date using a vajuation model that estimates the present value of
estimated expected future cash flows discounted for market and credit risks. Additionally, the
credit enhancement reserves, which resulted from swap transactiors, are valued by applying a
historical loss rate to estimate loss amounts (see Note 3).

‘The net receivable from thrift resolutions is influenced by the underlying valuationof
receivership assets. This corpotate receivable is unique and the estimate prosented is not
indicative of the amount that could be realized in a sale to the private sector. Such a sale
would require indeterminate, but substantial, discounts for an interested party to profit from
these assets because of credit and other risks. Consequently, it is not practicable to estimate its.

foir market value,

Cost Allocations Among Funds

Operating expenses not directly charged to the FRF, the BIF, and the SAIF are allocated to all
funds using warkload-based allocation These are developed during

the annual corporate planning process and through supplemental functional analyses.

Related Parties
‘The nature of refated parties and a description of related party transactions are discussed in
Note 1 and disclosed throughout the financial statements and footnotes.

Reclassifications
Reclassifications have been made in the 2002 financial statements to conform to the
presentation used in 2003,

3. Recelvables From Thrift Resolutions and Other Assets, Net
Receivables From Thrift Resolutions

The receivables from thrift resolutions include payments made by the FRF to cover obligations
to insured depositors, advances to receiverships for working capital, and administrative
expenses paid on behalf of receiverships. Any related allowance for foss represents the
difference between the funds advanced and/or ebligations incurred and the expected
repayment. Assets held by the FDIC in its receivership capacity for the former FSLIC and
SATF-insured institutions are a signi source of of the FRF's i from
thrift resolutions. As of December 31, 2003, 52 of the 850 FRF receiverships remain active
primarily due to unresolved litigation, including Goodwill and Guarini miatters.

As of December 31, 2003 and 2002, FRF receiverships held assets with a book value of $215
miilion and $290 million, ively (including cash, § , and mi

receivables of $1 14 million and $146 mitlion at December 31, 2003 and 2002, respectively).
The estimated cash recoveries from the management and disposition of these assets that are
used to derive the allowance for tosses are based on a sampling of receivership assets. The
sampled assets are generally valued by estimating future cash recoveries, net of applicable
liguidation cost estimates, and then discounting these net cash recoveries using current market-
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based risk factors based on a given asset’s type and quality. Resultant recovery estimates are
extrapolated to the norsampled assets in order to derive the allowance for loss on the
receivable. These estimated recoveries are regularly ovaluated, but remain subject to
uncenainties because of potential changes in economic and market conditions. Such
uncertainties could cause the FRF’s actual recoveries to vary from the level currently
estimated,

Investment in Securitization-Related Asscts Acquired from Receivers hips

This investment is classified as available- for-safe with unrealized gains and losses incladed in
Resolution Equity. Realized gains and losses are recorded based upon the difference between
the proceeds at termination of the deal and the book value of the investment and are included
as components of Net Income. As of December 31, 2003, this investment includes credit
enhancement reserves valued at $69 miition and residual certificates valued at $21 million.
The Jast securitization deal, valued at $60 million (including 339 million in credit enhancement
reserves and $21 million in residual certificates), is expected fo terminate in 2004. The
remaining $30 million in credit enhancement reserves resulied from swap transactions where
the former RTC received mortgage-backed securities in exchange for single-family mortgage
toans. The former RTC supplied credit enhancement reserves for the mortgage loans in the
form of cash collateral to cover future credit losses over the remaining life of the loans, These
reserves may cover future credit losses through 2018,

Reccivables Fram Thrift Resolutiens and Other Assets, Net at December 31
Dollsrs in Thousands

1003 2002
Recervebles from closed Syfis ¥ Do) 3 216%210
liowance for losses (Z286,308)_ (27.504,009)
Recelvabies from Thrift Resolutions, Net 8¢ 131304
pvestment lated o st S 7S 98,112
he assets 3676 2,511,
otal S e s 251909
Gross recet: from thrift jons and the in fated assets

subject the FRF to credit risk. An allowance for loss of $22.8 billion, or 99.6% of the gross
receivable, was recorded as of December 31, 2003, Of the remaining 0.4% of the gross
receivable, over three-fourths of the receivable is expected to be repaid from receivership cash,
investments, and pledged cash reserves. The credit risk refated to the pledged cash reserves is
limited since the majority of these assets are evaluated annually and have experienced minimal
losses.

The value of the investment in securitization-related assets is influenced by the economy of the
area relating to the underlying loans. Of this investment, $42.4 million of the underlying
mortgages are located in Catifornia and $27.2 million of loans are located in New Jersey. No
other state accounted for a material portion of the investment,
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4. Contingent Liabilities for:

Litigation Losses

The FRF records an estimated loss for unresolved legal cases to the extent those losses are
considered probable and reasonably estimable. In addition ta the amount recorded as probable,
the FDIC has determined that losses from unresolved legal cases totaling $39 mitlion are
reasonably possible.

Additional Contingency

Goodwill Litigation

In United States v. Winstar Carp., 518 U.S. 839 (1996), the Supreme Court held that when it
became impossible following the enactment of FIRREA in 1989 for the federal govemment to
perform certain agreements o count goodwill toward regulatory capital, the plaintiffs were
entitled to recover damages from the United States. Approximately 61 cases are pending
against the United States based on alleged breaches of these agreements.

On July 22, 1998, the Department of Justices (DOFs) Office of Legal Counset (OLC)
concluded that the FRF is legalty available to satisfy all judgments and settlements in the
Goodwill Litigation involving supervisory action or assistance agreements. OLC determined
that of these was & i liability that was transferred to the
FRF on August 9, 1989, upon the dissolution of the FSLIC. Under the analysis set forth in the
OLC opinion, as liabilities transferred on August 9, 1989, these contingent liabilities for future
nonperformance of prior agreements with respect to supervisory goodwill were transferred to
the FRF-FSLIC, which is that portion of the FRF encompassing the obligations of the former
FSLIC. The FRF-RTC, which encompasses the obligations of the former RTC and was
created upon the termination of the RTC on December 31, 1995, is not available to pay any
settlements or judgments arising out of the Goodwill Litigation. On July 23, 1998, the U.S.
Treasury determined, based on OLC's opinion, that the FRF is the appropriate source of funds
for payments of any such judgments and settlements.

The lawsuits comprising the Goodwill Litigation are against the United States and as such are
defended by the DOJ. On December 1, 2003, the DOJ again informed the FDIC that it is
“unable at this time to provide a reasonable estimate of lhc hkely aggregate contingent liability
sesulting from the Wi lated cases.” This arises, in part, from the existenice
of significant unresolved issues pending at the appellate or triaf court level, as welf as the
unigue circumstances of each case.

The FDIC believes that it is probable that additional amounts, possibly substantial, may be paid
from the FRF-FSLIC as a result of judgments and settlements in the Goodwill Litigation.

Based on the response from the DOJ, the FDIC is unable to estimate a range of loss to the
FRE-FSLIC from the Goodwill Litigation However, the FRF can draw from an appropsiation
provided by Section 110 of the Department of Justice Appropriations Act, 2000 (Public Law
106- 113, Appendix A, Title I, 113 Stat. 1501A-3, 1501A-20) such sums as may be necessary
for the payment of judgments and comprothise seftlements in the Goodwill Litigation. This
appropriation is 1o remain available until expended. Because an appropriation is avaifable to
pay such judgments and settlements, any Habilities for the Goodwill Litigation should have no
impact on the financial condition of the FRF-FSLIC.
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In addition, the FRF-FSLIC pays the goodwill litigation expenses incurred by DOJ based on 2
Memorandum of Understanding (MOU) dated October 2, 1998, between the FDIC and DOJ.
Under the terms of the MOU, the FRF-FSLIC paid $33.3 miltion and $17.5 miltion to DOJ for
fiscal yoars 2004 and 2003, respectively. DOJ tetums any unused fiscal year funding to the
FRE unless special circumstances warrant these funds be caried over and applied against
curcent fiscal year charges. In April 2003, DOJ rstumed $20 million of unused fiscal year
fands. At September 30, 2003, DOJ had $19.9 miltion in unused funds that were applied
against FY 2004 charges of $53.2 million

s
Paratleling the goodwill cases are eight similar cases alleging that the government breached
agreements regarding tax benefits associated with certain FSLIC-assisted acquisitions. These
agreements allegedly contained the promise of tax deductions for losses incurred on the sale of
certain theift assets purchased by plaintiffs, from the FSLIC, even though the FSLIC provided
the plaintiffs with tax-exempt reimbursement. A provision in the Omnibus Budget
Reconciliation Act of 1993 (popularly referred to as the "Guarini legislation”) eliminated the
tax deductions for these losses.

To date, there have been lability determinations in six of the eight “Guarini” cases. The
United States Court of Federal Claims has entered an award for the plaintiffs in theee of these
cases and appeals have been filed by DOJ. A decision on liability has not been made in the
seventh case, and the eighth case was settled during 2002 for $20 thousand.

The FDIC believes that it is possible that substantial amounts may be paid from the FRF-
FSLIC as a result of the judgments and setifements from the “Guarini litigation.* However,
because the litigation of damages computation is still ongoing, the amount of the damages is
nat estimable at this time.

Representations and Warranties
As part of the RTC’s eﬂbﬁs !o maximize the return from the sale of assets from thrift

and were offered on certain loan sales,
The majority of loans subjcct to these agreements have most likely been paid off or refinanced
due to the current interest rate climate or the period for filing claims has expired. However,
there is no reporting mechanism o determine the aggregate amount of remaining loans,
Therefore, the FDIC is unable ta provide an estimate of maximum expostwe to the FRF, Based
on the above and our history of claims processed, the FDIC believes that any future
representation and warranty Hability to the FRF would be minimal.

5. Provision for Losses

‘The provision for fosses was a negative $58 million and a negative $149 million for 2003 and
2002, respectively. In 2003, the negative provision was primarily due to lower estimated
losses for assets in liquidation and recoveries of net tax benefits sharing from assistance
agreements. The negative provision in 2602 was primarify due to the recoveries of net tax
benefits sharing from assistance agreements,
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6. Resolution Equity

As stated in the Legishative History section of Note 1, the FRF is comprised of two distinct
pools: the FRF-FSLIC and the FRF-RTC. The FRF-FSLIC consists of the assets and [iabilities
of the former FSLIC. The FRF-RTC consists of the assets and liabilities of the former RTC.
Pursuant to fegal restrictions, the two pools are maintained separately and the assets of one
pool are not available to satisfy obligations of the other.

The following table shows the contributed capital, accumulated deficit, and resulting resolution
equity for each pool.

Resolgtion Equity at December 31, 2003

Doliars in Thousands

FRF
FRF-FSLIC FRF-RTC Consolidated
Contributed capita} - beginning 3 44178484 8 82649337 § 126,827,821
A Treasury payments for goodwill settfement 39 [] 30
Less: REFCORP payments 2 (450,600 {450,000)
Contriby ing A4,178514 $2,199.337 126,377,851
tated deficit (41,241.633) (81,721,303 £122,962,936)
Less: Unreali in ilable-far-sal itie 1] 41499 431,499
geficit, net (41,241,633) {81,679,804) (122,921,437}
Total 5 2936881 § $195331 § 3,456,414
Contributed Capitat

To date, the FRF-FSLIC and the former RTC received $43.5 biltion and $60.1 billion from the
U.S. Treasury, respectively. These payments were used to fund losses from thrift resotutions
prior to July 1, 1995. Additionaily, the FRF-FSLIC issued $670 mitfion in capital certificates
to the FICO and the RTC issued $31.3 billion of these instruments to the REFCORP. FIRREA
prohibited the payment of dividends on any of these capital certificates. Through December 31,
2003, the FRF-RTC has returned $4.556 billion to the U.S. Treasury and made payments of
$4.572 billion to the REFCORP. These actions serve to reduce contributed capital.

Accumulated Deficit

The accumulated deficit represents the cumulative excess of expenses over revenue for activity
related to the FRF-FSLIC and the FRF-RTC. Approximately $29.8 billion and $87.9 billion
were brought forward from the former FSLIC and the former RTC on August 9, 1989, and
January 1, 1996, respectively. The FRF-FSLIC accumulated deficit has increased by $11.4
billion, whereas the FRF-RTC accumulated deficit has decreased by $6.3 billion, since their
dissolution dates.

7. Emplayee Benefits

Pension Benefits

Eligible FDIC and term emp with appoi exceeding one
year) are covered by the federal govemment retirement plans, either the Civil Service
Retirement System (CSRS) or the Federal Employees Retirement System (FERS). Although
the FRF contributes a portion of pension benefts for eligible employees, it does not account
for the assets of either retirement system. The FRF also does not have actuarial data for
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accumulated plan benefits or the unfunded Hability relative to eligible employees. These
amounts are reported on and accounted for by the U.S. Office of Personnel Management.

‘The FRF’s pro rata share of pension-related expenses was $2.2 million and $4.6 miltion, as of
December 31, 2003 and 2002, respectively.

Postretirement Benefits Other Than Pensions

Beginning in 2003, the FRF no longer records a tiability for the postretirement benefits of life
and dental insurance as a result of FDIC's change in funding policy for these benefits and
elimiination of the separate entity. In implementing this change, management decided not to
allocate either the plan assets or the revised net accumulated postretirement benefit obligation
(a long-term liability) to FRE duc to the expected dissolution of the Fund in the short-term.
However, FRF does continue to pay its proportionate share of the yearly claim expenses
associated with these benefits,

8 v Relating to the of Cashs Flows

N XsassEaded Prasaber 3l

Doltars in Thousands

2003 2007
Net Income 3 52331 8 430,548
™ Activitics

Change n Anets ad Liabilities;
bl 46,410 Q43790
4223, 329).
i 62) (4758)
Net Cash by Activittes 3 104343 8 271817
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FD

Federal Deposit Insurance Corporation
550 170 St. NW Washinglon DC, 2429 Dapuly 1o the Chairman & Chisf Financial Offcar

February 9, 2004

Mr. David M. Walker

Comptroller General of the United States
4. . General Accounting Office

441 G Street, NW

Washington, DC 20548

Re: FDIC Management Response on the GAO 2003 Financial Statements Audit Report

Dear Mr. Walker:

audit report tited, Financisl Audit; Federal Deposit Insusance Corporation F

Pinancial Stasements, GAD-04-420, The report presents GAQ's opinions on the calendar year 2003
financiat statements of the Bank Insurance Fund (BIF), the Savings Association Insurance Fund (SATF),
and the Federal Savings and Loan Insurance Corporation Resolution Fund (FRF). The report also
presents GAO’s opinion an the effectiveness of FDIC's internal controls as of December 31, 2003 and
GAO’s evaluation of FDIC's compliance with applicable taws and regulations.

‘Thank you for the opportunity to comment on the U. 8. General Accounting Office’s (GAQ) draft
unds’ 2003 and 2002

We are pleased 1o acoept GAO"s unqualified opinions on the BIF, SATF, and FRF financial
statements and to note that there were no material weaknesses identified during the 2003 audits. The
GAO reparted that: the funds’ financial statements were presented fairly and in conformity with U. S
generally accepted accounting principles; FDIC had effective intemal control over financial reporting
(inctuding of assets) and with laws and i and there were no instances
of noncompliance with selected provisions of laws and regulations.

GAO identified the need to improve intemal contral over FDIC's information systems (18) and
issued 2 reportable condition, Although GAO identified weaknesses in FDIC’s IS contrals, the audit team
noted that significant improvements had been made during the past year, and that the weaknesses did not
materially affect the 2003 financial statements. We acknowledge GAO's assessment of both the status
and the substantial progress made in addressing the IS control environment. During 2003, FDIC's
accomplishments included implementation of a recuring IS controls self assessment program,
implementation of more stringent contractor personnel clearance and site security pokicies and
procedures, and establishment of an aggressive patch management program. The FDIC will continue
efforts to strengthen its ongoing, comprehensive information security progsam during 2004.

1f you have any questions or concerns, please let me know.

Sincerely,

(8 Oy

Steven O. App
Deputy to the Chairman
and Chief Financia) Officer
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Madam Chairwoman and Members of the Subcommittee, I am pleased to testify before you
today as you conduct this oversight hearing on the Federal Deposit Insurance Corporation
(FDIC).

The FDIC has a long and successful tradition of maintaining public confidence and stability in
the nation’s financial system. The Corporation reports that financial institutions have recently
bad record earnings. The rate of bank failures has remained at a relatively low level over the
past 10 years, and the Corporation has substantially reduced its estimates of future losses from
failures. Assets held in receiverships are at comparatively low levels, and significant progress
has been made at closing out older receiverships. The insurance funds are now comfortably
above the designated reserve ratio that could otherwise trigger increases in premiums assessed on
insured depository institutions. These are important indicators of a healthy banking system, and
the Corporation can take pride in its positive contributions to each of these areas.

Likewise, I am proud of the accomplishments of the Office of Inspector General (OIG) in
seeking to ensure the Corporation’s successful accomplishment of its mission. The FDIC OIG
was established in 1989, pursuant to the Inspector General (IG) Act Amendments of 1988. The
Congress amended the IG Act in 1993 to designate the IG position at the FDIC as a Presidential
appointment. Since April 1996 I have served as the first FDIC IG appointed by the President.
Thus, my perspective spans many key developments in the FDIC’s recent history, and today 1
offer my thoughts on current challenges at the Corporation and the results of some of our FDIC
mission-related work. At the outset I would like to acknowledge a very significant recent event:
the Congressional confirmation of Thomas J. Curry as the Corporation’s fifth member of the
Board of Directors in December 2003. With this appointment, the Board is now operating at
full-strength for the first time since September 1998—a very positive aspect of its internal
governance structure.

Role of the OIG and Relationship With the Corporation

The role of an IG in any agency is unique. To illustrate—-at the FDIC, although we are an
integral part of the Corporation, unlike any other FDIC division or office, our legislative
underpinning requires us to operate as an independent and objective unit at the same time,
Within that framework, we have two essential roles: through a comprehensive program of
audits, evaluations, and investigations, we (1) independently analyze and report on significant
management and performance challenges facing the Corporation and (2) foster integrity,
accountability, and excellence in FDIC programs and operations. Both the Chairman and Vice
Chairman of the FDIC provide a supportive “tone at the top” that enables us to carry out our
statutory responsibilities. In doing so, we coordinate extensively not only with the Corporation,
but with other federal Offices of Inspector General, the U.S. General Accounting Office, the
Office of Management and Budget (OMB), and for investigations, with the Department of
Justice, Federal Bureau of Investigation (FBI), Secret Service, Internal Revenue Service (IRS),
and other law enforcement agencies. We report our results both to the Chairman of the
Corporation and to the congressional committees with related oversight responsibilities.

We have an excellent working relationship with the Corporation and are committed to continuing
that relationship into the future. This relationship has been established over the years through
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such efforts as issuance of audit reports with recommendations in response to which the
Corporation takes corrective action; monthly meetings with the FDIC’s Audit Committee, where
we present the results of our work to seniormost management; cooperative investigative efforts
and “lessons learned” sharing among OIG special agents and FDIC division and office staffs
regarding their investigations; OIG advisory involvement with major corporate initiatives such as
the redesign of the bank examination process, the new interagency Central Data Repository for
bank call reporting and other regulatory reports, the new solution to better manage bank and
thrift asset servicing functions, and the Chief Information Officer’s Council; OIG review and
comment on proposed corporate policy and strategic planning documents and initiatives; and
frequent and honest communication between OIG management and corporate senior
management in the FDIC’s headquarters and field offices.

Fiscal Year 2003 OIG Program Accomplishments

The OIG continues to add significant value to the FDIC. Net savings to the Corporation,
comparing actual and potential monetary benefits from OIG work to OIG expenses, have
averaged about $294 million annually over the last 5 years. The OIG also provides substantial
non-monetary value to the FDIC with advice and recommendations related to management
practices and the results of our law enforcement operations. In fiscal year 2003, overall results
of OIG audits, investigations, and evaluations included:

$96.8 million in actual and potential monetary benefits (investigations/audits/evaluations)
193 non-monetary recommendations to FDIC management (audits/evaluations)

35 referrals to the Department of Justice

43 indictments/informations

22 convictions

5 employee/disciplinary actions

The more specific major OIG accomplishments for fiscal year 2003 include the following:

*  Opened 40 investigative cases and closed 43. The investigations during the year led to
indictments or criminal charges against 43 individuals and 35 referrals to the Department
of Justice, 22 convictions, 5 employee disciplinary actions, and 1 contractor action. This
resulted in fines, court-ordered restitution, and recoveries of approximately $94 million.

* Referred 24 substantive Hotline allegations for review or investigation and closed
13 cases of which 2 were substantiated.

= Issued 40 audit reports on the results of OIG audit work. These final products identified
$431,473 in questioned costs and approximately $2.1 million in funds that could be put to
better use. The audit reports contained 169 non-monetary recommendations to FDIC
management to improve internal controls and operational effectiveness in diverse aspects
of the Corporation’s operations, including automated systems, contracting, bank
supervision, financial management, and asset disposition. The reports also covered
legislatively mandated reviews of failed financial institutions that resulted in material
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losses to the insurance fund and an independent evaluation of the FDIC’s information
security program for 2003.

» Issued 7 evaluation reports. These final products identified $127,396 in funds that could
be put to better use. The scope of work covered a wide range of issues, which included
studies of the FDIC’s progress in implementing the Gramm-Leach-Bliley Act; the
FDIC’s corporate readiness plan; life-cycle management of information technology
assets; and business continuity planning at FDIC-supervised institutions. The evaluation
reports contained 24 recommendations for improvements that were accepted by the
Corporation. Subjects of evaluations originated from FDIC management requests and
congressional inquiries and within the OIG.

Management and Performance Challenges

Today I would like to present the overall framework under which we carry out the IG mission at
the FDIC—that is, the OIG-identified management and performance challenges. I will also
discuss more specifically the results of some of our efforts to address those challenges. My
remarks are intended to underscore our overarching goal of assisting the Corporation in
accomplishing its mission; explain the extent and focus of OIG coverage; and attest to the
Corporation’s responsiveness to our audit, investigative, and other work.

In the spirit of the Reports Consolidation Act of 2000, we annually identify the top management
and performance challenges facing the FDIC. We have worked with the FDIC to prepare our
annual assessment. These challenges are included in the FDIC’s annual consolidated
performance and accountability report. Our update of the challenges as of December 19, 2003,
was included in the FDIC’s performance and accountability report dated February 13, 2004. The
challenges capture the risks and opportunities we see before the Corporation in the coming year
or more. In addition, these challenges serve as a guide for our work. Notwithstanding the current
strength of the banking industry, the Corporation must continue to be vigilant because challenges
are ever-present and can threaten the Corporation’s success. The OIG identified the following
ten:

Adequacy of Corporate Governance in Insured Depository Institutions
Protection of Consumer Interests

Management and Analysis of Risks to the Insurance Funds
Effectiveness of Resolution and Receivership Activities

Management of Human Capital

Management and Security of Information Technology Resources
Security of Critical Infrastructure

Management of Major Projects

Cost Containment and Procurement Integrity

Assessment of Corporate Performance

The first four challenges address the more global issues confronting the Corporation. I will focus
on our work in these areas followed by more summary coverage of the other six items listed
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which relate more to corporate management and operational challenges. Examples of our work
in all of these areas include audit, evaluation, investigation, and other efforts.

Adequacy of Corporate Governance in Insured Depository Institutions

Corporate governance is broadly defined as the fulfillment of the broad stewardship
responsibilities entrusted to the Board of Directors, Officers, and internal and external auditors of
a corporation. Pubic outcry over recent failures of, and scandals at, major U.S. corporations
attributed at least in part to lax corporate governance led to the passage of the Sarbanes-Oxley
Act of 2002. 1 was pleased to testify before then Chairman Sarbanes and the Senate Committee
on Banking, Housing and Urban Affairs on February 7, 2002, concerning one such failure,
Superior Bank, Hinsdale, Illinois. The FDIC was appointed as receiver of this failed institution
on July 27, 2001, at which time the Corporation recorded an estimated loss to the Savings
Association Insurance Fund of $426 million. We found that the:

* Board of Directors and Officers did not require adequate risk management and
diversification, failed to ensure adherence to laws and regulations, disregarded bank
examiner recommendations, and used flawed accounting practices to overstate the value
of assets.

= "External auditors did not detect material misstatements in the financial statements
resulting from improper accounting.

As a result, dividends and other fund transfers to shareholders totaling over $200 million were
made based on overstated income, substantially increasing the loss recorded by the FDIC at the
time of failure.

We have repeatedly found that inadequate corporate governance at an institution is at the heart of
the most costly bank failures. As mandated by the Federal Deposit Insurance Act, we perform
Teviews to ascertain among other things why a bank’s problems result in material loss to the
insurance funds. (A material loss is generally defined as one exceeding the greater of

$25 million or 2 percent of the institution’s total assets at the time the FDIC is appointed
receiver.) In two material loss reviews completed last year involving the Connecticut Bank of
Commerce, Stamford, Connecticut, and Southern Pacific Bank, Torrance, California, we
concluded that ineffective corporate governance was the primary cause of failures that led to an
estimated loss of almost $200 million to the insurance funds.

Our work on eight other material loss reviews we have conducted since 1993 also identified
inadequate corporate governance as the primary cause of each failure. We found that institutions
pursued high-risk business strategies, implemented lax lending policies, understated loan loss
allowances, ignored auditor and bank exarminer findings, and disregarded or circumvented
various laws and banking regulations. Generally, independent public accountants continued to
issue clean opinions even after bank examiners detected potentially material misstatements in
financial statements.

The FDIC’s mission to help ensure the safety and soundness of the Nation’s financial system is
partly dependent on the reliability of the assertions and financial reporting by institutions.
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Problems with corporate governance can compromise the integrity of information provided to the
FDIC and result in significant losses to the insurance funds.

For its part, the Corporation reports that in response to questions about the applicability of the
Sarbanes-Oxley Act to insured depository institutions that are not public companies, it issued
comprehensive guidance in March 2003, describing significant provisions of the Act and related
rules of implementation adopted by the Securities and Exchange Commission. The guidance
explained how adopting sound corporate governance practices outlined in the Act may benefit
banking organizations, including those that are not public companies, and how several of the
Act’s requirements mirror existing banking agency policy guidance related to corporate
governance. We have an active program of coverage related to corporate governance within the
banking industry that will include a review of the implementation of the Sarbanes-Oxley Act and
related banking regulations this year.

1 turn now to some of our investigative work. In a number of cases, financial institution fraud is

a principal contributing factor to an institution’s failure. Unfortunately, the principals of some of
these institutions-—that is, those most expected to ensure safe and sound corporate governance—
are at times the parties perpetrating the fraud. Our Office of Investigations plays a critical role in
investigating such activity. A recent OIG investigative case illustrates the extent to which fraud

wrecks havoc on an institution.

Oakwgeod Deposit Bank Company: The FDIC closed Oakwood Deposit Bank on February 1,
2002, after the discovery of information indicating irregularities in the amount of deposits
reported in the records of the bank. The FDIC OIG, IRS, and FBI began an investigation shortly
thereafter. On September 5, 2003, the former president and chief executive officer of Oakwood
was sentenced for his role in a bank embezzlement and money laundering scheme that caused the
failure of the 99-year old bank. According to his plea agreement, the former president began
embezzling funds from the bank in 1993. He admitted that he altered bank records and created
paperwork to conceal the embezzlement, which resulted in losses to the bank of approximately
$48.7 million and led to the bank's insolvency. The former president was sentenced to 14 years’
imprisonment to be followed by 5 years of supervised release and was ordered to pay

$48.7 million in restitution.

As part of his guilty plea, the former president forfeited any and all of his interest in property
controlled by Stardancer Casinos Inc. and its subsidiaries as he was an investor and part owner of
Stardancer. He forfeited bank accounts relating to Stardancer and two other companies; real
estate and investments in Florida, Ohio, Texas, and South Carolina; his interest in any of the
Stardancer vessels and equipment; $520,450 in currency seized by the government; and other
properties he owned but that were not identified in the investigation as the proceeds of criminal
activities. As a part of this ongoing investigation, search and seizure warrants were executed on
multiple Stardancer properties, bank accounts, vessels, and offices. Much of the property was
later sold at a Treasury Department auction for a total of approximately $2.2 million.

The FDIC’s Legal Division and Division of Resolutions and Receiverships have provided
invaluable assistance throughout the investigation.
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In the interest of effective communication and information-sharing, our office engages in
frequent dialog with the Corporation regarding these types of ongoing investigations of fraud at
failed and open institutions. We meet with corporate officials in headquarters and field offices
to review the cases highlighted in these reports, discuss trends and findings, and offer ways in
which our werk can facilitate enforcement actions that the FDIC may be pursuing. We also
coordinate closely with the Corporation when working with U.S. Attorneys” Offices on plea
agreements with defendants who have defrauded financial institutions. In such cases, we attempt
to have language included in the plea agreement to have the defendant stipulate to a prohibition
from future participation in the banking industry. We also share with the Corporation “lessons
learned” from such cases of financial institution fraud.

Protection of Consumer Interests

The availability of deposit insurance to protect consumer interests is a very visible way in which
the FDIC maintains public confidence in the financial system. Additionally, as a regulator, the
FDIC oversees a variety of statutory and regulatory requirements aimed at protecting consumers
from unfair and unscrupulous banking practices. The FDIC, together with other primary Federal
regulators, has responsibility to help ensure bank compliance with statutory and regulatory
requirements related to consumer protection, civil rights, and community reinvestment. Our
recent coverage in this area includes the following:

Gramm-Leach-Bliley Act (GLBA) Compliance: Title V of the GLBA established major
privacy provisions under two important subtitles, A and B. One provides a mechanism to
protect the confidentiality of a consumer’s nonpublic personal information. The other
prohibits “pretext calling,” which is a deceptive practice used to obtain information on the
financial assets of consumers. The FDIC had made progress in implementing GLBA Title V
provisions related to safeguarding customer information and privacy notice requirements and
modest progress in implementing provisions related to fraudulent access to financial
information, and in particular identity theft and pretext calling. We recommended
meodifications to related examination procedures to ensure full implementation of GLBA
Title V privacy provisions and issuance of standardized guidance for reporting institution
compliance with standards for safeguarding customer information. The Corporation issued
guidance addressing our findings in a Regional Directors Memorandum.

Fair Lending: The Fair Lending Act is generally intended to eliminate discrimination in
bank lending practices. The FDIC performs compliance examinations to help ensure that the
institutions it supervises comply with this Act and other statutory requirements. We found
that interagency fair lending procedures used in these examinations did not provide adequate
guidance for conducting reviews of FDIC-supervised institutions, particularly on issues
related to conducting reviews of small banks, banks that are not otherwise required to collect
certain personal information, or commercial loan products. Also, due to the lack of available
monitoring and demographic data, examiners were often unable to determine the potential for
discrimination for many of the prohibited bases covered by the Fair Housing Act and the
Equal Credit Opportunity Act. The Corporation issued supplemental guidance, conducted
workshops, and initiated a referral and consultation program for its examiners to address the
issues identified in our report.
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Another area where the OIG is involved with Consumer Protection relates to our investigative
cases regarding misrepresentations of FDIC insurance or affiliation to unsuspecting consumers.
Recently our Electronic Crimes Team has been involved in investigating emerging e-mail
“phishing” identity theft schemes that have used the FDIC’s name in an attempt to obtain
personal data from unsuspecting consumers who receive the emails. Our investigations have also
uncovered multiple schemes to defraud depositors by offering them misleading rates of returns
on deposits. These abuses are effected through the misuse of the FDIC’s name, logo,
abbreviation, or other indicators suggesting that the products are fully insured deposits. Such
misrepresentations induce the targets of schemes to invest on the strength of FDIC insurance
while misleading them as to the true nature of the investments being offered. These depositors,
who are often elderly and dependent on insured savings, have lost millions of dollars in such
schemes. In one case, $9.1 million worth of certificates of deposit were misrepresented to about
90 investors, most of whom were elderly. Abuses of this nature not only harm innocent victims
but may also erode public confidence in federal deposit insurance.

Qur experience with such cases prompted us on March 4, 2003, to submit to Chairman Oxley a
legislative proposal to prevent misuse of the Corporation’s guarantee of insurance. This proposal
was incorporated in H.R. 1375: Financial Services Regulatory Relief Act of 2003, approved by
the House Financial Services Committee by voice vote on May 20, 2003. Section 615 of HR.
1375, as we suggested, would provide the FDIC with enforcement tools to limit
misrepresentations regarding FDIC deposit insurance coverage. We appreciate the Committee’s
support of this proposal.

Management and Analysis of Risks to the Insurance Funds

The FDIC seeks to ensure that failed financial institutions are and continue to be resolved within
the amounts available in the insurance funds and without recourse to the U.S. Treasury for
additional funds. Achieving this goal is a significant challenge because the insurance funds
generally average just over 1.25 percent of insured deposits and the FDIC supervises only a
portion of the insured institutions. In fact, the preponderance of insured assets are in institutions
supervised by other Federal regulators. Therefore, the FDIC has established strategic
relationships with the other regulators surrounding their shared responsibility of helping to
ensure the safety and soundness of the Nation’s financial system. Economic factors also can
pose a considerable risk to the insurance funds. The FDIC actively monitors such factors as
interest rate margins and earnings in the financial sector in an effort to anticipate and respond to
emerging risks.

One of the key tools used by the FDIC is its safety and soundness examination process which,
when combined with off-site monitoring and extensive industry risk analysis, generally provides
an early warning and corrective action process for emerging risks to the funds. The FDIC
examiners operate in a rapidly changing risk environment due to such factors as technology, the
routine introduction of new and more complex banking products, and the threat of terrorist
activity. Therefore, we focus considerable audit resources on the various examination processes
used by the FDIC to achieve its mission. Our recent coverage in this area includes the following
audits:
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Prompt Corrective Action (PCA): Capital is an important part of reducing or eliminating
losses to the insurance funds in the event of a failing or failed financial institution. The
Federal Deposit Insurance Act and implementing regulations require progressive action to be
taken in the event institution capital declines below a “well-capitalized” level up to and
including closing the institution in the event it is critically undercapitalized without a sound
plan for recovery. We concluded that because of PCA provisions, insurance fund losses were
prevented in cases where the sufficiency of remaining capital facilitated the sale of the
institution, and losses were reduced when institutions were closed before they became
insolvent.

We identified a number of factors that delay the use of PCA and impact the effectiveness of
its capital-related provisions. We also observed that the FDIC seldom used the non-capital
provisions of PCA. These provisions would permit regulators to take progressive action
based on factors other than capital. Our analyses of these provisions indicated that they do
not provide objective or measurable criteria for implementation and, in some instances,
placed restrictions on their use. We concluded that legislative and regulatory changes were
required if the Congress desires to add uniform bank performance ratings or some other
objective criteria as the trigger for implementing the non-capital provisions or allow earlier
implementation of corrective action. We included several options to improve the
effectiveness of PCA in our semiannual report to the Congress.

USA PATRIOT Act Implementation: The USA PATRIOT Act broadens the authority and
required regulations to combat money laundering that were already established under the
Bank Secrecy Act of 1970, as amended. The Bank Secrecy Act was intended to deter banks
and other financial service providers from being used as intermediaries for, or to hide the
transfer or deposit of money derived from, criminal activity. Among other provisions, the
USA PATRIOT Act expanded the: due diligence requirements related to customer
identification; the anti-money laundering umbrella to include industries not previously
subject to these provisions such as sellers and redeemers of money orders; and criminal
sanctions for money laundering.

We determined that the FDIC’s existing Bank Secrecy Act examination procedures covered
the USA PATRIOT Act requirements to some degree, and the FDIC had advised the
institutions it supervises of the new requirements in cases in which the Department of the
Treasury had issued final rules. However, the FDIC had not issued guidance to its examiners
for those provisions requiring new or revised examination procedures. This delay in issuing
examination guidance was of particular concern where Treasury had issued final rules
addressing money laundering deterrents and verification of customer identification. The
FDIC took swift action to issue interim examiner guidance as a result of our audit.

Effectiveness of Resolution and Receivership Activities

One of the FDIC’s primary corporate responsibilities includes planning and efficiently handling
the resolutions of failing FDIC-insured institutions and providing prompt, responsive, and
efficient administration of failing and failed financial institutions. In this regard, protecting the
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depositors of insured banks and savings associations is a unique responsibility for the FDIC.
Notably, since the FDIC’s inception over 70 years ago, no depositor has ever experienced a loss
of insured deposits at an FDIC-insured institution due to a failure.

During 2003, the FDIC resolved three financial institution failures. These failed institutions had
a total of $1.1 billion in assets and $908.6 million in deposits. Within 1 business day after each
failure, the FDIC had issued payout checks to insured depositors, or worked with open
institutions to ensure that depositors had access to their insured funds. In addition, the FDIC
continues to manage over $800 million in total assets in liquidation from these and past
institution failures.

Given the importance of this aspect of the FDIC mission, we performed recent reviews covering
several significant areas. Of particular note, we evaluated the FDIC Corporate Readiness Plan
for responding to a series of institution failures. We found that the FDIC readiness planning was
sufficient to handle a wide range of institution failures without significantly disrupting the
accomplishment of other key aspects of the corporate mission. This means that insured
depositors will likely receive prompt access to their deposits in the event of one or a series of
smaller bank faitures. The FDIC is also working on plans to resolve the failure of a megabank
that we plan to evaluate in the near future. The OIG’s other work in the resolution and
receivership area includes the following:

Insurance Determinations: We found that the FDIC was making accurate insurance
determinations for over 99 percent of the dollars reviewed. In the interest of process
improvement and possible cost savings, we recommended a process be established to test the
accuracy of insurance determinations and evaluate the test results in relationship to
established benchmarks. The Corporation will be addressing our recommendation as part of
its ongoing deposit insurance claims reengineering process.

Receivership Management: The FDIC uses a Service Costing System to ensure that FDIC-
established receiverships are properly billed for their fair share of indirect expenses. In the
10-month period ended October 31, 2003, the FDIC billed 120 receiverships over

$33 million. We found that during 2003, the FDIC process for billing receiverships had
improved. However, we identified opportunities to enhance the FDIC’s ability to document
that established rates were fair and reasonable. The Corporation will be improving analyses,
enhancing reports and cost data, and conducting training to provide greater assurance that
receiverships are properly billed.

Asset Valuations: We found that for the two FDIC-insured depository institutions that we
reviewed, asset valuations for traditional assets sold were reasonably accurate. Valuations for
non-traditional, or unique, assets varied substantially from the actual net sales proceeds. We
recommended measures to improve the Corporation’s valuation of non-traditional assets. In
response to our audit, the Corporation modified its performance reporting and has established
a strategic goal for reviewing best practices and developing procedures for valuing unique
assets.



114

The FDIC initiated a number of projects in 2003 to better manage and leverage its resources to
meet potential challenges in the resolution of future financial institution failures. These projects
include the Corporate Readiness Plan discussed above, the Asset Servicing Technology
Enhancement Project, a lessons learned from bank failures symposium, and a Web site to
provide instant access to the most current information available to institutions via the Internet.

As referenced earlier, the OIG’s Office of Investigations coordinates closely with the FDIC’s
Division of Resolutions and Receiverships and with the Legal Division regarding ongoing
investigations involving fraud at failed institutions, fraud by FDIC debtors, and fraud in the sale
or management of FDIC assets. In particular, investigators coordinate closely with the
Corporation to address issues arising in connection with the prosecution of individuals who have
illegally concealed assets in an attempt to avoid payment of criminal restitution to the FDIC. As
of September 30, 2003, the FDIC was owed approximately $1.7 billion in criminal restitution. In
most cases, the convicts subject to restitution orders do not have the means to pay. We focus our
investigations on those individuals who do have the means to pay but hide their assets from
and/or lie about their ability to pay. We are having success in this area, as evidenced by the
recent charging of the former Chief Executive Officer of Sunbelt Savings in a 21-count
indictment, which included seven counts of concealing assets from the FDIC. This individual
engaged in a scheme to defraud the FDIC of its payments under a $7.5 million restitution order
and an $8.5 million civil judgment. If convicted, he faces a maximum sentence of 125 years’
imprisonment and a $5.5 million fine and restitution.

We meet quarterly with corporate representatives to discuss developments in these cases of
mutual interest. We are currently working with the Corporation on a project to establish a
common methodology for preservation of records, including electronic records, at bank closings.
Through our Electronic Crimes Team, we share data we have imaged at bank closings and
provide advice on technology that could be useful to the FDIC at bank closings.

Corporate Management and Operational Challenges

Inow will speak to more internal management and operational challenges facing the
Corporation.

In August 2001, President Bush launched the “President’s Management Agenda” (PMA)
targeted to address the most apparent deficiencies in government where the opportunity to
improve performance was the greatest. The President called for a government that is active but
limited, that focuses on priorities and does them well. The FDIC, to its credit, has given priority
attention to improving operational efficiency and effectiveness, consistent with the principles set
forth in the PMA. That being said, the Corporation faces several continuing challenges, most
notably in the areas of human capital, management and security of information technology
resources, and stewardship of resources. The Corporation also needs to continue to focus on
performance measures to track progress on all of its corporate goals and objectives.

Human capital issues pose significant elements of risk that interweave all the management and

performance challenges facing the FDIC. The FDIC has been in a downsizing mode for the past
10 years as the workload from the banking and thrift crises has been accomplished. As a result,

10
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FDIC executives and managers must be diligent and continually assess the goals and objectives,
workload, and staffing of their organizations and take appropriate steps to ensure that the
workforce has the right experience and skills to fulfill its mission. The Corporation has created
the Corporate University to address skill levels and preserve institutional knowledge in its five
main lines of business. The Corporation is also in the process of revamping its compensation
program to place greater emphasis on performance-based incentives.

We recently completed an evaluation in which we concluded that the Corporation’s human
capital framework addresses the underlying buman capital concepts that the Office of Personnel
Management, Office of Management and Budget, and the U.S. General Accounting Office
consider vital to successful human capital management. We did, however, recommend and the
FDIC agreed to strengthen its human capital program by institutionalizing the Human Resources
Committee, an element of its human capital framework, and developing a human capital
blueprint. Taking these actions will sustain the FDIC’s long-term commitment and focus on
strategic human capital management and will maintain transparency in the development,
implementation, and monitoring of human capital initiatives. We have a series of reviews
planned to address the various components of the Corporation’s buman capital program, with the
next being strategic workforce planning.

Management and security of information technology resources remains one of the
Corporation’s most expensive and daunting challenges. Information technology (IT) continues
to play an increasingly greater role in every aspect of the FDIC mission. Our work required
under the Federal Information Security Management Act of 2002 has shown that the Corporation
has worked hard to implement many sound information system controls to help ensure adequate
security. However, daunting challenges remain due to the ever-increasing threat posed by
hackers and other illegal activity. We have urged the FDIC to stay the course in developing an
enterprise-wide IT architecture that maps the current and “to be” states of business processes and
the supporting information systems and data architecture. Additionally, we have emphasized
completing system certification and accreditation processes to test the security of deployed IT
assets. We have completed and ongoing assignments covering the IT capital planning and
investment control process to assist the Corporation in this area. Finally, we are pleased that the
Corporation has appointed a permanent Chief Information Officer to guide its IT efforts,
particularly from a strategic standpoint, but many key IT security positions remain to be filled,
and the Corporation is in the midst of an internal assessment aimed at improving the skill mix of
its IT personnel and business processes.

Stewardship of resources has been a focus of the FDIC’s current Chairman. As steward for the
insurance funds, the Chairman has embarked on a campaign to identify and implement measures
to contain and reduce costs, either through more careful spending or assessing and making
changes to business processes to increase efficiency. We are initiating a number of audits in the
near future to assist the Chairman in his efforts.

A key challenge to containing costs relates to the contracting area. The Corporation has taken a
number of steps to strengthen controls and oversight of contracts. However, our work in this
area continues to show further improvement is needed to reduce risks, such as consideration of
contractor security in acquisition planning and oversight of contractor security practices. We

11
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also have a contract audit program that looks at the reasonableness and support for billings on
significant Corporation contracts and, as needed, evaluates contract award processes. Over the
past 2 years, we have issued 15 reports with potential monetary benefits of $4.2 million, and we
have recommended various means for protecting the Corporation’s interests in the contracting
arena.

An emerging risk that we have identified is project management. The FDIC is engaged in
several complex multi-million dollar software development projects as well as the construction
of Phase II of its Virginia Square facility. We have done several reviews of these projects, and
each pointed to the need for improved defining, planning, scheduling, and controlling of
resources and tasks to reach goals and milestones. The Corporation has included a project
management initiative in its 2004 performance goals and established a program management
office to address the risks and challenges that these kinds of projects pose.

Assessment of corporate performance is a key challenge because good intentions and good
beginnings are not the measure of success. What matters in the end is completion: performance
and results. To that end, the Government Performance and Results Act (Results Act) of 1993
was enacted to improve the efficiency, effectiveness, and accountability of federal programs by
establishing a system for setting goals, measuring performance, and reporting on
accomplishments. The current administration has raised the bar further in this area. Specifically,
OMB is using an Executive Branch Management Scorecard to track how well departments and
agencies are executing the management initiatives, and where they stand at a given point in time
against the overall standards for success. OMB has also introduced the Program Assessment
Rating Tool (PART) to evaluate program performance, determine the causes for strong or weak
performance, and take action to remedy deficiencies and achieve better resuits.

The Corporation has made significant progress in implementing the Results Act, with which it is
required to comply. Over the years, it has developed more outcome-oriented performance
measures, better linked performance goals and budgetary resources, and improved processes for
verifying and validating reported performance. While the FDIC is not included on the
Management Scorecard nor required to submit a PART to the OMB, some of the Corporation’s
divisions have begun using a “scorecard” approach to monitoring and evaluating performance,
and we encourage broader use of these tools.

My office has played an active role in evaluating the Corporation’s efforts in this area. We have
conducted reviews of the processes used for verifying and validating data and made
recommendations that the Corporation adopted. We have also evaluated the Corporation’s
budget and planning process and intend to do so again because significant changes have been
made to bring down the cost of formulating and executing the budget and more effectively link it
to performance goals. Finally, as part of the Corporation’s overall planning process, we provide
input and our perspective annually on the FDIC’s strategic goals and objectives. In doing so, we
have pointed to the need to better align the strategic and annual planning process under the
Results Act with the separate process used to develop detailed annual corporate performance
objectives and initiatives designed to accomplish the Chairman’s priorities.

12
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Conclusion

Madam Chairwoman, in closing, I would like to reiterate several points I made earlier. Members
of my office are committed to continuing to carry out the IG mission at the FDIC and privileged
to be public servants with the responsibility for doing so. The OIG has an excellent working
relationship with the Corporation. 1 hope my remarks have served to shed light on the types of
issues we have been raising and resolving with the Corporation over the last several years, and I
appreciate this Subcommittee’s suppott of our efforts. I invite you to visit our Web site:
www.fdicig.gov for further information about the OIG and for the full text of reports discussed
in my testimony today. I would be pleased at this time to answer any questions that you or the
other Subcommittee Members may have.

13
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Chairwoman Kelly, Congressman Gutierrez and members of the Subcommittee,
thank you for the opportunity to testify at today’s oversight hearing on the Federal
Deposit Insurance Corporation. My testimony will briefly discuss the condition of the
deposit insurance funds, the need for deposit insurance reform, the condition of the
banking industry, and our efforts to reshape the FDIC for the future. Much of my
testimony will focus on the issues facing the industry and the regulatory community and

the initiatives the FDIC is taking to address these issues.

The Condition of the Deposit Insurance Funds

The strong performance of FDIC-insured institutions is reflected in the strength
and soundness of the FDIC insurance funds. As of December 31, 2003, the balance in
the Bank Insurance Fund (BIF) represented 1.32 percent of estimated BIF-insured
deposits, well above the statutory target reserve ratio of 1.25 percent. The Savings
Association Insurance Fund (SAIF) ratio stood at 1,37 percent at yearend 2003. The BIF
reserve ratio rose during 2003 as expected losses fell, while the SAIF reserve ratio
remained essentially unchanged from yearend 2002.

In November 2003, the FDIC Board of Directors voted to maintain the existing
BIF and SAIF premium rate schedules for the first-half of 2004. The FDIC’s analysis
indicates that it is unlikely the reserve ratio for either fund will fall below 1.25 percent
during this period. As a result, most FDIC insured institutions will not pay deposit
insurance premiums during the first-half of 2004.

However, the FDIC does not expect the BIF and SAIF reserve ratios to continue
to rise going forward. Although the FDIC forecasts little in the way of insurance losses

in the near term, we expect at least moderate deposit growth. BIF and SAIF reserves for
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expected bank failures are already at low levels and the funds will not benefit from
unrealized gains on their portfolios of Treasury securities in a moderately increasing or
stable interest rate environment. Thus, it is likely that the interest income generated by
the funds will not support the expected rate of BIF- and SAIF-insured deposit growth,

and the reserve ratios will decline even in the absence of significant bank failure activity.

Deposit Insurance Reform

An effective deposit insurance system contributes to America's economic and
financial stability by protecting depositors. For more than three generations, our deposit
insurance system has played a key role in maintaining public confidence.

While the current system is not in need of a radical overhaul, flaws in the system
could actually prolong an economic downturn, rather than promote the conditions
necessary for recovery. As you know, there are three elements of deposit insurance
reform that the FDIC regards as most critical: merging the funds, improving the FDIC's
ability to manage the fund and pricing premiums properly to reflect risk. These changes
are needed to provide the right incentives to insured institutions and to improve the
deposit insurance system's role as a stabilizing economic factor, while also preserving the
obligation of banks and thrifts to fund the system. There is widespread general
agreement among the bank and thrift regulators for these reforms and the House of
Representatives has demonstrated its agreement twice by passing reform legislation. 1
am hopeful that deposit insurance reform legislation will be enacted this year, and I thank

you for your efforts in this regard.
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The Condition of the Industry

FDIC-insured institutions are as healthy and sound as they have ever been. The
industry earned a record $31.1 billion in the fourth quarter of 2003, marking the fourth
quarter in a row that earnings set a new high. The results for the fourth quarter also
brought the industry's earnings for the full year to a record $120.6 billion, surpassing the
previous annual record of $105.1 billion set in 2002. The return on assets (ROA) in the
fourth quarter and for the entire year was 1.38 percent, equaling the quarterly record set
earlier in the year and easily surpassing the previous all-time annual high of 1.30 percent
in 2002.

Underlying the current financial strength of the industry has been the cumulative
effects of the ten-year economic expansion of the 1990s and certain factors that tended to
insulate banks from the most severe effects of the 2001 recession. Improvements in
underwriting and risk management practices helped to limit the effect of credit losses on
industry earnings during and after the recession. Meanwhile, strong growth in mortgage
loans and a steep yield curve helped boost the net operating income of the industry. Asa
result, the banking industry has been one of the leading sectors of the economy in the
current economic recovery.

But we cannot simply assume that the economic environment of the next decade
will necessarily be as favorable to the industry as our recent experience. The world is
changing in unprecedented ways.

The FDIC sees several trends that could pose difficulties for the banking industry
in the future. One potential difficulty arises from future higher interest rates. It is
inevitable that interest rates will eventually rise from their current, historically low levels,

and this will pose a particular challenge to mortgage lenders. The sharp slowdown in
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mortgage refinancing in recent months has the effect of making mortgage lenders even
more vulnerable than usual to the effects of higher interest rates.

Another potential difficulty for the industry arises from a rapid increase in
household indebtedness. The lowest mortgage rates in more than a generation have
prompted households to take ont $1.4 trillion in new mortgage debt since the end of
2001. This unprecedented level of borrowing raises concerns not about credit quality, but
about the sustainability of growth in consumer spending. Associated with these concerns
is the possibility that low mortgage rates could be contributing to home price volatility in
some housing markets that have outperformed the rest of the nation in recent years.

Household indebtedness also has increased as a result of a revolution in consumer
lending. This revolution, brought about by advancements in technology and market-
based financing, has created a system with unprecedented access to credit and
convenience in its use. These changes helped make it possible for the household sector to
largely support the U.S. economy during and after the 2001 recession. However, one side
effect of this revolution is a world where personal bankruptcy filings exceed 1.5 million a
year. This trend is not solely a consequence of the recession—bankruptcies averaged
over 1.1 million per year in the late 1990s when the economy was booming. The
challenge for consumer and mortgage lenders is to identify the changes that have
occurred in household finances and effectively manage the new risks inherent in these
lines of business.

In addition to the potential problems raised by these macroeconomic trends, the
FDIC is closely monitoring the economic fundamentals of certain commercial real estate

markets, principally in the Southeast and the West. Some institutions have high loan
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concentrations in these markets, although overall bank loan performance in this sector

remains very solid at this stage.

FDIC Financial Statement and Annual Budget

The FDIC takes very seriously its stewardship responsibilities for the deposit
insurance funds. The General Accounting Office audits the financial statements of the
BIF, SAIF, and FSLIC Resolution Fund in accordance with statutory requirements. For
2003, the FDIC received a clean financial opinion for the twelfth consecutive year.

In addition, the FDIC has aggressively sought to reduce personnel, leasing and
information technology costs. The FDIC’s 2004 Corporate Operating Budget of $1.1
billion is slightly below the 2003 budget. When combined with anticipated investment
spending of $115 million in 2004 for multi-year investment projects previously approved
by the Board, total 2004 spending is expected to total approximately $1.2 billion. The
approved budget will provide funds for the projected 2004 workload of the Corporation's
three major business lines—Insurance, Supervision, and Receivership Management—as
well as its major program support functions. It provides increased funding next year for
policy and banking research, financial risk measurement, and the FDIC's newly-

established Corporate University.

Reshaping the FDIC for the Future

In response to the banking and thrift crisis of the late 1980s and early 1990s, the
FDIC substantially increased its workforce, However, the FDIC has been in a period of
downsizing for the past ten years, declining from a peak of 23,000 employees in 1992

(FDIC and Resolution Trust Corporation combined) to about 5,300 employees today.
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Having come through a long period of downsizing, the FDIC is now in an era of
constant change. The number of banks, for example, continues to decrease while their
average size and complexity increases. These changes mean that the FDIC must
continually adjust the size of its workforce and the composition of the skills among its
employees. We have taken the following steps to position the FDIC as a flexible
organization with a forward looking posture:

Building a Flexible, Permanent Workforce. The FDIC has streamlined its
organizational structure over the past two years and delegated greater decision making
authority throughout the corporation to allow for quicker and more effective decisions.
Further, in order to have the greatest flexibility in reassigning employees where they are
needed, the FDIC established a training program as part of our “Corporate University.”
Employees cross-train in other areas and gain a corporate perspective on the different
activities conducted by the FDIC as deposit insurer, regulator and receiver of failed
institutions.

Establishing Clear Performance Expectations and Incentives. If the FDIC is to

keep pace with the challenges posed by a rapidly evolving financial sector, we must
maintain a highly skilled workforce that is performing at the highest levels. This requires
that appropriate incentives are in place to recognize and reward performance. The FDIC
has taken considerable steps over the past two years toward establishing a culture that
provides a direct link between performance and rewards. We instituted a “pay for
performance” program for all employees in the organization that links the amount of
compensation to an employee’s achievement of corporate goals. FDIC’s executives no
longer receive automatic pay increases for satisfactory performance, but are subject to

“pay at risk” completely dependent on their accomplishments.
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As I have noted, the FDIC’s statutory framework has a number of flexibilities in
the pay, benefits and job classification areas that we are already putting to good use. But
there is far more that we could do if we had the flexibility to fine tune that package so it
promotes the utmost in performance and excellence. In January, the GAO issued a
report, Implementing Pay for Performance at Selected Personnel Demonstration
Projects. The report notes that there is a growing understanding that the federal
government needs to fundamentally rethink its current approach to pay and better link
pay to individual and organizational performance. GAO notes that Congress has taken
important steps to implement results oriented pay reform and modern performance
management systems across the government. The FDIC is carefully analyzing the
current flexibilities we have, and the additional authorities that we could use, to best
complete our mission of preserving the public’s trust in the nation’s banks and the deposit
insurance system. At a later time, we will propose legislation that will allow us to hire
employees for specific needs with more flexibility, hire executives with the same
flexibilities enjoyed by other agencies, retain employees with an increased emphasis on

performance and more closely link compensation to contributions.

FDIC Advisory Committee

One of my priorities as Chairman was to establish an advisory committee at the
FDIC. The FDIC Advisory Committee on Banking Policy was chartered in February
2002 and, just recently, had its charter renewed. The Advisory Committee is composed
of 12 members who represent a cross-section of distinguished leaders from all over the
country and from many disciplines, including academia, economics, financial services,

private industry, public affairs, and the public interest community. The Committee has
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provided the agency with valuable insights on banking-related issues as well as on
corporate management, operations, and structure.

The FDIC Advisory Committee was established under the Federal Advisory
Committee Act (FACA), which, among other things, generally requires that meetings of
advisory committees be open to the public. Under current law, the FDIC must follow
FACA’s procedures and requirements when establishing or using committees to provide
advice or recommendations to the agency relating to its supervisory responsibilities.

As useful as the Advisory Committee has been to the FDIC, it (and any future
advisory committees) would be even more useful if the FDIC had an exemption to FACA
similar to the Federal Reserve System’s exemption. The banking industry and the way
banks deliver products and services are changing rapidly; the FDIC must be able to keep
abreast of these changes and their effect on the ability of banks to respond to customer
and community needs. Because the kind of information that the FDIC needs can be
sensitive, public meeting requirements could prevent the FDIC from obtaining frank,
open, and candid advice from industry and community representatives and the customers
the banks serve.

To solve this problem, we requested an amendment last year to FACA as part of
our suggested regulatory burden relief proposals that would provide the FDIC and the
other federal banking agencies, which share similar concerns, with an exemption similar
to that already provided by law to the Federal Reserve System. This amendment would
enable the regulatory agencies to more effectively establish and use committees to
provide advice and recommendations with respect to safety and soundness, product and

service developments and delivery, consumer issues affecting supervised institutions, and
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deposit insurance issues, without concerns that confidential information will be publicly

disclosed.

Industry Challenges for the Future

There is a well known adage that generals are always well prepared to fight the
last war. One of my chief goals as Chairman of the FDIC has been to ensure that the
FDIC is ready to fight the next one. In that regard, I asked the FDIC to undertake a study
of the Future of Banking in America in order to chart likely trends in the next 5 to 10
years, and to anticipate the issues that will confront the industry and the regulatory
community. The FDIC is nearing the end of this study and I would like to share with you
some of its findings and also discuss some of the initiatives the FDIC is taking to address
these and other issues.

The view of banking presented in our study is of a strong, competitive industry
that continues to serve vital economic purposes. Within the banking industry, the FDIC
has concluded that each of the three main sectors—community banks, regional and other
mid-size banks, and the largest banking organizations—has favorable prospects for the
years immediately ahead.

In presenting this view, however, the FDIC is mindful of the ever-changing nature
of the financial market. One of the primary ongoing changes highlighted by the Furure of
Banking study is banking industry consolidation into fewer, larger organizations. Since
the mid-1980s, consolidation has reduced the number of federally-insured banks and
thrifts from just over 18,000 to just under 9,200. During the 1980s and early 1990s,

much of that consolidation occurred as a result of bank and thrift failures. But during the
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1990s, consolidation proceeded apace throngh voluntary mergers and charter
consolidation within holding companies.

From 1984 to June 2003, the share of industry assets held by the ten largest
insured banking organizations rose from approximately 19 percent to just over 44
percent. Similar trends are evident in the concentration of industry deposits and
revenues, where the share of the top ten organizations now stand at 40 percent and 44
percent, respectively. Currently, the combined assets of the 18 largest insured banking
organizations are greater than the combined assets of the more than 7,800 other banking

companies.

Large Institutions

The greater size and complexity of some of our largest institutions pose
significant challenges for management, supervisors, and the deposit insurance funds. The
FDIC works closely with its fellow regulators to monitor the performance of large banks.
Toward that end, the FDIC has placed dedicated examiners in the eight largest insured
institutions. In addition, FDIC examiners continually analyze and review all institutions
with assets greater than $25 billion, either by assigning full-time examiners to those
banks for which the FDIC is the primary federal regulator or by communicating closely
with the institution’s primary federal regulator.

Bank supervisors continue to adapt to the consolidation trend and have
encouraged the use of cutting-edge risk management methods that require both
sophisticated analysis and sound judgment. The Basel II Accord, which, as you know, is

an international initiative to improve the system of evaluating capital adequacy at the
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largest banks, is an example of supervisors’ attempts to encourage the use of advanced
risk-management techniques.

Basel II. As Ihave testified before, the outcome of the current deliberations on
Basel II is of crucial importance. There are significant issues relating to the adequacy of
the capital requirements coming out of the Accord that must be addressed, in the FDIC’s
view, before the Basel document should be endorsed as the basis for national rulemaking
processes. If these issues can be resolved—and the will to do so clearly exists—the result
will be an international agreement that will serve our financial system well.

If Basel I were implemented without change to the capital formulas now being
contemplated, the result most likely would be, over time and on average, a substantial
decline in risk-based capital requirements. While some reduction in risk-based capital
requirements may be appropriate, any reduction in capital requirements must be justified
by the underlying risk, and must not simply result from unrealistic modeling assumptions.

At present, the Basel II formulas contain certain assumptions, made in the name
of simplicity, that can in some situations substantially underestimate the true economic
capital requirement. To offset this possible bias, supervisors have assumed that they will
be able to require banks to provide appropriately conservative risk assessments in the
formulas. Banks’ comment letters, and the FDIC’s own experience, suggest that
determining these appropriately conservative assessments will be easier said than done.
The FDIC is working closely with the other U.S. agencies and the Basel Committee to
address the banks’ legitimate concerns, the interests of bank supervisors, and the FDIC’s
interests as deposit insurer.

The FDIC’s other fundamental concern with the Accord, as now drafted, is that its

Pillar 1 minimum capital requirements are inconsistent with current U.S. regulatory

i1



130

practice. The draft Accord explicitly provides that the current amount of capital required
for a bank cannot decrease by more than 20 percent during the first two years of
implementation. Thereafter, there is no lower boundary on the amount of capital that is
necessary to meet regulatory capital requirements. Absent a regulatory minimum capital
requirement, bank capital would be governed solely by the Basel formulas, supplemented
by the exercise of supervisory judgment.

The statistical estimation of a bank’s future loan losses and operational losses is
subject to great uncertainty. The capital formulas in Basel II's advanced approaches
reflect specific modeling choices, important simplifying assumptions, calibration based
on historical data and a degree of political compromise. Moreover, the Basel formulas
neither measure, nor provide capital against, other important risks that banks face, such as
interest rate risk on loans outside the trading account and liquidity risk. The smaller the
economic capital required by these formulas, the greater the likelihood that the
requirements are driven by the assumptions and limitations of the formulas, rather than
by underlying risk. For these reasons, the FDIC believes that clear minimum capital
standards, such as those we have in our country’s Prompt Corrective Action (PCA)
requirements, are needed to complement the output of any risk based capital framework.

The FDIC does not intend to try to export our country’s PCA framework to the
rest of the world. Nevertheless, we believe it is important that the Accord not appear to
explicitly repudiate a cornerstone of U.S. legislative and regulatory policy toward the
federal safety net underlying insured depository institutions. There is no disagreement
among the U.S. regulators on this issue that I am aware of, and we believe it is an issue

that can be resolved to the satisfaction all Basel committee members.
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Looking to the future, we expect that at the appropriate time there will be a robust
debate in the U.S. about the appropriate levels of the leverage ratio requirements
imbedded in the PCA regulations. We believe the result of that debate will be a capital
regulatory structure that integrates Basel II with the PCA framework in a way that

strengthens the U.S. financial system.

Community Banking

The consolidation trend also has led to concerns about the long-term viability of
community banking. The challenge from non-bank competitors, such as credit unions,
brokerage firms and insurance companies, and the effects of deregulation have—along
with technology—created a world that, in general, favors fewer and larger institutions.

Much of this concern has come from the exodus of many small banks from rural
communities where demographic shifts have taken the most significant toll. However,
there 1s reason to believe that community banking is not disappearing. The data show
that the location of community banking is shifting from rural areas to faster-growing
suburbs with population growth and economic vibrancy. Nonetheless, the number of
community banks overall has shrunk from about 14,000 in 1985 to about 7,400 today, a
drop of approximately 47 percent. Many expect this trend to continue, but we believe the
picture is more complex.

Many rural areas in America are suffering from a depopulation trend and are often
dependent upon declining industries. These areas are likely to lose more community
banks going forward. However, densely populated areas with strong economic growth
are likely to see new bank formation. Some 1,100 new banks have been chartered in the

past ten years, primarily in fast-growing suburban areas.
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The large number of new bank charters reflect healthy competition. There are
low barriers to entering the U.S. banking system, which is an important structural feature
that helps to ensure a vibrant industry. Consolidation would be a much greater concern in
a stagnant industry.

In the FDIC’s view, the community-banking business model is viable and the
FDIC expects that small banks will continue to play a vital role in their communities.
The challenge for regulators is to guard against placing disproportionate burdens on
smaller banks.

One concern the FDIC hears from community bankers pertains to the cumulative
weight of regulatory burden and the fact that this may unduly impair their chances for
success. From my own personal experience as a banker, I know all too well how heavy
this burden can be. Larger banks are able to spread the fixed costs of regulatory
compliance across a larger volume of business. I believe we have a special obligation to
eliminate all unnecessary regulatory burdens. I will discuss more about this later in the

testimony.

FDIC Risk Management

As the banking industry has become more sophisticated, the FDIC has developed
cutting edge risk-management techniques to identify, measure and manage risk to the
insurance funds. The FDIC employs a robust, integrated risk analysis process that was
strengthened by several initiatives in 2003. The focal point of the FDIC’s integrated risk
management infrastructure is its National Risk Committee (NRC). Created in early 2003,

this executive committee oversees and coordinates the risk analysis activities of the FDIC
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and provides strategic direction and appropriate policy responses to emerging risk issues.
The NRC receives regular input from other risk oversight groups throughout FDIC.

One of these other oversight groups is the FDIC’s Risk Analysis Center (RAC),
which was established in March 2003 to better coordinate risk monitoring and action
plans among the various business units in the FDIC. The RAC, located here in
Washington, D.C., is a best practice that brings together economists, exarniners, financial
analysts, and others involved in assessing risk to the banking industry and the deposit
insurance funds. Individuals from these disciplines work together to monitor and analyze
economic, financial, regulatory, and supervisory trends and determine the implications
for banks and the deposit insurance funds. Comprehensive solutions are developed to
address risks that are identified during this process. We anticipate that this process will
enable the FDIC to respond to emerging risks quickly and effectively. One of the lessons
learned from the last banking and thrift crisis is the need to constantly coordinate efforts
to monitor and analyze current and future rigks in the industry.

The principle of a coordinated approach to analyzing and addressing risks also
extends to the regions. In each of the FDIC’s six regional offices individuals from
various disciplines, both from within and outside the FDIC, meet to analyze and address
unique risks facing the region.

In 2003, the FDIC hired an independent, outside consultant to review the FDIC’s
financial risk management practices, in particular, the methodology and processes used to
develop the quarterly value of the FDIC’s contingent liability for anticipated failures.
The final report, Strengthening Financial Risk Management at the FDIC, validates our
methods and procedures and includes meaningful suggestions—which we have

implemented—to enhance the overall accuracy, robustness, and transparency of the
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FDIC’s reserving process. Finally, the report endorses and enhances a road map to use in
developing the next-generation tools and organizational practices for managing risk at the
FDIC. One of these next-generation tools is the Loss Distribution Model, which employs
many of the same advanced techniques used by large financial companies to measure and
manage risk. A prototype version of this model was developed in 2003 and represents a
significant step toward developing a fully integrated approach to quantifying risks to the
insurance funds that includes factors such as investment returns, premium income,

insured deposit growth, and failure-related losses.

Regulatory Burden Relief

With the rapid pace of change in the financial services industry, it is important
that regulators ensure that their actions and regulations—while continuing to maintain
safety and soundness and ensure consumer protection—do not unnecessarily stifle
innovation or impair banks’ ability to compete. As I mentioned earlier, this is
particularly important for community banks.

EGRPRA. The FDIC is leading an interagency effort to identify unnecessary
burden, duplication, and outmoded restrictions on both large and small financial
institutions. Under the Economic Growth and Regulatory Paperwork Reduction Act of
1996 (EGRPRA), Congress required the federal banking agencies and the National Credit
Union Administration to review all regulations every ten years for areas that are outdated,
unnecessary or unduly burdensome. FDIC Vice Chairman John Reich is leading this
interagency review.

The agencies have jointly published the first two of a series of notices soliciting

comment on regulations in a number of areas, and have been conducting outreach
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sessions with bankers and consumer/community groups. Armed with input from these
efforts, the agencies will conduct a comprehensive review of banking regulations and will
report to Congress on their findings and the actions they have taken, or plan to take, to
reduce the level of burden. The agencies also anticipate sending this Committee a list of
legislative areas for consideration.

Community Reinvestment Act. On February 6, 2004, the FDIC, along with the
Board of Governors of the Federal Reserve System, the Office of the Comptroller of the
Currency and the Office of Thrift Supervision, published a joint interagency notice of
proposed rulemaking (NPR) regarding the Community Reinvestment Act (CRA). This
NPR fulfilled the commitment the agencies made in 1995, when the current CRA
regulations were adopted, to review the regulations to determine whether they were
producing objective, performance-based CRA evaluations that did not impose undue
burden on institutions. The NPR reflects the agencies” analysis of about four hundred
comments on an Advance Notice of Proposed Rulemaking published in 2001 on the same
subject.

The proposed rulemaking underscores the agencies’ conclusion that the CRA
regulations are essentially sound, but need to be updated to keep pace with changes in the
financial services industry. The NPR proposes two fundamental changes, one of which
should help substantially reduce unwarranted burden. First, for purposes of the
streamlined small bank CRA test, the agencies propose to amend the definition of “small
institution” to mean an institution with total assets of less than $500 million, without
regard to holding company assets. The gap in assets between the largest and smallest
institutions has grown substantially since the 1995 CRA regulations were implemented.

The number of institutions considered small has declined by more than 2000 since 1995.
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This proposal would expand the number of institutions eligible for evaluation under the
streamlined small bank test, while only slightly reducing the portion of industry assets
subject to the large retail institution test.

Second, the NPR expands and clarifies the adverse effect on the CRA rating of an
institution engaging in discriminatory, illegal or abusive credit practices. The bank
regulatory agencies are secking comment on this proposal until April 6 and we encourage
interested parties to provide input.

MERIT Program. The FDIC has continued to refine its risk-focused examination
processes in several stages. The latest refinement was implemented in January 2004,
when the FDIC expanded the use of a streamlined examination program called MERIT -
for Maximum Efficiency, Risk-Focused, Institution Targeted Examinations. The MERIT
program, originally implemented in April 2002, was applicable to banks that met basic
eligibility criteria, such as total assets of $250 million or less and satisfactory regulatory
ratings. The MERIT program now applies to well-capitalized insured depository
institutions with total assets of $1 billion or less that meet basic eligibility criteria,
including component and composite safety and soundness ratings of "1" or "2," stable
management and effective loan-grading systems.

During a MERIT examination, examiners devote significant attention to the
overall assessment of the institution's risk-management processes, and spend less time
engaged in transaction testing. Examiners review an institution's lower-risk activities
primarily through discussions with management and by monitoring the activities through
various off-site analytical programs.

Revised Compliance Examination Process. In July 2003, the FDIC also

implemented a risk-focused approach to consumer compliance examinations. This

18



137

approach begins by evaluating an institution’s compliance management system, which
consists of its management, internal controls, and compliance audits. The intensity and
extent of further testing is then based upon the institution’s risk profile. The FDIC
believes that this approach will maintain examination quality while allowing the FDIC,
over time, to spend less time examining institutions with good compliance management
systems and more time examining institutions with weak systems.

In addition to the revised compliance examination approach and the MERIT
program, the FDIC recently established a special task force to reevaluate the FDIC’s
examination process and supervisory practices for any excesses or inefficiencies that
impose undue costs on insured institutions. The FDIC’s examination processes will
continue to evolve to ensure that the Corporation’s resources are focused on the greatest

areas of risk, while preserving the integrity of the examination process.

Call Report Modernization

The FDIC and other banking regulators are employing the latest technology to
collect and release more timely information. Under the sponsorship of the Federal
Financial Institutions Examination Council, the FDIC, along with the OCC and the
Federal Reserve, initiated an effort last year to modernize the process for collecting and
publishing Reports of Condition and Income (Call Reports) from banks. The new
process will use modern technology so that banks can identify and correct errors in their
data before they submit their Call Reports, thereby enabling the banking regulators to
collect and release more timely information in a format that can readily be shared among
all those who use Call Reports in their bu;iness. Currently, the FDIC and the other

agencies are working to develop a central data repository that will be shared by the FDIC,
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OCC and Federal Reserve. Banks and other users will be instructed on the new process
well in advance of implementation. While banks may have to begin preparation of their
Call Reports slightly earlier, the new process should not increase the overall burden of
preparing the reports. In fact, the new process will give banks greater confidence that
they have submitted reports that are in compliance with federal requirements. The
agencies anticipate implementing the new process for the third quarter 2004 report, after
it has been tested by regulators and the industry. Once the process has been put in place
for Call Reports, the agencies anticipate that it will be used for other types of financial

information.

Consumer Protection

Financial Education and Money Smart. While much of the world has become
increasingly technologically and financially sophisticated, the FDIC has long recognized
that a large portion of American families do not have bank accounts and lack an
understanding of basic financial concepts. The FDIC is committed to continuing its
efforts to open up opportunities for people to enter the financial mainstream. A little over
two years ago, the FDIC rolled out Money Smart, an award-winning financial education
curriculum designed specifically to meet the needs of low- and moderate-income adults,
who are often unbanked (i.e., they have no bank accounts or other financial relationships
with a bank).

Unbanked households represent a category of customers that can be potentially
profitable to depository institutions. Many banks have recognized this and are taking
steps to expand their banks’ presence, activities, and customer base in underserved

emerging markets. The FDIC, for its part, is committed to furthering these efforts
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through Money Smart. Since the rollout of Money Smart, FDIC has distributed more than
111,000 copies of the curriculum and trained over 5,000 instructors. Money Smart is
currently available in English, Spanish, Chinese, Korean and Vietnamese.

The FDIC has taken the lead in establishing financial education partnerships with
communities and bankers. The FDIC has entered into over 600 local Money Smart
Alliances across the country, including national partnerships with the U.S. Department of
Labor, the U.S. Department of Housing and Urban Development, the Association of
Military Banks of America, Goodwill Industries International, the National Coalition for
Asian Pacific American Community and the Internal Revenue Service. Last year, for
example, the FDIC’s work during the 2002 tax season with the “Back of the Yards”
voluntary income tax assistance site in Chicago helped over 600 families file tax returns
and receive $1.1 million in eamed income tax credit refunds. Many of these families also
opened their first bank accounts through this initiative.

Later this year, the FDIC will broaden its outreach efforts by releasing an
interactive version of Money Smart in English and in Spanish that can be accessed
directly through a CD-ROM or on the FDIC’s website either at home or at public
libraries. The FDIC also is working closely with its faith- and community-based
organization partners to integrate the interactive versions into their programs. In
addition, the FDIC will play an important role as a member of the Financial Literacy and
Education Commission established by section 513 of the Fair and Accurate Credit
Transactions Act of 2003. We will lead one of the two stated projects outlined in the bill
creating the commission—the establishment of a single government toll-free number for

financial education matters.
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Expanded Fair Lending Examination Specialist Program. Building on

improvements made in recent years to the FDIC’s fair lending program, in January, the
FDIC expanded the program by appointing fair lending examination specialists in each of
its six regions. These specialists will provide expert guidance and assistance to
compliance examiners during complex fair lending examinations to help focus

examinations and identify discrimination.

The Bank Secrecy Act and the USA Patriot Act

The FDIC is responsible for ensuring that state nonmember banks comply with
the Bank Secrecy Act (BSA). At each safety and soundness examination, the adequacy
of an institution’s BSA compliance program and procedures is assessed, and a review for
compliance with the BSA is conducted. Over the past three years, the FDIC has
conducted more than 7,500 BSA compliance examinations.

The FDIC employs a variety of supervisory methods to ensure that financial
institutions correct BSA-related infractions. The majority of BSA violations are
corrected while the examiners are still in the institution or shortly after their departure.
Occasionally, some institutions fail to correct violations or implement adequate
compliance programs at subsequent examinations. The FDIC visits these institutions
between the regularly scheduled examinations and takes supervisory action if
appropriate. Over the past three years, the FDIC has imposed 23 formal actions and
entered into 32 informal agreements with institutions that demonstrated significant BSA
compliance weaknesses.

The FDIC also has taken many measures to implement the USA Patriot Act and to

combat money laundering and terrorist financing. Since the enactment of the USA
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Patriot Act, we have participated in numerous interagency working groups led by the
Department of Treasury to draft revisions to the Bank Secrecy Act as required by the
USA Patriot Act and to develop interpretive guidance for the financial services
community.

For years, the FDIC has worked with the Department of Treasury, the Financial
Crimes Enforcement Network and the other banking agencies to develop policies, best
practices and international standards to combat money laundering and more recently,
terrorist funding. We have also worked with the other federal banking agencies and the
Conference of State Bank Supervisors to issue risk-focused examination procedures
designed to evaluate a financial institution’s anti-money laundering program and
compliance with the Bank Secrecy Act and the final rules implementing the USA Patriot
Act. Last fall, we revised our Bank Secrecy Act examination procedures for reviewing
compliance with the new provisions of the USA Patriot Act and released them to
examiners.

The FDIC believes that strong supervision of foreign banks contributes to the
stability of foreign economies, enhances trade opportunities for U.S. companies, and
reduces opportunities for money laundering. Therefore, we actively participate in
working groups and technical assistance missions sponsored by the Departments of State
and Treasury to assess vulnerabilities to terrorist financing activity worldwide and to
develop and implement plans to assist foreign governments. We have assembled a team
of experts ready to assist with foreign missions under the auspices of the Department of
State’s Financial Systems Assessment Team. Since 2002, we have assisted in the
evaluation of eight countries and have provided training and technical assistance to over

thirty-eight countries.
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Resolutions and Receiverships

During the 1980s and early 1990s, nearly 2,950 banks and thrifts failed with
almost $950 billion in assets. By 1991, these failures had left the FDIC and RTC with an
inventory of over $170 billion in assets to sell, which would have made the combined
agency one of the largest banks in the United States. Since that time, the FDIC has
resolved virtually all of these assets and receiverships, and today there are only $800
million assets and 90 receiverships remaining to be resolved. Fortunately, the pace of
bank and thrift failures has declined dramatically since 1991, but the failures that do
occur today tend to involve more complex assets and operations.

Banking industry consolidation, globalization, technology and increased use of
such nontraditional banking business lines as internet banking, securitization, expanded
credit card banking, and subprime lending pose new challenges for the FDIC in resolving
failed banks and thrifts. The FDIC has developed innovative approaches and tools in
response to these challenges.

First, the FDIC has taken advantage of new technologies. To assess the
marketability of an institution and its assets before failure, the FDIC uses statistical
models and sampling techniques. In its marketing efforts, the FDIC uses a secure web
site—called Intralinks—that allows prospective acquirers of failing banks or their assets
to obtain asset information quickly and conduct due diligence largely off-site. This
results in less interference with a failing bank’s efforts to conduct day-to-day business
and market itself or attract new capital to help it survive. Intralinks also allows the FDIC
to conduct bid meetings over the Internet (or by regional video-conference). This
innovation has greatly increased bidder participation (over 6,500 banks and thrifts are

now participating) and has served to reduce due diligence expenses for the FDIC and for
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prospective investors. The FDIC also uses another website, FDICSales.com, to notify
potential bidders of sales, distribute information, and hold asset sales and auctions. In
late 2003, the President’s Quality Award Program recognized the FDIC’s leadership in
“Expanded Electronic Government” with an award for its efforts to apply technology to
bank and thrift resolutions.

Second, the FDIC relies on sound business principles to resolve banks. The FDIC
has developed business plans to guide pre-resolution planning and to manage customer
service and asset sales. The FDIC has developed plans for responding to insolvencies
involving credit card banks, large complex banks, internet banks, subprime assets,
securitized assets, and other new banking issues. As a result, the FDIC successfully
protected depositors in the sudden failure of Superior Bank, F.S.B., which had an
extensive subprime mortgage securitization program, and in the failure of NextBank,
which was the first Internet-only bank to fail. The FDIC also continues to work with
other regulators to enhance contingency strategies to ensure that the regulators can
properly respond if one of the largest banks ever threatens to fail.

Third, the FDIC has focused on maximizing the flexibility of employees and
enhancing their skills. The FDIC cross-trains employees in different closing functions
and has a systemized training program that now offers over 30 comprehensive courses in
the critical resolutions and receivership functions. As a result, the FDIC sells the more
complex assets of failed banks and thrifts much more quickly than ever before, all while

giving insured depositors access to their funds virtually overnight.
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Conclusion

Over the past 20 years, the banking industry has changed greatly. Consolidation
has created large, complex institutions and technology is adding to the complexity.
Community banks have had to develop new business strategies in response to the
changing financial environment. Banks and thrifts have come through the most recent
economic cycle well, which attests to their success in responding to change. As a result,
the industry and the deposit insurance system are strong and well-positioned for the

future.
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United States General Accounting Office
Washington, DC 20548

April 20, 2004

The Honorable Sue W. Kelly

Chairwoman

Subcommittee on Oversight and Investigations
Committee on Financial Services

House of Representatives

Subject:  Posthearing Questions Related to the Federal Deposit Insurance
Corporation’s 2003 and 2002 Financial Audits

Dear Madam Chairwoman:

On March 4, 2004, 1 testified before your subcommittee at a hearing on oversight
of the Federal Deposit Insurance Corporation (FDIC)' and discussed the results of
our 2003 and 2002 audits of FDIC’s financial statements.” This letter responds to
subsequent questions that you asked me to answer for the record. The questions
and my responses follow.

1. The FDIC has made significant progress in correcting the computer
security weaknesses identified in GAO’s 2002 report. Do you feel that
the FDIC is on the right path to correct the 22 new information
security weaknesses identified through your oversight in 2003? How
will GAO monitor the agency in the coming months to ensure that
these weaknesses are addressed?

FDIC has been responsive to addressing information security weaknesses we
have previously reported. For example, during the past year, FDIC corrected 28 of
29 weaknesses that were still open from our 2002 calendar year financial audit.
Similarly, prior to the completion of our audit, the corporation developed a
comprehensive corrective action plan to address each of the 22 new information
security weaknesses identified in our calendar year 2003 financial audit. If fully

'U.S. General Accounting Office, Federal Deposit Insurance Corporation: Results of 2003 and
2002 Financial Audits, GAO-04-522T (Washington, D.C.: Mar. 4, 2004).

* U.S. General Accounting Office, Financial Audit: Federal Deposit Insurance Corporation
Funds’ 2003 and 2002 Financial Statements, GAO-04-429 (Washington, D.C.: Feb. 13, 2004).

GAO-04-674R 20604 FDIC Posthearing Questions



146

and effectively implemented, FDIC’s corrective actions should address each of the
security deficiencies identified.

In addition to these 22 weaknesses, as we included in our testimony, a key reason
for FDIC’s continuing weaknesses in information system security controls is that
it has not yet fully implemented all elements of a comprehensive security
management program. Such a program is critical to resolving existing computer
security problems and continuously managing information security risks, and
includes a testing and evaluation program to ensure that systems are in
compliance with policies and procedures and to identify and correct weaknesses
that may occur. While FDIC has done much to establish a complete security
management program, its review, testing, and evaluation program does not yet
address all key areas. FDIC management currently has a plan in place to establish
a comprehensive security management program that includes a complete review,
testing, and evaluation program. Implementing such a program should allow FDIC
to better identify and correct security problems, such as those identified in our
20083 audit.

We will continue to monitor FDIC’s progress in addressing the 22 information
security weaknesses and in implementing its comprehensive security
management program. During the course of the next several months, we plan to
meet periodically with FDIC’s Chief Information Officer and his staff to discuss
their progress in implementing their corrective action plans. Further, in
connection with our calendar year 2004 financial audit, we will follow-up on the
status of these weaknesses and perform tests, as appropriate, to determine
whether adequate actions were taken to remediate the information security
weaknesses.

2. In your testimony, you state that since the banking and financial
services environment is constantly changing, the FDIC must
continually monitor its business environment and related risks, and
adapt its internal operations as well as its monitoring functions to
manage risk and maximize its overall mission. What steps is GAO
taking to uphold its high audit standards in this constantly changing
financial services environment?

GAO has a two-pronged approach for keeping pace with the constantly changing
environment in which we conduct our audits. First, we update our own audit
methodology, the Financial Audit Manual (FAM), to reflect current issues and
updated auditing standards. For example, soon we will be requesting comments
on an exposure draft that will update the FAM, primarily to incorporate the
provisions of Statement on Auditing Standards 99, Consideration of Fraud in a
Financial Statement Audil. Second, during the audit process we monitor and
review FDIC’s actions to adapt and improve its operations to a changing
environment. FDIC is currently in the process of changing the methodology it uses
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to estimate potential failure and loss rates of insured financial institutions and of
developing new financial systems to enhance its ability to meet financial
management and information needs. As part of our audit, we will analyze FDIC’s
new and revised methodologies and programs to determine if they follow a
reasonable approach and include the proper internal controls over the accuracy
and completeness of the data being captured and the results.

We are sending copies of this letter to the Ranking Minority Member and Vice
Chairman of your subcommittee. This letter is also available on GAO's Web site at

WWW.Z30.80V.

If you or your staff have questions about the responses to your questions, please
contact me at (202) 512-9471 for financial issues or Robert Dacey at (202) 512-
3317 for information technology issues. We can also be reached by e-mail at

franzeli@gao.gov or daceyr@gao.gov.

Sincerely yours,

Jeanette M. Franzel
Director
Financial Management and Assurance

(194393)
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Oversight of the Federal Deposit Insurance Cerporation Hearing
Wednesday, March 4, 2004

Questions submitted by Rep. Sue Kelly to the Honorable Gaston L. Gianni, FDIC

Inspector General

1) Safety and Soundness

a) In your most recent semi-annual report to Congress, you noted that two of the ten
most recent material loss reviews that your office has performed on failed institutions
have involved so-called industrial loan companies, which have been the subject of much
discussion recently in this Committee. Your report references an upcoming Inspector
General audit specifically focusing on the potential risks that may result from the lack of
Bank Holding Company Act supervision of the parent companies of ILCs. Can you tell
the Committee more about the scope and objectives of this audit? Has the work your
office has conducted thus far on ILCs yielded any preliminary conclusions on whether
these entities’ exemption from Bank Holding Company Act supervision poses any
unique risks to the deposit insurance funds?

We are undertaking a review to focus specifically on the potential risks that may result from the lack
of Bank Holding Company Act (BHCA) supervision of the parent companies of Industrial Loan
Companies (ILC). This evaluation will begin in April 2004. In conducting our work, we will
eview.
* the manner in which the Corporation’s Division of Supervision and Consumer Protection
(DSC) identifies and assesses the relationship between an ILC and its parent company
during the safety and soundness examination process;

* the guidelines used by DSC examiners to determine when it is deemed necessary to
perform an onsite visitation of the parent holding company;

* the examination procedures used by DSC examiners for the onsite visitation of the parent
company; and

* the controls imposed on the [LC to ensure sufficient autonomy and insulation of the ILC
from its parent company.

In the following two reviews that we have conducted in the past related to financial institution
failures, the issue of ILCs has surfaced:

Material Loss Review of the Failure of Pacific Thrift and Loan (PTL): This
institution failed in November 1999 and caused z loss to the insurance funds of

$42.05 million. Because PTL was an ILC, its parent holding company was not subject to
the BHCA and thus not regulated by federal banking authorities. PTL used the holding
company as a source for increasing its asset portfolio through loans that PTL itself was
precluded by state banking authorities from obtaining. The holding company
accurnulated menumental debt and engaged in numerous transactions with PTL that were
not in conformance with accounting principles and that contributed to PTL’s failure.
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Material Loss Review of the Failure of Southern Pacific Bank (SPB): SPB was
another [LC that failed in February 2003, causing losses to the insurance funds of
$93.04 million. SPB’s holding company, Imperial Credit Industries, Inc. (ICII), had
financial troubles that hindered its ability to provide assistance to SPB. Prior to when
SPB failed, examiners concluded that SPB’s holding company was not & source of
strength for the bank. Had ICII been subject to periodic federal review, sorne efforts to
address ICI’s financial troubles could have assisted SPB in resolving its problems.

Although the sbove instances raise some concerns related to ILCs, we encountered such issues in
2 of 10 material loss reviews that we conducted during the period 1993-2003 and are notina
position at this time to conclude definitively on the unique risks that ILCs may pose. We expect
that our work described above will provide additional insights on ILCs. We plan to complete the
evaluation by September 2004 and would be happy to provide copies of our report to the
Subcommittee upon completion of our work.

2) Downsizing and Human Capital

a) Since the end of the banking and thrift crises of the 1980s and early 1990s, the FDIC's
workforce has been downsized from approximately 23,000 to its current level of
approximately 5,000. What kind of grade would you give the FDIC on its
implementation of this significant reduction in its workforce? In your view, does the
Corporation retain sufficient human capital resources to carry out its mission?

The Corporation has done its best to conduct a fair and equitable downsizing program and along
the way has sought to minimize the negative impact of such downsizing on its employees. [t
undertook a comprehensive program of solicitations of interest, reassignments, retraining, and
outplacement assistance. It has offered employees on several occasions a very generous buyout
Program—in our view, probably one of the best in government.

Corporate downsizing must be done with an eye toward ensuring that sufficient resources are
available to carry out the mission of the FDIC. In that regard, examiners perform one of the core
functions of the Corporation. At the peak staffing level for safety and soundness and compliance
examination functions in 1992, combined Division of Consumer Affairs and Division of
Supervision staffing totaled 3,997. By year-end 2003, the Division of Supervision and
Consumer Protection’s (DSC) total staffing bad decreased by 30 percent to 2,797}

Turning now to another of the FDIC’s core functions--employees in the Corporation’s Division
of Resolutions and Receiverships (DRR) are responsible for resolving financial institution
failures. The number of employees in DRR declined from a high of 5,989 in 1993 to 405 at the
end of 2003, a 93-percent decline. This decline corresponds to the significant decrease in assets
in receiverships. While both the number of institution failures and DRR staffing have decreased,

! From 1978 through 1993, the Division of Supervision (DOS) and Division of Consumer Affairs (DCA) formed one
organizational unit with DOS conducting safety and soundness examinarions 2nd DCA conducting compliance
examinations. In August 1994, the two divisions were split. They were combined once again in 2002 as DSC.
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some recent failures have presented unique or difficult circumstances requiring substantial
contractor resources to address.

In 1999, DRR began to prepare its Corporate Readiness Plan (CRP) to develop organizational
structures and staffing levels peeded to handle the resolution and closing of institutions in the
future. This plan was completed in September 2002. We completed a review of the plan in
November 2002, and concluded that the CRP is reasonable and provides sufficient flexibility for
the FDIC to handle a relatively wide range of institution failures without causing sigmficant
disruption to other aspects of the Corporation's mission.

While preparing the CRP, DRR analyzed the staffing requirements and identified a “staffing
gap” that would be filled with non-DRR resources in certain scenarios. Specifically, DRR
performed an analysis of its closing functional areas and non-DRR position descriptions to
identify comparable skills within other FDIC Divisions and Offices. This analysis determined
that most of the positions with compatible skills were in DSC and the Division of Administration
(DOA). Therefore, for DRR to successfully handle the entire range of institution failures, it
needs to continuously work with DSC and DOA to ensure that those divisions are on-board with
providing employees if the need arises.

In addition to the efforts at the corporate level, the FDIC’s Division of Information Resources
Management (DIRM) initiated a priority project called the Comprehensive Information
Technology (IT) Program Review. One aspect of this effort is an assessment of human capital
needs and a plan to identify and address any shortfalls in staff resources or skills mix for the IT
security program. DIRM has proposed developing and implementing a human capital resource
strategy that will include a skills inventory, a training/career development strategy, and a
strategic staffing plan. We will be addressing the progress of this effort as part of our upcoming
work under the Federal Information Security Management Act of 2002,

b) Some have expressed a concern that the downsizing that has occurred over the past
decade - combined with the increased use of contractors and the ability fo cutsource -
has diminished the capabilities of the FDIC. In fact, in your testimony, you state that
you have a series of reviews planned to address the FDIC's Human Capital
Development program. What are your concerns about the FDIC recruiting and
retaining qualified personnel?

With respect to the Corporation’s use of contractors, we would suggest that contracting itself is
often an efficient and cost-effective means for procuring goods and services for the
Corporation. However, some of our past work has identified a number of concerns in the
Corporation’s oversight and monitoring of its contractors. More recently, the FDIC has
engaged in several multi-million dollar projects involving contractors, such as the New
Financial Environment, Central Data Repository, and Virginia Square Phase II Construction.
Our work assessing these efforts has shown certain Japses in project management—that js—
defining, planning, scheduling, and controlling the tasks that must be completed to reach a goal
and the allocation of resources to perform those tasks. Without effective project management,
the FDIC runs the risk that corporate requirements and user needs may not be met in a timely,
cost-effective manner. The Corporation has taken or planned a number of steps to address our
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concems, such as revised policies and procedures, oversight training, establishment of a project
management framework, implementation of a business review process to ensure sound
acquisition strategies, and creation of an Enterprise Program Management Office.

Having reduced the number of FDIC’s permanent staff, the Corporation must now look closely
at the skill mix of its remaining workforce. As the Corporation adjusts to a smaller workforce,
it must continue to ensure the readiness of its staff to carry out the corporate mission. To do this,
the Corporation must fill key vacancies in a timely manner, engage in careful succession
planning, and continue to conserve and replenish the institutional knowledge and expertise that
has guided the organization over the past years.

We recently completed a high-level assessment of the FDIC’s overall human capital framework.
We concluded that the FDIC’s strategic human capital framework addressed the underlying
human capital concepts that the General Accounting Office, Office of Personnel Management,
and Office of Management and Budget consider vital to the success of human capital
management. Nevertheless, we pointed out that there were steps the FDIC can take to strengthen
its human capital program, and we recommended that the Corporation institutionalize the Human
Resourees Committee (comprised of the Chief Human Capital Officer and executives from major
units of the FDIC) and develop a human capital blueprint. Taking these actions will sustain the
FDIC’s long-term comrnitment and focus on strategic human capital management, including
recruiting and retaining qualified personnel, and will maintain transparency in the development,
implementation, and monitoring of human capital initiatives. The Corporation agreed to take
recommended actions.

In March 2004, we also initiated a second project to evaluate the FDIC’s strategic workforce
planning effort. This evaluation will deterrnine whether the FDIC has established a
comprehensive workforce planning strategy, linked to the FDIC’s strategic and program
planning efforts, to identify its current and future human capital needs. This will include looking
at the FDIC’s process for determining the size of its workforce, deployment across the
organization, and the competencies needed for the Corporation to fulfill its mission.

The FDIC has undertaken a significant effort to address skill levels and preserve institutional
knowledge by creating the FDIC Corporate University (CU). The goal of CU, as the training and
employee development arm of the FDIC, is to support the Corporation’s mission and business
objectives through high-quality, cost-effective continuous learning and development. CU
provides opportunities for employees to enhance their sense of corporate identity while learning
more about the FDIC’s major program areas of supervision, compliance, resolutions, and
insurance.

We plan to begin a review in October 2004 to evaluate the success of the FDIC’s Corporate
University initiative. Specifically, we will assess (1) whether the FDIC has made appropriate
investments in education, training, and other developmental opportunities for its employees;,

(2) specific measures for evaluating the impact of CU programs relative to the cost of the
program; and (3) the FDIC’s evaluation of its investment in training and development activities.
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We would be happy to share the results of our buman capital-related work with the
Subcommittee when our reviews are completed.

¢) The Office of Inspector General has done a significant amount of work addressing
the effectiveness of prompt corrective action in reducing losses to the deposit insurance
JSunds. In light of the several bank and thrift failures we have seen in recent years
where the losses to the insurance funds relative to the asset size of the failed
institution were high, are you concerned that the prompl corrective action regime is
not working as originally intended? Based upon your extensive audit work in this
area, Is the FDIC utilizing its supervisory tools under prompt corrective action
effectively?

Based on our work to determine the effectiveness and implementation of the Prompt Corrective
Action (PCA) provisions, we concluded that the FDIC generally used PCA directives as part of
the supervisory process, in conjunction with other supervisory actions, once institutions’ capital
levels reached designated thresholds. Further, we concluded that because of PCA directives,
insurance fund losses were prevented in two of eight institutions when other institutions acquired
themn. In four other institutions, insurance fund losses were reduced when institutions were
closed before they became insolvent.

The enactment of sections 38 and 39 was intended to increase the likelihood that regulators
would respond promptly and forcefully to prevent or minimize losses to the deposit insurance
funds. While we noted that the FDIC used section 38 of the FDI Act, we identified a number of
factors that delay the use of that section and impact the effectiveness of its capital-related
provisions. Specifically:
* PCA’s focus is on capital and capital can be a lagging indicator of an institution’s
financial health.
» Capital ratios reported by institutions in their Call Reports did not always reflect actual
financial conditions.
* Institutions increased their capital before or after the issuance of PCA directives and thus
avoided implementation of PCA directives or closure.
* The current method of computing capital does not take into account risks related to
subprime loans.
* The FDIC seldom used the non-capital provisions of PCA because they do not provide
objective or measurable criteria for implementation and, in some instances, their use is
restricted.

We identified the following six options intended to imprave the effectiveness of PCA provisions:

(1) Regulatory changes making the higher capital expectations specified in the Expanded
Guidance on Subprime Loans part of the Call Report instructions, or through some other
method, to ensure that the reported capital ratios of institutions with subprime loans
reflect the risk related to those loans.
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(2) Legislative and regulatory changes to add the CAMELS rating or some other objective
criteria as the trigger for implementing section 38(g).

(3) Legislative or regulatory changes to remove or lessen the due process provisions imposed
by section 38(g).

(4) Legislative and regulatory changes needed to allow implementation of section 38(1)(2)
when institutions become “undercapitalized.”

(5) Regulatory changes to add objective or quantifiable criteria, such as CAMELS ratings, to
section 39 provisions to trigger actions.

(6) Regulatory changes to make it mandatory to take corrective actions when institutions do
not meet section 39 safety and soundness standards.

These options were presented in our report to the Corporation, and we transmitted copies of that
report to the Chairmen and Ranking Minority Members of the House Financial Services
Compmittee and the Senate Banking, Housing, and Urban Affairs Commirtee.

3) Information Security

a) One of the new provisions found in the Federal Information Security Management
Act of 2002, not previously included in the Government Information Security Reform
Act, calls for agency information security programs to include annual testing of the

g t, oper [, and technical controls for every information system
contained in the agency's inventory. What types of testing does the FDIC conduct, and
have these various tests revealed any further weaknesses that need to be addressed?

The FDIC conducts a variety of ongoing and periodic tests of its information systems. These
tests include:

* An information security review conducted every three years of the FDIC’s general support
systerns and major applications. These reviews focus on the management controls defined
in the system or application’s security plan;

An annual assessment of the FDIC’s general support systerns and major applications in
accordance with the National Institute of Standards and Technology (NIST) Special
Publication 800-26, Security Self-Assessment Guide for Informution Technology Systems;
Ongoing self-assessments of the management, operational, and technical controls of the
FDIC’s general support systems and major applications. (The FDIC is working to fully
develop and implement these ongoing self-assessments);

Periodic internal control reviews of selected corporate programs and processes, such as
security awareness and training, virus detection and prevention, and disaster recovery; and

Periodic program reviews as determined by management, such as a vulnerability
assessment completed by the National Security Agency of the FDIC’s network operations
in January 2004,
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The FDIC is also working to address new and emerging requirements established by the Federal
Information Security Management Act (FISMA) of 2002. Of particular significance, the FDIC is
developing a formal certification and accreditation program to strengthen the security posture of
its most critical information systems and applications. In addition, the FDIC is working to fully
develop a corporate inventory of its information systems as required by the FISMA. In February
2004, the FDIC developed a corporate definition of the term “application” to better determine
which software components should be considered applications and inctuded in its official
inventory.

Tests conducted by the FDIC of its information systems, as well as audits and evaluations
performed by our office and the U.S. General Accounting Office, identify information security
weaknesses that the FDIC must correct. Testing is an ongoing process that is an important
management tool for identifying potential weaknesses that warrant prompt attention. Generally,
we have not made the results of our or the Corporation’s information security-related reviews
publicly available because the specific weaknesses discussed in the reports, if disclosed, could
jeopardize the security of the FDIC’s information systems. However, we are available to brief the
members of the Subcommittee on the issues contained in these reports should they be interested.

b} The FDIC, together with the other federal regulators of banks, thrifts and credit unions,
has issued guidance on managing the risk exposure an institution faces when it uses
outside firms for technology. The guidance is intended fo assist financial institutions
that are increasingly relying on outside firms for technology-related products and
services to support an array of banking functions, Institutions of all sizes are using these
products and services, as technology grows more complex and dynamic, creating a greater
impetus to outsource. What is the Office of Inspector General's view on the FDIC policy
regarding outsourcing, and Id the FDIC allow its information technology contractors
to outsource sensitive personal data offshore for analysis or processing?

Security of information outsourced by institutions to outside technology firns is covered as part
of the FDIC’'s Information Technology (IT) examinations. Specifically, FDIC IT examiners
review vendor management and contractor security-related questions when assessing the IT
security programs in FDIC-supervised institutions. In addition, the FDIC has provided guidance
to financial institutions in the form a Financial Institution Letter, FIL-50-2001, dated June 1,
2001 entitled “Bank Technology Bulletin on Oursourcing.” This FIL contained practical ideas
for banks to consider when they engage in technology cutsourcing. Our office has not assessed
in-depth the coverage afforded to this area by the FDIC IT examiners, and accordingly, our
office is not in a position to offer judgment at this time as to whether the bank’s contractors are
adequately securing the bank's customer data when analyzing or processing it. We currently
have an ongoing audit of the FDIC's IT Exarnination Program. The objective of this review is to
determine whether DSC’s examinations provide reasonable assurance that IT risks are being
addressed by the risk management programs of FDIC-supervised financial institutions. We can
provide the Subcommittee members with copies of our report upon completion.

With regard to the FDIC’s policy and practices regarding outsourcing, we conducted a review on
information security management of FDIC contractors and issued our report in September 2002,
We noted during our review that in general, the FDIC relied on contractors to provide the
Corporation with a substantial portion of its needed information services. We concluded that the
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FDIC’s implementation of security requirements in acquisition planning, incorporation of
information security requirements in it contracts, and oversight of contractor security practices
were not adequate, The FDIC contractors generally failed to implement sufficient security
measures. These control weaknesses exposed the FDIC’s information resources to the risk of
unauthorized disclosure, destruction, and modification of sensitive and critical data, and
disruption of system operations. As a result, we made eight recommendations to improve
information security at FDIC contractors.

A vear later, in September 2003, we conducted a follow-up audit to determine whether the FDIC
had made adequate progress in addressing our earlier recommendations. The FDIC conducted a
training session for oversight managers and began reviews of off-site contractors. The FDIC
issued corporate-wide policies and procedures that address incorporation of security into all
phases of the information technology acquisition process, IT security requirements for third-
party providers, and security policy and procedures that contractors must follow to do business
with the FDIC. Also, a memorandurn was issued in August 2003 that states all new contracts
over $100,000 must include security requirements. However, adequate security procedures were
not implemented at contractor sites we visited. Therefore, we concluded that even though the
FDIC’s information security management of contractors had improved, more needed to be done.

In a related vein, in February 2003, we issued a report on the control and use and protection of
Social Security Numbers (SSN) by the FDIC. In conducting this audit, we focused on SSN
information of non-employees such as depositors, debtors, and loan guarantors that was obtained
from failing financial institutions insured by the FDIC. We determined that the FDIC’s control
over the use and protection of this type of SSN information was not fully adequate. Specifically,
there was no FDIC policy governing the protection of the information. In addition, SSN and
other personal information was made readily available on several Web sites used in marketing
and selling the remaining assets from the failed institutions to parties external to the FDIC that
were 1ot subject to a pre-approval process or access control. The Corporation took action to
address the concerns we identified in this report.

Finally, several years ago we conducted an audit to determine whether the FDIC was conducting
background investigations on contractor employees. (This review was conducted in February
2001 and covered contractors performing services for the FDIC in the United States and did not
include contractors working offshore.) Specifically, the background investigation process is
initiated when service contracts are awarded and the contracting officer obtains background
questionnaires that include certifications from key personnel designated in the contract regarding
disqualifying conditions. In this review, we determined that the contractor investigation policies
did not consistently cover all contractor personnel. As a result of this review, we made several
recommendations to improve security over contractor personnel, which the Corporation agreed
to implement. We will address these corrective actions as part of our Federal Information
Security Management Act review for 2004,

TOTAL P.12
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1. What research have you done into the practice of outsourcing? Are financial
institutions always aware when a third party vendor outsources certain functions?
Specifically, is there a safety and soundness risk when baunks outsource certain ?unctions,
such as their call centers, credit card processing, etc., to another country. Have yon
checked inte the security of outsourcing? Are there backup systems in place that would
limit the impact of political unrest or diplomatic tensions between the United Stptes and
another country where these tasks are performed? What steps are financial inskitutions
taking to ensure the privacy and security of customer data when it is accessible in another
country?

During the testimony on March 4, a number of questions were raised relating'to
outsourcing. Subcommittee Chairman Kelly asked the FDIC to study these issues and report
back to the Subcommittee. The FDIC has begun work on the study, which will addréss the
questions you raise. We anticipate meeting with the industry, outsourcing companies, and
industry consultants to answer these questions and will report back on our findings when the
study is complete.

2. In response to a range of safety and scundness risks and violations of consumer
protection laws, the OTS, OCC and the Federal Reserve have taken strong enforcement
and policy actions te prevent the financial institutions under their jurisdiction from renting
their charters to payday lenders. '

a) Do you disagree with any of the specific concerns about payday lending raised by these
regulators?

The FDIC shares the specific concerns raised in policy statements on payday lending
issued by the OTS and OCC. Institutions face increased legal and reputational risks when they
enter into arrangements with third parties to offer payday loans with fees, interest rates, or terms
that could not be offered by the third party directly. Because of our concems about these and
other risks, we issued Guidelines for Payday Lending in July 2003 (Guidelines). A copy of these
guidelines is enclosed.

The Guidelines describe the FDIC’s expectations for prudent risk-managementt practices
for payday lending activities, particularly with regard to concentrations, capital, allowlance for
loan and lease losses, classifications, and protection of consumers. The Guidelines alfo address
managing third-party relationships. The Guidelines state that payday lenders will be subject to
special examination procedures, particularly relating to partnering with third parties and
compliance with applicable consumer protection laws and regulations. The Guidelines expressly
address Community Reinvestment Act (CRA) issues, explaining that: (1) discriminatory or other
illegal credit practices will adversely affect the evaluation of an institution’s performance; and
(2) certain payday lending practices, while not expressly prohibited by law, may be inconsistent
with helping to meet the convenience and needs of an institution’s community. Practices of
either type would be fully described in the public CRA performance evaluation of an FDIC-
supervised bank. The Guidelines also remind state nonmember banks that payday lending
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arrangements are subject to rules and guidelines intended to ensure the privacy, secutity,
confidentiality, and integrity of consumer financial information.

Finally, the FDIC Guidelines emphasize that state nonmember banks will be held
responsible if they engage in unfair or deceptive payday lending practices in violatioh of section
5 of the Federal Trade Commission Act (FTC Act). In this context, the Guidelines ifjstruct
examiners to pay particular attention to marketing programs for payday loans and collection
practices that may be abusive. To help state-chartered institutions avoid engaging inlthese and
other forms of unfair or deceptive conduct, the FDIC and Federal Reserve provided detailed
guidance to the banks under their supervision on March 11, 2004. A copy of this guidance is
also enclosed.

The Guidelines are being enforced through an examination program that inchides on-site
reviews at third-party locations. To date, FDIC-supervised institutions involved in payday
lending have been in substantial compliance with the principles set forth in the Guidelines.
Banks that fail to meet the rigorous standards outlined in the Guidelines could be subject to
enforcement actions requiring corrective action, which could include instructions to ¢xit the
business. In the past two years, two FDIC-supervised institutions have exited the payday lending
business as a result of the FDIC concluding that enforcement action was necessary in light of
examination findings.

b) Have you considered that banks are using unfair and deceptive practices whén they rent
their exportation privileges to third-party entities who are the actual lenders?

During my testimony, you raised the issue of “charter renting,” the term ofteniused to
describe arrangements by which a bank originates and funds payday loans through a third party.
The FDIC pays careful attention to the institutions it supervises that are involved in payday
lending, with particular emphasis on the review of arrangements between these institytions and
third parties. Our examiners scrutinize such relationships and recommend corrective action
when warranted.

Federal law authorizes federal and state-chartered insured depository institutions making
loans to out-of-state borrowers to “export” favorable interest rates provided under the:laws of the
state where the bank is located. The authority of national banks to export favorable irjterest rates
on loans to borrowers residing in another state was recognized by the U.S. Supreme Court in
Marquette National Bank v. First Omaha Service Corp., 439 U.S. 299 (1978), in the context of
section 85 of the National Bank Act. To ensure a level competitive playing field, Congress
extended that authority to other insured depository institutions through the Depository
Institutions Deregulation and Monetary Control Act of 1980, State laws that attempt to set usury
limits on out-of-state institutions are preempted by these “competitive equality” statutes.

With respect to unfair and deceptive practices, the FDIC has concluded that the
exportation of interest rates is not inherently unfair or deceptive. As discussed above, the
exportation of interest rates is specifically permitted by federal law. We are not awarg that any
of the other federal banking agencies contend otherwise. Our efforts to ensure that state
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nonrmember banks do not engage in unfair or deceptive conduct are based on the Federal Trade
Commission Act and the approach long taken by the FTC in this area.

To be “unfair” under this framework, conduct must cause or be likely to causk substantial
harm that consumers cannot reasonably avoid that is not outweighed by countervailing benefits
to consumers or to competition. See 15 U.S.C. §45(n) (FTC Act standards for unfairhess) and
FTC Policy Statement on Unfaimness issued on December 17, 1980 (copy enclosed). To be
“deceptive,” a material misrepresentation or omission must mislead or be likely to mislead a
reasonable consumer. See FTC Policy Statement on Deception issued October 14, 1983 (copy
enclosed).

If the FDIC determines that an institution under its supervision has violated the FTC Act,
we will require appropriate corrective action, The facts and circurnstances of the casg will
determine whether it is necessary to initiate formal enforcement proceedings to obtaih such a
correction.

3. Why did the FDIC fail to promptly examine the state chartered FDIC banks and their
payday loan partuers after the Guidelines were issued? It has been nine months since the
FDIC guidelines were issued and no examination results have been made public; Three
more bauks have entered the rent-a-bank payday loan business while the FDIC has failed
to act. The FDIC payday loan guidelines fail to actually impose any limits on lodn terms
and do not substitute for state usury, small loan, or even state payday loan laws. The
guidelines are viewed by the industry as a road map for evading state laws.

Since the Guidelines were issued (July 2003), the FDIC has examined all but three of the
state-nonmember banks engaged in payday lending; the remaining examinations are ynderway or
are scheduled in the very near term. The FDIC conducted visitations at several of the banks after
issuing the Guidelines.

As you know, with the exception of CRA evaluations, examination reports arg not made
public. We can tell you that in many cases the examination cycle has been acceleratefl to provide
for more frequent evaluations of each institution’s payday lending program and its copformance
with the Guidelines. Examinations of banks involved in payday lending have often included on-
site visits to vendor store-front offices to verify their practices and conformity with applicable
laws.

4. Currently ten state-chartered FDIC banks rent their charters te pawn shops, payday
loan outlets, and check cashers so that these storefronts can make loans that would be
illegal nnder state usury and small loan laws if made directly by the banks’ partiters. Do
you consider this safe and sound banking? Should any banks be in the business of
encouraging consumers to write checks without money in the bank?

The FDIC recognizes payday lending as a legal lending activity that, because it is among
the highest-risk forms of subprime lending, demands close regulatory supervision. The federal
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banking agencies have established guidelines that clearly identify the inherent risks of subprime
lending; however, subprime lending can nonetheless be a safe and sound banking activity if bank
management properly manages and controls those risks, and if the bank has adequatd capital to
absorb the additional risks. The FDIC’s Guidelines on Payday Lending build on the:existing
interagency guidelines for subprime lending by establishing rigorous capital and operational
standards for banks engaged in this business. For FDIC-supervised banks that have pot met
these standards, the FDIC has taken, and will continue to take, appropriate enforcement action.
As mentioned earlier, two FDIC-supervised banks have exited the payday lending business due
to the FDIC initiating enforcement actions.

5. Would you permit banks entering the remittance business to engage in the same kind of
third-party charter rental for money transmitters who charge outrageous rates and fail to
make proper disclosures of hidden charges to consumers?

The FDIC’s authority in this area, similar to payday lending or any other perthissible
banking activity, is one of ongoing supervision rather than the granting of permission to initially
undertake specific activities. In addition, because the remittance business does not injvolve the
extension of credit and the payment of interest, the laws applicable to remittances are different
than those applicable to third-party business relationships that involve payday lending.

Our authority over a state nonmember bank’s relationship with a third-party money
transmitter would depend on the specific features of that relationship and the potential impact on
the bank. Under certain circumstances, the FDIC could take action to address business practices
that are unfair or deceptive under the Federal Trade Commission Act. For example, the
enforcement jurisdiction of the FDIC extends to depository institutions for which we are the
appropriate Federal banking agency as well as to “institution-affiliated parties” of su¢h
institutions in certain circumstances. An institution-affiliated party is defined by Section 3(u) of
the Federal Deposit Insurance Act to include directors, officers, employees, controlling
stockholders (other than bank holding companies), other persons who participate in the conduct
of the affairs of an insured depository institution, and independent contractors under limited
circumstances.

As you know, in cases where the FDIC does not have jurisdiction, a number of other
agencies would have authority to combat unfair or deceptive acts or practices. In particular, the
FTC has broad authority to enforce the requirements of the FTC Act against many nonbank
entities. In addition, the various state authorities have primary responsibility for enforcing state
statutes that prohibit unfair or deceptive acts or practices.

1f the FDIC becomes aware of apparent violations in entities $ubject to the primary
jurisdiction of another agency, an appropriate referral is made. There also are situations where
Jjurisdiction is concurrent, allowing corrective action by both the FDIC and another agency.

6. Payday loans are originated with little or no underwriting or consideration of ability to
repay the loans. The practice of loaning money without regard for ability to repay is a
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hallmark of predatory lending. Since the FDIC is the lead agency on protecting the safety
and soundness of federally insured banks, why hasn’t the FDIC clearly required banks to
make safe and sound small Ioans under terms that borrowers can successfully repay? Why
aren’t banks required to do analysis of debt to income ratios? Find out other obligations
borrowers have? Consider the impact of high finance charges for loans due in full on the
next payday on consumers’ ability to repay?

Payday loans are made utilizing limited underwriting and documentation, typically
involving little more than verifying a borrower’s income and the existence of a checliing
account. Limited underwriting and documentation is not uncommon for very small lpans.
Likewise, finance charges are typically higher for this type of unsecured credit because there is
very little recourse for the lender if a borrower chooses not to repay. Again, the FDIC views
payday lending as among the highest-risk forms of subprime lending, but the FDIC also
recognizes that payday lending can nonetheless be undertaken in a safe and sound ménner,
provided bank management properly manages and controls all the associated risks, and provided
the bank has adequate capital to absorb the additional risks.

In developing the Guidelines, the FDIC looked closely at industry practices for “rollavers” and
“consecutive advances” in order to address potentially poor practices in these areas. The
Guidelines mitigate concerns in these areas by requiring institutions to establish an appropriate
cooling-off period between the time a payday loan is repaid and another application ik made,
establish an appropriate limit for the number of loans per customer allowed within a designated
time period, and limit the number of payday loans at any one time to any one borrower fo only
one loan. The Guidelines also direct institutions to charge-off credits that do not have an
appropriate cooling-off period and require that institutions not make additional advances on such
credits to finance unpaid interest and fees. Where FDIC-supervised banks engaged in this
activity do not meet the rigorous capital and operational standards embodied in the Guidelines,
the FDIC has taken, and will continue to take, appropriate enforcement actions.

7. We believe you currently have the authority to expand upon the service test in the joint
regulations to give CRA credit to banks that are providing low cost remittances services to
low and moderate income customers. Is this correct? Would there be any technical
difficulty in establishing a standard for defining lower cost services relative to service
charges by nonbank providers in the same service areas? Since the service test applies only
to large institutions (and there would be about 1100 fewer “large” institutions under the
pending CRA proposal) is there a way to provide credit to smaller banks who provide these
services?

Remittances by wire transfer or an automated clearing house (ACH) are a retajl service,
and therefore, are relevant under the CRA regulations. To the extent that offering remittances
increases access to financial services for low- or moderate-income individuals, this seyvice also
could receive favorable consideration as a community development service.

As you note, Community Reinvestment Act (CRA) examinations of large financial
institutions (generally those with assets over $250 million or belonging to a holding company
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with assets over $1 billion) include a service test to assess a bank's record of providing retail and
community development services. The availability and effectiveness of a bank's retail services
and the extent to which those services are tailored to community needs are reviewed under the
service test. Services that are designed to increase access to financial services for low- or
moderate-income individuals, such as services offered at a low cost, receive favorable
consideration as community development services. (See Interagency Questions and Answers on
Community Reinvestment, 66 Fed. Reg. 36619, 36621, 36628 (July 12, 2001).)

Under the CRA regulation, small institutions are subject to a streamlined examination
that focuses on five broad performance indicators — loan to deposit ratio, assessment area lending
ratio, loan distribution by size and geography, and whether the institution has had any complaints
about its CRA performance. At a small institution’s option, examiners will consider fts record of
providing services, such as remittances, to determine whether an outstanding rating should be
assigned when it has received a satisfactory rating on these five assessment factors. In fact, the
FDIC recently gave favorable CRA consideration to a small community bank based in
Milwaukee, Wisconsin, for offering a remittance product.

In evaluating any product or service, regardless of the bank’s size or performance
methods, examiners evaluate it within the bank’s performance context. This context includes the
demographics of the community, the bank’s business strategy and institutional capacity and
constraints, and the performance of other similarly situated institutions, including, in the case of
a specialized service like remittances, both bank and non-bank providers. In light of the
increasing participation of insured institutions in this arena, it may be premature to establish any
single standard or comparison for determining whether a particular service is lower cost.
Considerations such 4s security, availability of transfer services to both transferors and
recipients, and the restrictions imposed or ease of transactions must be weighed as wall as the
price.

In May 2003, the FDIC and the Consulate General of Mexico launched the New Alliance
Task Force (NATF), a broad-based coalition of 30 banks and 25 community-based organizations,
whose mission is to provide immigrants, both established and recently arrived, with the
necessary financial education and support services to improve their access to the U.S. banking
system. We are pleased to be part of this significant undertaking.

The NATF is comprised of four major working groups, including the Bank Products &
Services working group. The main responsibility of this group is to develop products to bank the
“unbanked” and to encourage financial institutions to develop financial service produgts with
remittance features as a way to reach the “unbanked” immigrant community.

Data collected from more than 30 banks that operate in the Midwest indicate that in the
last 18 months, more than 50,000 accounts have been opened by formerly “unbanked”
customers, with an average balance of $2,000. Many of these accounts were opened through
remittance products offered by banks.

Nearly 20 banks in the Midwest offer bank products with remittance features that allow
immigrants to open bank accounts, avoid high-cost wire services, and lower remittance costs for
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immigrants sending money back home. Many banks now offer wire transfer services and/or
products with remittance features (for example, issuing two ATM cards -- one for use in the U.S.
and one to be sent to the home country) as a vehicle to reach this market.

8. A 2000 FDIC Office of Inspector General report found that: “DCA’s (Division of
Compliance and Consumer Affairs) examination procedures do not provide specific
guidance in some critical areas of the evaluation process in which we believe consistency is
vital. Consequently, CRA examination procedures are not consistently applied by
examiners within and among regional offices. We also found that the CRA Performance
Evaluation reports (PE reports) do not comprehensively identify the credit needs of the
communities in which the banks are operating.

“Additionally, the PE reports do not consistently include the types of comparative and
analytical data in the apalyses of the banks’ small business lending performance that would
enable the reader to understand the basis for the examiners® conclusions. As a result of the
Iack of information related to the credit needs of the community and small business lending
data, it is difficult to determine if the resulting ratings provide an accurate measure of the
banks’ performance. In addition, we determined that internal control procedures over the
CRA examination review process and workpaper maintenance need to be enhanced to
ensure consistent presentations of CRA data and complete analyses to support the
examiners’ conclusions.

What have you done to reform your examination procedures to meet these concerns? Have
you improved the quality standards of the PE reports over the last three years? What steps
have you taken to enhance internal control procedures over the exam process?

The CRA audit issued by the FDIC’s Office of the Inspector General (OIG) covered 57
CRA public evaluations from 1998, including 25 large bank and 32 small bank publi¢
evaluations. Those evaluations were the first group conducted by the FDIC under the revised
CRA regulations, which became effective for small banks in January 1996 and the lagge banks in
January 1997.

All of the evaluations reviewed were prepared prior to the issuance of comprehensive
large bank examination guidance by the FDIC in December 1998 that addressed many of the
issues cited in the OIG report. That guidance provided specific criteria and instruction, not only
to ensure consistency in the presentation of data from large bank examinations through the use of
standardized tables, but also to support conclusions in the evaluations. They also precede, by
approximately two years, further steps taken by the FDIC to improve the FDIC’s CRA
examination process through the agency’s own review in April 2000 of 250 CRA public
evaluations - small and large — which led to improvements in regional examination oversight,
quality assurance, training, and examiner guidance.

Following both the OIG and the FDIC’s own analysis of public evaluations in 2000, the
FDIC adopted new consolidated guidance for CRA Examinations and Performance Evaluations
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that comprehensively addresses the recommendations made by the OIG and issues identified by
the FDIC’s national public evaluation review.

This guidance, issued in July 2001 and updated in January 2003, provides specific
guidance to examiners in several areas, including:

Presenting information and analyses in public evaluations
Selecting loan product lines, sampling, and analyzing loan data
Evaluating loans, investments, and services

Differentiating among CRA ratings

Conducting community contact interviews

A full-day, detailed review of this guidance was incorporated into the advanced training
for compliance examiners and remains a core topic at introductory and advanced compliance
examiner schools conducted by the FDIC.

The guidance also required the FDIC to strengthen examination oversight and quality
assurance procedures. The implementation of these efforts is evaluated as part of periodic
internal quality assurance reviews.

Among the changes in the CRA implementing regulations adopted in 1995 was the
elimination of a so-called “needs assessment,” particularly for small banks ~ which comprise the
vast majority of banks supervised by the FDIC. This requirement was replaced by the concept of
“performance context,” which requires examiners to evaluate a bank’s performance within the
context of a number of factors, including demographic and lending data, information regarding
lending, investment and service opportunities maintained by the bank or obtained from
community organizations or government agencies, the bank’s business strategy, and institutional
capacity and constraints,

To emphasize the importance of analyzing community credit needs, guidance issued by
the FDIC in July 2001 specifically states that community credit needs must be discussed in every
public evaluation, as must community contact information, The FDIC took a leading role in
creating a community contact data base to enable the four federal banking agencies to share the
information obtained from cormmunity contacts.

The FDIC also issued software in March 1999, prior to the audit, that facilitates the use
and analysis of standardized data tables on examiner laptop computers. This software is used for
both small and large bank examinations, and is updated annually to incorporate new peleases of
Home Mortgage Disclosure Act (HMDA), Dunn & Bradstreet, census and other data.

The standardized tables adopted by the FDIC in 1998 as part of its large bank
examination guidance have been superseded by a set of large bank core tables created by the four
federal banking agencies for use in all large bank CRA public evaluations. These tables, which
went into effect in April 2002, were adopted in response to criticisms that public evalhations
were inconsistent from one regulatory agency to another. The use of the core tables arcated
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greater consistency among the public evaluations and betier utilizes data required to be collected
and reported by financial institutions without imposing any additional burden on thetn.

Other interagency efforts that have substantially improved the quality and consistency of
CRA public evaluations include the publication of the Interagency Questions and Answers on
CRA, which have greatly assisted examiners, bankers and the public with respect to
interpretative issues regarding CRA.

9. The FDIC is reported to have given Venture Bank of Washington State a ‘satisfactory’
CRA rating, even though the bank engages in ‘rent-a-charter’ activities with an out-of-
state payday lender.

a) Did the FDIC consider the bank’s relationship with the payday lender i performing the
CRA evaluation?

The FDIC considered Venture Bank’s relationship with a payday lender as part of a
recent CRA performance evaluation. The evaluation found that the payday lending relationship
did not adversely affect the bank’s CRA performance in its local communities and didl not limit
the bank’s ability to meet community credit needs in its assessment area. As indicated in the
evaluation, the examiners did not identify any evidence of discriminatory or other ill¢gal credit
practices when they considered the payday lending operation.

b) Is the payday lender with which Venture Bank has a relationship the same one which
People’s National Bank of Paris, Texas, had a relationship, which resulted in the OCC
brought an enforcement action that culminated in the bank paying $175,000 in divil money
penalties and agreed to terminate its relationship with the payday lender, among other
provisions of a consent order? Is the payday lender the same payday lender that also
entered into an agreement last year with the OCC in which it agreed it would not enter into
any contract to become either an agent or bauk service provider for a national bank
without first applying to the OCC?

As of the date of the CRA evaluation, Venture Bank had a relationship with Advance
America Cash Advance Centers, Inc. (Advance America), which is the same entity with which
People’s National Bank of Paris, Texas, had 2 relationship. Both People’s National Hank and
Advance America, the bank’s agent, entered into consent orders with the OCC as a result of the
OCC’s findings that they violated federal consumer protection laws and regulations in their
payday lending operations.

‘While involving the same entity, the specific facts and circumstances of Venture Bank’s
relationship are materially different than those existing at the time of the OCC’s findihgs in
regard to People’s National Bank. The nature of the relationship, as well as both entifies’
governing policies and controls relating to the relationship, alleviate the central concefns that led
to the OCC’s consent orders. As indicated above, FDIC examiners did not identify evidence of
discriminatory or other illegal credit practices when they reviewed Venture Bank’s payday loan
operations conducted through Advance America as marketer and servicer.
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¢) Does a relationship with an out-of-state payday lender help a bank meet “the credit
needs of its entire commuuity, including low- and moderate-income neighborhoods,
consistent with the safety and sound operation” of the bank, as specified in sectibn 804 of
CRA?

The standards for assessing bank CRA performance focus on activities within an
institution’s self-defined assessment area. Assessment areas may not extend substantially
beyond state boundaries unless the bank operates in a multi-state metropolitan statistical area.
The standards for both large and small banks focus on lending performance, and givg particular
weight to making loans to persons or on property within the assessment area. If an out-of-state
payday loan agent is not operating within the bank’s assessment area, then such a relationship
would not help a bank meet the credit needs of its community. As with Venture Bank, such a
relationship may not affect the bank’s CRA performance, so long as it is carefully controlled and
does not constitute an undue percentage of the bank’s loan portfolio.

As indicated in the FDIC’s Guidelines for Payday Lending, a payday lendingiprogram
within a bank’s assessment area might be inconsistent with meeting the community’s
convenience and needs. Loans made “to individnals who do not have the ability to répay, or that
may result in repeated renewals or extensions and fee payments over a relatively short span of
weeks, do not help to meet credit needs in a responsive manner.”

10. Do you believe the recent OCC preemption rules will affect the normal patterns of
bank chartering and charter conversions, particularly state bank movement to Hational
bank charters? Have you noticed any unusual charter movement regarding the'banks you
regulate?

To date, the FDIC has seen no evidence that OCC preemption rules have affe¢ted bank
charter choices in the banking industry.
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FDIC FEDERAL DEPOSIT
INSURANCE CORPORATION
INSURING AMERICA'S FUTURE
Guidelines For Payday Lending

Purpose

This guidance provides information about payday lending, a particular type of subprime lending, and
supplements previously issued guidance about such programs.’ it describes safety and soundness
and compliance considerations for examining and supervising state nonmember institutions that have
payday lending programs.

This guidance is necessitated by the high risk nature of payday lending and the substantial growth of
thig product. it describes the FDIC's expectations for prudent risk-management practices for payday
iending activities, particularly with regard to concentrations, capital, alfowance for loan and lease
losses, classifications, and protection of consumers. The guidelines also address recovery practices,
income recognition, and managing risks associated with third-party retationships.

When examiners determine that management of safety and soundness or compliance risks is
deficient, they should criticize management and initiate corrective action. Such actions may include
format or informal enforcement action. When serious deficiencies exist, enforcement actions may
instruct institutions fo discontinue payday lending.

Background

In recent years a number of lenders have extended their risk selection standards to attract subprime
loans. Among the various types of subprime loans, "payday loans™ are now offered by an increasing
number of insured depository institutions.,

Payday loans {(also known as deferred deposit advances) are small-dollar, short-term, unsecured loans
that borrowers promise to repay out of their next paycheck or regular income payment (such as a
social security check). Payday loans are usually priced at a fixed doliar fee, which represents the
finance charge to the borrower. Because these loans have such short terms to maturity, the cost of
borrowing, expressed as an annual percentage rate {APR), is very high.l

tn return for the loan, the borrower usually provides the lender with a check or debit authorization for
the amount of the loan plus the fee. The check is either post-dated to the borrower's next payday or
the lender agrees to defer presenting the check for payment until a future date, usually two weeks or
less. When the loan is due, the lender expects to collect the loan by depositing the check or debiting
the borrower's account or by having the borrower redeem the check with a cash payment, If the
borrower informs the lender that he or she does not have the funds to repay the loan, the loan is often
refinanced * through payment of an additional fee. If the borrower does not redeem the check in cash
and the loan is not refinanced, the lender normally puts the check or debit authorization through the
payment system. If the borrower's deposit account has insufficient funds, the borrower typically incurs
& NSF charge on this account, if the check or the debit is returned to the lender unpaid, the lender also
may impose a returned item fee plus collection charges on the loan.

Significant Risks

Borrowers who obtain payday loans generally have cash flow difficulties, and few, if any, lower-cost
borrowing alternatives. In addition, some payday lenders perform minimal analysis of the borrower's
ability to repay either at the ioan's inception or upon refinancing; they may merely require a current pay
stub or proof of a regular income source and evidence that the customer has a checking account.
Other payday lenders use scoring models and consult nationwide databases that track bounced
checks and persons with outstanding payday loans. However, payday lenders typically do not obtain or

htto://www.fdic. gov/regulations/safetv/ivavdav/index. htmi 4/14/2004
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analyze information regarding the borrower’s total level of indebtedness or information fram the major
national credit bureaus (Equifax, Experian, TransUnion). In addition, payday lenders generally do not
conduct a substantive review of the borrower's credit history. The combination of the borrower's limited
financial capacity, the unsecured nature of the credit, and the limited underwriting analysis of the
borrower's ability to repay pose substantial credit risk for insured depository institutions.

Insured depository institutions may have payday lending programs that they administer directly, using
their own employess, or they may enter into arrangements with third parties. In the latter
arrangements, the institution typically enters into an agreement in which the institution funds payday
loans originated through the third party. These arangements also may involve the sale to the third
party of the loans or servicing rights to the loans.4 institutions also may rely on the third party to
provide additional services that the bank would normally provide, including collections, advertising and
soliciting applications. The existence of third party arrangements may, when not properly managed,
significantly increase institutions’ transaction, legal, and reputation risks.

Federal law authorizes federal and state-chariered insured depository institutions making loans to out
of state borrowers to "export" favorable interest rates provided under the laws of the state where the
bank is located. That is, a state-chartered bank is allowed to charge interast on loans to out of state
borrowers at rates authorized by the state whers the bank is located, regardless of usury limitations
imposed by the state laws of the borrower's residence.? Nevertheless, institutions face increased
reputation risks when thay enter into certain arrangements with payday lenders, including
arrangements to originate loans on terms that could not be offered directly by the payday lender.

Payday loans are a form of specialized lending not typically found in state nonmember institutions, and
are most frequently originated by specialized nonbank firms subject to state regulation. Payday loans
can be subject to high levels of transaction risk given the large volume of loans, the handiing of
documents, and the movement of loan funds between the institution and any third party originators.
Because payday loans may be underwritten off-site, there also is the risk that agents or employees
may misrapresent information about the loans or increase credit risk by falling to adhere to established
underwriting guidelines.

Procedures
General

Examiners should apply this guidance to banks with payday lending programs that the bank
administers directly or that are administered by a third party contractor. This guidance does nof apply
to situations where a bank makes occasional low-denomination, shori-term loans to its customers.

As described in the 2001 Subprime Guidarnice, a program involves the regular origination of loans,
using tailored marketing, underwriting standards and risk selection, The 2001 Subprime Guidance
applies specifically to institutions with programs where the aggregate credit exposure is equal to or
greater than 25% or more of tier 1 capital. However, because of the significant credit, operational,
fegal, and reputation risks inherent in payday lending, this guidance applies regardiess of whether a
payday loan program meets that credit exposure threshold.

All examiners should use the procedures outlined in the Subprime Lending Examination Procedures,
as well as those described here. While focused on safety and soundness issues, segments of the
Subprime Lending Examination Procedures also are applicable to compliance examinations. They will
need to be supplemented with existing procedures refating to specific consumer protection faws and
regulations.

Due to the heightened safety and soundness and compliance risks posed by payday lending,
concurrent risk management and consumer protection examinations should be conducted absent
overriding resource or scheduling problems. in all cases, a review of each discipline’s examinations
and workpapers should be part of the pre-examination planning procass. Relevant state examinations
also should be reviewed.

htto://www. fdic.gov/resulations/safetv/pavdav/index html 4/14/2004
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Examiners may conduct targeted examinations of the third party where appropriate. Authority to
conduct examinations of third parties may be established under several circumstances, including
through the bank's written agreement with the third party, section 7 of the Bank Service Company Act,
or through powers granted under section 10 of the Federal Deposit Insurance Act. Third party
examination activities would typically include, but not be limited to, a review of compensation and
staffing practices; marketing and pricing policies; management information systems; and compliance
with bank policy, outstanding law, and regulations. Third party reviews should also Include testing of
individual loans for compliance with underwriting and loan administration guidelines, appropriate
treatment of loans under delinquency, and re-aging and cure programs.

Third-Parly Relationships and Agreements

The use of third parties in no way diminishes the responsibility of the board of directors and
management to ensure that the third-party activity is conducted in a safe and sound manner and in
compliance with policies and applicable laws. Appropriate corrective actions, including enforcement
actions, may be pursued for deficiencies related to a third-party relationship that pose concerns about
either safety and soundness or the adequacy of protection afforded to consumers.

The FDIC’s principal concem relating to third parties is that effective risk controls are implemented.
Examiners should assess the institution's risk management program for third-party payday lending
relationships. An assessment of third-party refationships should include an evaluation of the bank's risk
assessment and strategic planning, as well as the bank's due diligence process for selecting a
competent and qualified third party provider. {(Refer to the Subprime Lending Examination Procedures
for additional detail on strategic planning and due diligence.}

Examiners also should ensure that arrangements with third parties are guided by written contract and
approved by the instifution's board. At a minimum, the arrangement should:

Describe the duties and responsibilities of each party, including the scope of the arrangement,
performance measures or benchmarks, and responsibilities for praviding and receiving
information;

Specify that the third party will comply with all applicable laws and regulations;

Specify which party will provide consumer compliance related disclosures;

Authorize the institution to monitor the third party and periodically review and verify that the third
party and its representativas are complying with its agreement with the institution;

Authorize the institution and the appropriate banking agency to have access to such records of
the third party and conduct onsite transaction testing and operational reviews at third party
locations as necessary or appropriate to evaluate such compliance;

Require the third party to indemnify the institution for potential liability resulting from action of
the third party with regard to the payday lending program; and

Address customer complaints, including any responsibility for third-party forwarding and
rasponding te such complaints.

Examiners also should ensure that management sufficiently monitors the third party with respectto its
activities and performance. Management shouid dedicate sufficient staff with the necessary expertise
to oversee the third party. The bank's oversight program shoutd monitor the third party’s financial
condition, its controls, and the quality of its service and support, including its resolution of consumer
complaints if handled by the third party. Oversight programs should be documented sufficiently to
facilitate the monitoring and management of the risks associated with third-party relationships.

Safety and Soundness Issues
Concentrations

Given the risks inherent in payday lending, concentrations of credit in this line of business pose a
significant safety and soundness concern. In the context of these guidelines, a concentration would be

htto://www.fdic.gov/regulations/safetv/pavdav/index htmi 4/14/2004
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defined as a volume of payday loans totaling 25 percent or more of a bank's Tier 1 capital. Where
concentrations of payday lending are noted, bank management should be criticized for a failure to
diversify risks. Examiners will work with institutions on a case-by-case basis to determine appropriate
supervisory actions necessary to address concentrations. Such action may include directing the
institution to reduce its loans to an appropriate level, raise additional capital, or submit a plan to
achieve compliance.

Capital Adequacy

The FDIC's minimum capital requirements generally apply to portfolios that exhibit substantially tower
risk profiles and that are subject to more stringent underwriting procedures than exist in payday
lending programs. Therefore, minimum capital requirements are not sufficient to offset the risks
associated with payday lending.

As noted in the 2001 Subprime Guidance, examiners should reasonably expect, as a starting point,
that an institution would hold capital against subprime portfolios in an amount that is one and a half o
three times greater than what is appropriate for non-subprime assets of a similar type. However,
payday lending is among the highest risk subsets of subprime lending, and significantly higher levels of
capital than the starting point should be required.

The 2001 Subprime Guidance indicates that institutions that underwrite higher risk subprime poals,
such as payday loans, need significantly higher levels of capital, perhaps as high as 100% of the loans
outstanding (doliar-for-dollar capital), depending on the level and volatility of risk. Risks to consider
when determining capital requirements include the unsecured nature of the credit, the relative levels of
risk of default, loss in the event of default, and the level of classified assets. Examiners should also
consider the degree of legal or reputational risk associated with the payday business line, especially as
it retates to third-party agreements.

Because of the higher inherent risk levels and the increased impact that payday lending portfolios may
have on an institution’s overail capital, examiners should document and reference each institution's
capital evaluation in their comments and conclusions regarding capital adequacy. (Refer to the 2007
Subprime Guidance for further information on capital expectations.}

Allowance for Loan and Lease Losses (ALLL) Adequacy

As with other segments of an institution's loan porifolio, examiners should ensure that institutions
maintain an ALLL that is adequate to absorb estimated credit losses within the payday loan portiolio.
Consistent with the Interagency Policy Statement on Allowance for Loan and Lease Losses
Methodologies and Documentation for Banks and Savings Associations (Interagency Policy Statement
on ALLL),S the term "estimated credit iosses” means an estimate of the current amount of loans that is
not likely to be collected; that is, net charge-offs that are likely to be realized in a segment of the loan
portfolio given the facts and circumstances as of the evaluation date. Although the contractual term of
each payday loan may be shori, institutions' methodologies for estimating credit losses on these loans
should take into account the fact that many payday foans remain continuously outstanding for longer
periods because of renewals and rollovers, |n addition, institutions should evaluate the coliectibility of
accrued fees and finance charges on payday loans and employ appropriate methods to ensure that
income is accurately measured.

Examiners should ensure that institutions engaged in payday lending have methodologies and
analyses in place that demonstrate and document that the level of the ALLL for payday loans is
appropriate. The application of historical loss rates to the payday loan portfolio, adjusted for the current
environmental factors, is cne way to determine the ALLL needed for these loans. Environmental
factors include levels of and trends in delinquencies and charge-offs, trends in loan volume, effects of
changss in risk selection and underwriting standards and in account management practices, and
current economic conditions. For institutions that do not have loss experience of their own, it may be
appropriate to reference the payday Ioan loss experience of other institutions with payday loan
portfolios with similar attributes. Other methods, such as loss estimation models, are acceptable if they
estimate losses in accordance with generally accepted accounting principles. Examiners should review

http://www. fdic. gov/regulations/safety/payday/index.htmt 4/14/2004
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documentation to ensure that institutions loss estimates and allowance methodologies are consistent
with the Inferagency Policy Statement on ALLL.

Classification Guidelines

The Uniform Retail Credit Classification and Account Management Policy (Retall Classification Policy)”
establishes general classification thresholds for consumer loans based on delinquency, but also grants
examiners the discretion to classify individual retail loans that exhibit signs of credit weakness
regardiess of delinquency status. An examiner also may classify retail portfolios, or segments thereof,
where underwriting standards are weak and present unreasonable credit risk, and may criticize
account management practices that are deficient.

Most payday loans have well-defined weaknesses that jeopardize the liguidation of the debt.
Weaknesses include limited or no analysis of repayment capacity and the unsecured nature of the
credit. In addition, payday loan portfolios are characterized by a marked proportion of obligors whose
paying capacity is questionable. As a resuit of these weaknesses, payday loan portfolios should be
classified Substandard.

Furthermore, payday loans that have been outstanding for extended periods of time evidence a high
risk of loss. White such loans may have some recovery vaiue, it is not practical or desirable to defer
writing off these essentially worthless assets. Payday loans that are outstanding for greater than 60
days from origination generally meet the definition of Loss. in certain circumstances, earlier charge off
ray be appropriate {i.e., the bank does not renew beyond the first payday and the borrower is unable
to pay, the bank closes an account, etc.). The institution’s policies regarding consecutive advances
also should be considered when determining Loss ciassifications. Where the economic substanse of
consecutive advances is substantially similar to "rotiovers” - without appropriate intervening "cooling
off” or waiting pericds - examiners should treat these loans as continuous advances and classify
accordingly.

When classifying payday loans, examiners should reference the Retail Ciassification Policy as the
source document. Examiners would normally not classify loans for which the institution has
documented adequate paying capacity of the obligors and/or sufficient collateral protection or credit
enhancement.

Renewals/Rewrites

The Retail Classification Policy establishes guidelines for extensions, deferrals, renewals, or rewrites
of closed-end accounts, Despite the short-term nature of payday loans, borrowers that request an
extension, deferral, renewal, or rewrite should exhibit a renewed willingness and ability to repay the
loan. Examiners should ensure that institutions adopt and adhere to the Refail Classification Policy
standards that control the use of extensions, deferrals, renewals, or rewrites of payday loans. Under
the Retall Classification Policy, institutions’ standards should:

« Limit the number and frequency of extensions, deferrals, renewals, and rewrites;

Prohibit additional advances to finance unpaid interest and fees and simulianeous loans to the
same customer; and

Ensure that comprehensive and effective risk management, reporting, and internal controls are
established and maintained.

in addition to the above items, institutions should aiso:

» Establish appropriate "cooling off" or waiting periods between the time a payday loan is repaid
and another application is made;

» Establish the maximum number of loans per customer that are aliowed within one calendar year
or other designated time period; and

« Provide that no more than one payday loan is outstanding with the bank at a time to any ane

http://www.fdic.gov/regulations/safety/payday/index.htmi 4/14/2004
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borrower.
Accrued Fees and Finance Charges?

Examiners should ensure that institutions evaluate the collectibility of accrued fees and finance
charges on payday loans because a portion of accrued interest and fees is generally not collectible.
Although regulatory reporting instructions do not require payday loans to be placed on nonaccrual
based on delinquency status, institutions should employ appropriate methods to ensure that income s
accurately measured. Such methods may include providing loss allowances for uncollectible fees and
finance charges or placing delinquent and impaired receivables on nonaccrual status. After a loan is
placed on nonaccrual status, subsequent fees and finance charges imposed on the borrower would
not be recognized in incoms and accrued, but unpaid fees and finance charges normally would be
reversed from income.

Recovery Practices

After a loan Is charged off, institutions must properly report any subsequent collections on the joan.®
Typically, some or all of such collections are reported as recoveries to the ALLL. in some instances,
the total amount credited to the ALLL as recoveries on an individual loan (which may have included
principal, finance charges, and fees) may exceed the amount previously charged off against the ALLL
on that loan {which may have been limited to principal). Such a practice understates an institution's net
charge-off experience, which is an important indicator of the credit quality and performance of an
institution’s portfolio.

Consistent with regulatory reporting instructions and prevalent industry practice, recoveries represent
collections on amounts that were previously charged off against the ALLL. Accordingly, institutions
must ensure that the total amount credited to the ALLL as recoveries on a loan (which may include
amounts representing principal, finance charges, and fees) is fimited to the amount previously charged
off against the ALLL on that loan. Any amounts collected in excess of this limit should be recognized
as income.

Compliance Issuss

Payday lending raises many consumer profection issues and altracts a great deal of attention from
consumer advocates and other regulatory organizations, increasing the potential for litigation.
Regardiess of whether state law characterizes these transactions as loans, they are considered
extensions of credit for purposes of faderal consumer protection law. Laws and regulations to be
closely scrutinized when reviewing payday lending during consumer compliance examinations include:

Community Reinvestment Act (CRA)/ Part 345

Under interagency CRA regulations and interpretive guidance, a payday lending program may
adversely affect CRA performance. For example, evidence of discriminatory or other illegal credit
praclices are inconsistent with helping to meet community credit needs and adversely affect an
svaiuation of a financial institution's performance. Examples of illegal credit practices inciude, but are
not limited to violations of: the Equal Credit Opportunity Act, concerning discouraging or discriminating
against consumers on a prohibited basis; the Truth in Lending Act, regarding disclosures and certain
loan restrictions; and the Federal Trade Commission Act, concerning unfair and deceptive acts or
practices, Under longstanding interagency regulatory guidance, only iitegal credit practices adversely
affect CRA performance and may result in a lower CRA rating. As in afi other aspects of the CRA
evaluation, FDIC examiners will continue to follow the CRA regutations and guidance issued jointly by
the federal banking agencies (FDIC, Federal Reserve, OTS and OCC) and in effect at the time of an
examination.

However, other questionable payday lending practices, while not specifically prohibited by law, may be
inconsistent with helping to meet the convenience and needs of the community. For example, payday
loans to individuals who do not have the ability o repay, or that may result in repeated renewals or

htto://www.fdic.gov/regulations/safetv/pavdav/index.htmi 4/14/2004
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extensions and fee payments over a relatively short span of weeks, do not help to meet credit needs in
a responsive manner. A full description of the payday lending program and such practices should be
included in the section of the CRA Public Performance Evaluation that describes the institution. This
section provides a description of the institution's profile, business strategy, and product offerings inside
and outside the assessment area(s). As with any public comment, public comments regarding payday
lending practices shouid be discussed appropriately in a financial institution's CRA Public Performance
Evaluation, and included in the institution's CRA Public File.

Truth in Lending Act/ Reguiation Z

TILA and Reguilation 21 require banks engaged in consumer lending to ensure that accurate
disclosures are provided to customers. A bank that fails to disclose finance charges and APRs
accurately for payday loans - considering the smalt dollar tolerance for inaccuracies - risks having to
pay restitution to consumers, which in some instances could be substantial, This risk remains even if
the bank provides loans through a third-party agreement.

TILA and Regulation Z also require banks to advertise their loan products in accordance with their
provisions. For example, advertisements that state specific credit terms may state only those terms
that actually are or will be arranged or offered by the creditor. if an advertisement states a rate of
finance charge, it must state the rate as an APR, using that term, |f the APR may be increased after
the initial origination date, the advertisement must so state. Additional disclosures also may be
required in the advertisements.

Equal Credit Opportunity Act/ Reguiation B

Hlegal discrimination may occur when a bank has both payday and other short-term lending programs
that feature substantially different interest rate or pricing structures. Examiners should determine to
whom the products are marketed, and how the rates or fees for each program are set, and whether
there is avidence of potential discrimination, Payday lending, like other forms of lending, is also
susceptible to discriminatory practices such as discouraging applications, requesting information or
svaluating applications on a prohibited basis. If the lender requires that a borrower have income from a
job, and does not consider income from other sources such as social security or veterans benefits,
then it is illegally discriminating against applicants whose income derives from public assistance.

ECOA and Regulation B limit the type of information that may be requested of applicants during an
application for credit. A creditor may not refuse to grant an individual account to a creditworthy
applicant on the basis of sex, marital status or any other prohibited basis. A state nonmember bank
must ensure that its payday lending program complies with these limitations.

ECOA and Regulation B require creditors to notify applicants of adverse actions taken in connection
with an application for credit. Notices of adverse action taken must be provided within specified time
frames and in specified forms. State nonmember banks involved in payday lending must ensure that
such notices are given in an accurate and timely manner.

Fair Credit Reporfing Act

A barnk engaged directly or indirectly in payday lending is responsible for complying with requirements
to provide notice o a consumer when i declines an application for credit or takes other adverse action
based on certain inforrnation. if adverse action is taken based on information received from a
consumer reporting agency, the consumer must be notified and provided the name and address of the
consumer reporting agency. It is important to note that information in "bad check lists™ or databases
that track outstanding payday loans are considered to be consumer reports, and therefore the
companies that provide such a tracking service (such as Telstrack) are consumer reporting agencies.
if adverse action is taken based on information received from a third party that is not a consumer
reporting agency, the adverse action notice must direct the consumer to the bank, and not any third
party, for details regarding the character of the information (even where the payday loan applications
are received by the bank through a third party such as a payday lender).

http://www. fdic. goviregulations/safety/paydav/index himl 4/14/2004
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Electronic Fund Transfer Act (EFTA)/ Regulation E and Truth in Savings Act (TISA)

Payday lending arrangements that involve the opening of a deposit account or the establishment of
"electronic fund transfers™ must meet the disclosure and other requirements of both the EFTA and
TISA. Examples include providing a device to access funds from a deposit account, or depositing a
payday loan directly in a borrower’s account and debiting the subsequent payment.

Fair Debt Coffection Practices Act (FDCPA}

i a bank engages in payday lending through an arrangement with a third party, and the third party
coliects defauited debts on behalf of the bank, the third party may become subject to the provisions of
the FDCPA. Although the bank itself may not be subject to the FOCPA, it may face reputational risk i
the third party violates the FDCPA in collecting the bank’s loans. A compliance program should provide
for monitoring of collection activities, including collection calls, of any third party on behalf of the bank.

Federal Trade Commission Act (FTC Act)

The Federal Trade Commission Act (FTC Act) declares that unfair or deceptive trade practices are
illegal. (See 15 USC § 45(a)). State nonmember banks and their institution-affiliated parties will be
cited for violations of section 5 of the FTC Act and the FDIC will take appropriate action pursuant to its
authority under section 8 of the Federal Deposit Insurance Act when unfair or deceptive trade practices
are discovered, Examiners should focus attention on marketing programs for payday loans, and also
be alert for potentially abusive coliection practices. Of particular concern is the practice of threatening,
and in some cases pursuing, criminal bad check charges, despite the payment of offsetting fees by the
consumer and the lender's knowledge at the time the check was accepted that there were insufficient
funds to pay it. If evidence of unfair or deceptive trade practices is found, examiners should consult
with the regional office and the region should consult with Washington.

Where entities other than banks engage in unfair or deceptive trade practices, the FDIC will coordinate
its response with the Federal Trade Commission, (Refer to FIL-57-2002, dated May 30, 2002, for
further information.)

Privacy of Consumer Financial Information/Part 332

Payday lending arrangements are subject to the same information sharing restrictions and
requirements as any other type of financial service or product provided by FDIC-supervised institutions
to consumers. The bank should ensure consumers are appropriately provided with a copy of the
bank's initial, revised, and annual notices, as applicable. In addition, the bank should ensure that a
consumer's nonpublic personal information is used and disciosed only as permitted and described in
the privacy notice.

Safeguarding Customer Information

The Interagency Guidelines Establishing Standards for Safeguarding Customer Information, Appendix
B to Part 364, require banks to implement a written information security program to protect the
security, confidentiality, and integrity of customer information. The guidelines require banks to assess
reasonably foreseeabie internal and external threats that could result in unauthorized uses or
destruction of customer information systems, and to design a security program to control those risks. A
bank's board of directors should approve the written program and oversee its implementation.

Examiners should ensure the bank has appropriately addressed the security risks in payday lending
arrangements to safeguard customer information, whether in paper, electronic, or other form,
maintained by or on behalf of the bank.

FOOTNOTES:
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1 See January 31, 2001, for ime Lending Programs (Fit. 8-2001) (2001 Subprime Guidance);
January 24, 2000, i (RD Memo No. 00-004); March 4, 1999, interagency Guidelines on

Subprime Lending (Fil.~20- 99). and May 2,1997, Rlsks Associsted with Subprime Lending (FIL-44-97).
2The typical charge is $15 to $20 per $100 advanced for a two-week period, resuiting in an APR of nearly 400%.
3 Payday lenders generally use the term “rollover.” Other terms used may include extension, deferral, ranews! or rewrite,

4 Insured depository institutions alsc may fund payday lenders through a lending relationship. This guidance does not address such
situations.

5 See section 27 of the Federal Deposit Insurance Act, 12 US.C. § 18314 {enacted as section 52+ of the Depository Institutions
Dereguiation and Monetary Control Act of 1980 jthe "DIDMCA]). The authority of national banks o expaort favorable interest rates on
loans o borrowers residing in other states was racognizad by the U.8. Suprame Court in Marguette National Bank of Minneapolis v.
First Omaha Service Corp., 438 U.S. 299 (1978), in the context of section 85 of the National Bank Act. That authority was subsequently
extended 1o credit unions, savings associations, state nonmember banks and insured foreign branches in the DIDMCA to provide
competitive lending squality with national banks.

& See July 25, 2001, on for Loan and Lease Losses [ALLL) Methodologies and Documeniation
for Banks and Savings Assouaaans (FIL £§3-2001}.

7 See Juna 29, 2000, Uniform Refail Credit Classification and Account Policy {Fil. -40-2000).

8 AICPA Statement of Position 01-6 Accounting by Cenam Enur:es (lncrudmg Entities with Trade Receivables} That Lend to or Finance
the Activities of Others, pravides for for

9 AICPA Stalement of Position 01-6 provides ition guid: for ies of i charged-off Ibans.

9 Federal Reserve Board staff considered payday loans in the context of Regulation Z, and found that they are a form of credit under the
Truth in Lenging Act. 12 CFR Part 226, Supplement 1, Subpart A, Section 226.2(a}(14), note 2. if the fees are finance charges, 8s they
usually will be, see 12 CFR Part 226 4, thay must be disclosed as an APR, regardless of how the fee is characterized under stata law.

Home ContactUs Search Help SiteMap Forms
Freedom of Information Act  Website Poli FirstGov.gov
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Board of Governors of the Federal Reserve System
Federal Deposit Insurance Corporation

Unfair or Deceptive Acts or Practices by State-Chartered Banks
March 11, 2004

Purpose

The Board of Governors of the Federal Reserve System and the Federal Deposit
Insurance Corporation (the “Board” and the “FDIC,” or collectively, the “Agenties”) are
issuing this statement to outline the standards that will be considered by the Agencies as
they carry out their responsibility to enforce the prohibitions against unfair or deceptive
trade practices found in section 5 of the Federal Trade Commission Act (“FTC Act! as
they apply to acts and practices of state-chartered banks, The Agencies will apply these
standards when weighing the need to take supervisory and enforcement actions and when
seeking to ensure that unfair or deceptive practices do not recur.

This statement also contains a section on managing risks relating to unfair or deceptive
acts or practices, which includes best practices as well as general guidance on measures
that state-chartered banks can take to avoid engaging in such acts or practices.

Although the majority of insured banks adhere to 2 high level of professional conduct,
banks must remain vigilant against possible unfair or deceptive acts or practices both to
protect consumers and to minimize their own risks.

Coordination of Enforcement Efforts

Section S(a) of the FTC Act prohibits “unfair or deceptive acts or practices in or affecting
commerce,”” and applies to all persons engaged in commerce, including banks, The
Agencies each have affirmed their authority under section 8 of the Federal Deposit
Insurance Act to take appropriate action when unfair or deceptive acts or practicks are
discovered.

! 15U8.C. §45.
? 15U.S.C. § 45(a).
> 12U8.C. § 1818(b)(1), (e)(1), and (i)}(2). See letter from Chairman Greenspan to the Hon. Jolm J.

LaFalce (May 30, 2002); and “Unfair or Deceptive Acts or Practices: Apphcabdxty of the Federal Trade
Commission Act,” FIL 57-2002 (May 30, 2002).
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A number of agencies have authority to combat unfair or deceptive acts or practices. For
example, the FTC has broad authority to enforce the requirements of section 5 ¢f the FTC
Act against many non-bank entities.* In addition, state authorities have primary
responsibility for enforcing state statutes against unfair or deceptive acts or practices.
The Agencies intend to work with these other regulators as appropriate in investigating
and responding to allegations of unfair or deceptive acts or practices that involve state
banks and other entities supervised by the Agencies.

Standards for Determining What is Unfair or Deceptive

The FTC Act prohibits unfair or deceptive acts or practices. Congress drafted this
provision broadly in order to provide sufficient flexibility in the law to address changes in
the market and unfair or deceptive practices that may emerge.

An act or practice may be found to be unfair where it “causes or is likely to cause
substantial injury to consumers which is not reasonably avoidable by consumers
themselves and not outweighed by countervailing benefits to consumers or to
competition.”® A representation, omission, or practice is deceptive if it is likely to
mislead a consumer acting reasonably under the circumstances and is likely to affect a
consumer’s conduct or decision regarding a product or service.

The standards for unfaimess and deception are independent of each other. While a
specific act or practice may be both unfair and deceptive, an act or practice is prohibited
by the FTC Act if it is either unfair or deceptive, Whether an act or practice is unfair or
deceptive will in each instance depend upon a careful analysis of the facts and
circumstances. In analyzing a particular act or practice, the Agencies will be guided by
the body of law and official interpretations for defining unfair or deceptive acts or
practices developed by the courts and the FTC. The Agencies will also consider factually
similar cases brought by the FTC and other agencies to ensure that these standards are
applied consistently,

Unfair Acts or Practices
Assessing whether an act or practice is unfair

An act or practice is unfair where it (1) causes or is likely to cause substantial injury to
consumers, (2) cannot be reasonably avoided by consumers, and (3) is not outweighed by
countervailing benefits to consumers or to competition. Public policy may also be
considered in the analysis of whether a particular act or practice is unfair, Each of these
elements is discussed further below.

* 15 U.8.C. § 45(a)(2) and Gremm-Leach-Bliléy Act § 133, published in notes to 15 U.S.C. § 41.

* See FTC Policy Statement on Unfaimess (December 17, 1980); and FTC Policy Statement on Deception
(October 14, 1983).

¢ ‘This standard was first issued as a policy by the FTC and later codified into the FTC Act as
15U.S.C. § 45(n).



177

o The act or practice must cause or be likely to cause substantial injury to consumers.

To be unfair, an act or practice must cause or be likely to cause substantial injury to
consumers. Substantial injury usually involves monetary harm. An act or practice that
causes a small amount of harm to a large number of people may be deemed to cause
substantial injury. An injury may be substantial if it raises a significant risk of concrete
harm. Trivial or merely speculative harms are typically insufficient for a finding of
substantial injury. Emotional impact and other more subjective types of harm will not
ordinarily make a practice unfair.

» Consumers must not reasonably be able to avoid the injury.

A practice is not considered unfair if consumers may reasonably avoid injury.
Consumers cannot reasonably avoid injury from an act or practice if it interferes with
their ability to effectively make decisions. Withholding material price information until
after the consumer has committed to purchase the product or service would be an
example of preventing a consumer from making an informed decision. A practice may
also be unfair where consumers are subject to undue influence or are coerced into
purchasing unwanted products or services.

The Agencies will not second-guess the wisdom of particular consumer decisions.
Instead, the Agencies will consider whether a bank's behavior unreasonably creates or
takes advantage of an obstacle to the free exercise of consumer decision-making.

s The injury must not be outweighed by countervailing benefits to consumers or to
competition.

To be unfair, the act or practice must be injurious in its net effects —that is, the injury
must not be outweighed by any offsetting consumer or competitive benefits that are also
produced by the act or practice. Offsetting benefits may include lower prices or a wider
availability of products and services.

Costs that would be incurred for remedies or measures to prevent the injury are also taken
into account in determining whether an act or practice is unfair. These costs may include
the costs to the bank in taking preventive measures and the costs to society as a whole of
any increased burden and similar mattérs.

s Public policy may be considered.

Public policy, as established by statute, regulation, or judicial decisions may be
considered with all other evidence in determining whether an act or practice is unfair.
For example, the fact that a particular lending practice violates a state law or a banking
regulation may be considered as evidence in determining whether the act or practice is
unfair. Conversely, the fact that a particular practice is affirmatively allowed by statute
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may be considered as evidence that the practice is not unfair. Public policy
considerations by themselves, however, will not serve as the primary basis for
determining that an act or practice is unfair.

Deceptive Acts and Practices
Assessing whether an act or practice is deceptive

A three-part test is used to determine whether a representation, omission, or practice is
“deceptive.” First, the representation, omission, or practice must mislead or be likely to
mislead the consumer. Second, the consumer’s interpretation of the representation,
omission, or practice must be reasonable under the circumstances. . Lastly, the misleading
representation, omission, or practice must be material. Each of these elements is
discussed below in greater detail.

¢ There must be a representation, omission, or practice that misleads or is likely to
mislead the consumer, ‘

An act or practice may be found to be deceptive if there is a representation, omission, or
practice that misleads or is likely to mislead the consumer. Deception is not limited to
situations in which a consumer has already been misled. Instead, an act or practice may
be found to be deceptive if it is likely to mislead consumers. A representation may be in
the form of express or implied claims or promises and may be written or oral. Omission
of information may be deceptive if disclosure of the omitted information is necessary to
prevent a consumer from being misled.

In determining whether an individual statement, representation, or omission is
misleading, the statement, representation, or omission will not be evaluated in isolation.
The Agencies will evaluate it in the context of the entire advertisement, transaction, or
course of dealing to determine whether it constitutes deception. Acts or practices that
have the potential to be deceptive include: making misleading cost or price claims; using
bait-and-switch techniques; offering to provide a product or service that is not in fact
available; omitting material limitations or conditions from an offer; selling a product unfit
for the purposes for which it is sold; and failing to provide promised services.

o The act or practice must be considered from the perspective of the reasonable
consumer. )

In determining whether an act or practice is misleading, the consurner’s interpretation of
or reaction to the representation, omission, or practice must be reasonable under the
circumstances. The test is whether the consumer’s expectations or interpretation are
reasonable in light of the claims made. When representations or marketing practices are
targeted to a specific audience, such as the elderly or the financially unsophisticated, the
standard is based upon the effects of the act or practice on a reasonable member of that
group.
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If a representation conveys two or more meanings to reasonable consumers and one
meaning is misleading, the representation may be deceptive. Moreover, a consumer's
interpretation or reaction may indicate that an act or practice is deceptive under the
circumstances, even if the consumer’s interpretation is not shared by a majority of the
consumers in the relevant class, so long as a significant minority of such consumers is
misled.

In evaluating whether a representation, omission or practice is deceptive, the Agencies
will look at the entire advertisement, transaction, or course of dealing to determine how a
reasonable consumer would respond. Written disclosures may be insufficient to correct a
misleading statement or representation, particularly where the consumer is directed away
from qualifying limitations in the text or is counseled that reading the disclosures is
unnecessary. Likewise, oral disclosures or fine print may be insufficient to cure a
misleading headline or prominent written representation.

o The representation, omission, or practice must be material.

A representation, omission, or practice is material if it is likely to affect a consumer’s
decision regarding a product or service. In general, information about costs, benefits, or
resgtrictions on the use or availability of a product or service is material. When express
claims are made with respect to a financial product or service, the claims will be
presumed to be material. Similarly, the materiality of an implied claim will be presumed
when it is demonstrated that the institution intended that the consumer draw certain
conclusions based upon the claim.

Claims made with the knowledge that they are false will also be presumed to be material.
Omissions will be presumed to be material when the financial institution knew or should
have known that the consumer needed the omitted information to evaluate the product or
service.

Relationship to Other Laws

Acts or practices that are unfair or deceptive within the meaning of section 5 of the FTC
Act may also violate other federal or state statutes. On the other hand, there may be
circumstances in which an act or practice violates section 5 of the FTC Act even though
the institution is in technical compliance with other applicable laws, such as consumer
protection and fair lending laws. Banks should be mindful of both possibilities. The
following laws warrant particular attention in this regard:

Truth in Lending and Truth in Savings Acts
Pursuant to the Truth in Lending Act gTILA), creditors must “clearly and conspicuously”

disclose the costs and terms of credit.’ The Truth in Savings Act (TISA) requires
depository institutions to provide interest and fee disclosures for deposit accounts so that

7 15U.8.C. § 1632(a).
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consumers may compare deposit products.? TISA also provides that advertisements
shall not be misleading or inaccurate, and cannot misrepresent an institution’s deposit
contract. An act or practice that does not comply with these provisions of TILA or TISA
may also violate the FTC Act. On the other hand, a transaction that is in technical
compliance with TILA or TISA may nevertheless violate the FTC Act. For example,
consumers could be misled by advertisements of “guaranteed” or “lifetime” interest rates
when the creditor or depository institution intends to change the rates, whether or not the
disclosures satisfy the technical requirements of TILA or TISA.

Equal Credit Opportunity and Fair Housing Acts

The Equal Credit Opportunity Act (ECOA) prohibits discrimination in any aspect of a
credit transaction against persons on the basis of race, color, religion, national origin, sex,
marital status, age {provided the applicant has the capacity to contract), the fact that an
applicant’s income derives from any public assistance program, and the fact that the
applicant has in good faith exercised any right under the Consumer Credit Protection Act.
Similarly, the Fair Housing Act (FHA) prohibits creditors involved in residential real
estate transactions from discriminating against any person on the basis of race, color,
religion, sex, handicap, familial status, or national origin. Unfair or deceptive practices
that target or have a disparate impact on consumers who are members of these protected
classes may violate the ECOA or the FHA, as well as the FTC Act.

Fair Debt Collection Practices Act

The Fair Debt Collection Practices Act prohibits unfair, deceptive, and abusive practices
related to the collection of consumer debts. Although this statute does not by its terms
apply to banks that collect their own debts, failure to adhere to the standards set by this
Act may support a claim of unfair or deceptive practices in violation of the FTC Act.
Moreover, banks that either affirmatively or through lack of oversight, permit a third-
party debt collector acting on their behalf to engage in deception, harassment, or threats
in the collection of monies due may be exposed to liability for approving or assisting in
an unfair or deceptive act or practice.

Managing Risks Related to Unfair or Deceptive Acts or Practices

Since the release of the FDIC’s statement and the Board’s letter on unfair and deceptive
practices in May 2002, bankers have asked for guidance on strategies for managing risk
in this area. This section outlines guidance on best practices to address some areas with
the greatest potential for unfair or deceptive acts and practices, including: advertising and
solicitation; servicing and collections; and the management and monitoring of employees
and third-party service providers. Banks also should monitor compliance with their own
policies in these areas, and should have procedures for receiving and addressing
consumer complaints and monitoring activities performed by third parties on behalf of
the bank.

¥ 12U.S.C. § 4301 et seq.
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To avoid engaging in unfair or deceptive activity, the Agencies encourage use of the
following practices, which have already been adopted by many institutions:

Review all promotional materials, marketing scripts, and customer agreements and
disclosures to ensure that they fairly and adequately describe the terms, benefits, and
material limitations of the product or service being offered, including any related or
optional products or services, and that they do not misrepresent such terms either
affirmatively or by omission. Ensure that these materials do not use fine print, separate.
statements or inconspicuous disclosures to correct potentially misleading headlines, and
ensure that there is a reasonable factual basis for all representations made.

Draw the attention of customers to key terms, including limitations and conditions, that
are important in enabling the customer to make an informed decision regarding whether
the product or service meets the customer’s needs.

Clearly disclose all material limitations or conditions on the terms or availability of
products or services, such as a limitation that applies a special interest rate only to
balance transfers; the expiration date for terms that apply only during an introductory
period; material prerequisites for obtaining particular products, services or terms (e.g.,
minimum transaction amounts, introductory or other fees, or other qualifications); or
conditions for canceling 2 service without charge when the service is offered on a free
trial basis.

Inform consumers in a clear and timely manner about any fees, penalties, or other charges
(including charges for any force-placed products) that have been imposed, and the
reasons for their imposition.

Clearly inform customers of contract provisions that permit a change in the terms and
conditions of an agreement.

‘When using terms such as “pre-approved” or “guaranteed,” clearly disclose any
limitations, conditions, or restrictions on the offer.

Clearly inform consumers when the account terms approved by the bank for the
consumer are less favorable than the advertised terms or terms previously disclosed.

Tailor advertisements, promotional materials, disclosures and scripts to take account of
the sophistication and experience of the target audience. Do not make claims,
representations or statements that mislead members of the target audience about the cost,
value, availability, cost savings, benefits, or terms of the product or service.

Avoid advertising that a particular service will be provided in connection with an account
if the bank does not intend or is not able to provide the service to accountholders.
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Clearly disclose when optional products and services — such as insurance, travel
services, credit protection, and consumer report update services that are offered
simultaneously with credit — are not required to obtain credit or considered in decisions
to grant credit. :

Ensure that costs and benefits of optional or related products and services are not
misrepresented or presented in an incomplete manner.

When making claims about amounts of credit available to consumers, accurately and
completely represent the amount of potential, approved, or useable credit that the
consumer will receive.

Avoid advertising terms that are not available to most customers and using
unrepresentative examples in advertising, marketing, and promotional materials.

Avoid making representations to consumers that they may pay less than the minimum
‘amount due required by the account terms without adequately disclosing any late fees,
overlimit fees, or other account fees that will result from the consumer paying such
reduced amount.

Clearly disclose a telephone number or mailing address (and, as an addition, an email or
website address if available) that consumers may use to contact the bank or its third-party
servicers regarding any complaints they may have, and maintain appropriate procedures
for resolving complaints. Consumer complaints should also be reviewed by banks to
identify practices that have the potential to be misleading to customers.

Implement and maintain effective risk and supervisory controls to select and manage
third-party servicers.

Ensure that employees and third parties who market or promote bank products, or service
loans, are adequately trained to avoid making statements or taking actions that might be
unfair or deceptive.

Review compensation arrangements for bank employees as well as third-party vendors
and servicers to ensure that they do not create unintended incentives to engage in unfair
or deceptive practices. : :

Ensure that the institution and its third party servicers have and follow procedures to
credit consumer payments in a timely manner. Consumers should be clearly told when
and if monthly payments are applied to fees, penalties, or other charges before being
applied to regular principal and interest.

The need for clear and accurate disclosures that are sensitive to the sophistication of the
target audience is heightened for products and services that have been associated with
abusive practices. Accordingly, banks should take particular care in marketing credit and
other products and services to the elderly, the financially vulnerable, and customers who
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are not financially sophisticated. In addition, creditors should pay particular attention to
ensure that disclosures are clear and accurate with respect to: the points and other charges
that will be financed as part of home-secured loans; the terms and conditions related to
insurance offered in connection with loans; loans covered by the Home Ownership and
Equity Protection Act; reverse mortgages; credit cards designed to rehabilitate the credit
position of the cardholder; and loans with pre-payment penalties, temporary introductory
terms, or terms that are not available as advertised to all consumers.

Conclusion

The development and implementation of policies and procedures in these areas and the
other steps outlined above will help banks assure that products and services are provided
in a manner that is fair, allows informed customer choice, and is consistent with the FTC
Act.
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FTC POLICY STATEMENT ON UNFAIRNESS

FEDERAL TRADE COMMISSION
WASHINGTON, D. C, 20580

December 17, 1980

The Honorable Wendeil H. Ford

Chairman, Consumer Subcommittee

Committee on Commerce, Science, and Transportation
Room 130 Russell Office Building

Washington, D.C. 20510

The Honorable John C. Danforth

Ranking Minority Member, Consumer Subcommittee
Committee on Comumerce, Science, and Transportation
Room 130 Russell Office Building

Washington, D.C. 20510

Dear Senators Ford and Danforth:

This is in response to your letter of June 13, 1980, concerning one aspect of this agency's
Jjurisdiction over "unfair or deceptive acts or practices.” You informed us that the
Subcommittee was planning to hold oversight hearings on the concept of "unfaimess"” as
it has been applied to consumer transactions. You further informed us that the views of
other interested parties were solicited and compiled in a Committee Print earlier this
yaar.1 Your letter specifically requested the Commission’s views on cases under Section
5 "not involving the content of advertising," and its views as to "whether the
Commission's authority should be limited to regulating false or deceptive commercial
advertising.” Our response addresses these and other questions related to the concept of
consumer unfaimess.

We are pleased to have this opportunity to discuss the future work of the agency. The
subject that you have selected appears to be particularly timely. We recognize that the
concept of consumer unfairness is one whose precise meaning is not immediately
obvious, and also recognize that this uncertainty has been honestly troublesome for some
businesses and some members of the legal profession. This result is understandable in
light of the general nature of the statutory standard. At the same time, though, we believe
we can respond to legitimate concerns of business and the Bar by attempting to delineate
in this letter a concrete framework for future application of the Commission's unfairness
authority, We are aided in this process by the cumulative decisions of this agency and the
federal courts, which, in our opinion, have brought added clarity to the law. Although the
administrative and judicial evolution of the consumer unfaimess concept has still left
some necessary flexibility in the statute, it is possible to provide a reasonable working
sense of the conduct that is covered.

In response to your inquiry we have therefore undertaken a review of the decided cases
and rules and have synthesized from them the most important principles of general
applicability. Rather than merely reciting the law, we have attempted to provide the
Committee with a concrete indication of the manner in which the Commission has

htto://www.ftc.eov/ben/policvstmt/ad-unfair.htm 471412004
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enforced, and will continue to enforce, its unfairness mandate. In so doing we infend to
address the concerns that have been raised about the meaning of consumer unfaifness,
and thereby attempt to provide a greater sense of certainty about what the Commission
would regard as an unfair act or practice under Section 5.

This letter thus delineates the Commission’s views of the boundaries of its consutmer
unfaimess jurisdiction and is subscribed to by each Commissioner, In addition, we are
enclosing a companion Commission statement that discusses the ways in which this body
of law differs from, and supplements, the prohibition against consumer deception, and
then considers and evaluates some specific criticisms that have been made of our
enforcement of the law.2 Since you have indicated a particular interest in the possible
application of First Amendment principles to commercial advertising, the companion
statement will include discussions relevant to that question. The companion statetnent is
designed to respond to the key questions raised about the unfairness doctrine. However,
individual Commissioners may not necessarily endorse particular arguments or particular
examples of the Commission's exercise of its unfairness authority contained in the
companion statement.

Commission Statement of Policy on the Scope of the
Consumer Unfairness Jurisdiction

Section § of the FTC Act prohibits, in part, “unfair ... acts or practices in or affecting
commerce."” This is commonly referred to as the Commission's consumer unfairness
jurisdiction. The Commission's jurisdiction over "unfair methods of competition™ is not
discussed in this letter.* Although we cannot give an exhaustive treatment of the law of
consumer unfairness in this short statement, some relatively concrete conclusions ran
nonetheless be drawn.

The present understanding of the unfairness standard is the result of an evolutioniry
process. The statute was deliberately framed in general terms since Congress recognized
the impossibility of drafting a complete list of unfair trade practices that would not
quickly become outdated or leave loopholes for easy evasion.’ The task of identifying
unfair trade practices was therefore assigned to the Commission, subject to judicial
review,% in the expectation that the underlying criteria would evolve and develop:over
time. As the Supreme Court observed as carly as 1931, the ban on unfaimess "belongs to
that class of phrases which do not admit of precise definition, but the meaning and
application of which must be arrived at by what this court elsewhere has called ‘the

gradual process of judicial inclusion and exclusion.™”

By 1964 enough cases had been decided to enable the Commission to identify three
factors that it considered when applying the prohibition against consumer unfairniess.
These were: (1) whether the practice injures consumers; (2) whether it violates

established public policy; (3) whether it is unethical or unscrupulous.d These factprs were
later quoted with apparent approval by the Supreme Court in the 1972 case of Spérry &

Hutchinson.? Since then the Commission has continued to refine the standard of
unfairness in its cases and rnles, and it has now reached a more detailed sense of both the

definition and the limits of these criteria. 1

htto://www.fic.gov/ben/policystmt/ad-unfair. htm 4/14/2004
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Consumer injury

Unjustified consumer injury is the primary focus of the FTC Act, and the most ihportant
of the three S&H criteria. By itself it can be sufficient to warrant a finding of unfaimness.
The Commission's ability to rely on an independent criterion of consumer injury is
consistent with the intent of the statute, which was to "[make] the consumer whoimay be
injured by an unfair trade practice of equal concern before the law with the merchant

injured by the unfair methods of a dishonest c:ompetitor,"n

The independent nature of the consumer injury criterion does not mean that every
consumer injury is legally "unfair,” however. To justify a finding of unfairness the injury
must satisfy three tests. It must be substantial; it must not be outweighed by any
countervailing benefits to consumers or competition that the practice produces; ahd it
must be an injury that consumers themselves could not reasonably have avoided.

First of all, the injury must be substantial. The Commission is not concerned with trivial
or merely speculative harms. 12 In most cases a substantial injury involves monetary
13

harm, as when sellers coerce consumers into purchasing unwanted goods or services™ or
when consumers buy defective goods or services on credit but are unable to assett

against the creditor claims or defenses arising from the transaction. 4 Unwarranted

health and safety risks may also support a finding of unfaimess. > Emotional impact and
other more subjective types of harm, on the other hand, will not ordinarily make a
practice unfair. Thus, for example, the Commission will not seek to ban an advertisement
merely because it offends the tastes or social beliefs of some viewers, as has been

suggested in some of the comments. 6

Second, the injury must not be outweighed by any offsetting consumer or competitive
benefits that the sales practice also produces. Most business practices entail a mixture of
economic and other costs and benefits for purchasers. A seller's failure to present
complex technical data on his product may lessen a consumer's ability to choose, for
example, but may also reduce the initial price he must pay for the article. The
Commission is aware of these tradeoffs and will not find that a practice unfairly injures
consumers unless it is injurious in its net effects.!” The Commission also takes adcount
of the various costs that a remedy would entail. These include not only the costs fo the
parties directly before the agency, but also the burdens on society in general in the form
of increased paperwork, increased regulatory burdens on the flow of information,
reduced incentives to innovation and capital formation, and similar matters. 18 Finally,
the injury must be one which consumers could not reasonably have avoided. 18 Normally
we expect the marketplace to be self-correcting, and we rely on consumer choicesthe
ability of individual consumers to make their own private purchasing decisions without
regulatory intervention--to govern the market. We anticipate that consumers will survey
the available alternatives, choose those that are most desirable, and avoid those tHat are
inadequate or unsatisfactory. However, it has long been recognized that certain types of
sales techniques may prevent consumers from effectively making their own decisions,
and that corrective action may then become necessary. Most of the Commission's
unfaimess matters are brought under these circumstances. They are brought, not to
second-guess the wisdom of particular consumer decisions, but rather to halt some form
of seller behavior that unreasonably creates or takes advantage of an obstacle to the free

htto://www. fic.gov/bep/policystmt/ad-unfair htm . 4/14/2004
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exercise of consumer decisionmaking, 20

Sellers may adopt a number of practices that unjustifiably hinder such free market
decisions. Some may withhold or fail to generate critical price or performance data, for
example, leaving buyers with insufficient information for informed comparisons.2! Some
may engage in overt coercion, as by dismantling a home appliance for “inspection" and
refusing to reassemble it until a service contract is signed.z2 And some may exercise
undue influence over highly susceptible classes of purchasers, as by promoting
fraudulent “cures" to seriously ill cancer patients.23 Each of these practices undetmines
an essential precondition to a free and informed consumer transaction, and, in turin, to a
well-functioning market. Each of them is therefore properly banned as an unfair practice
under the FTC Act. 2

Violation of public policy

The second S&H standard asks whether the conduct violates public policy as it has been
established by statute, common law, industry practice, or otherwise. This criterion may
be applied in two different ways. It may be used to test the validity and strength of the
evidence of consumer injury, or, less often, it may be cited for a dispositive legislative or
judicial determination that such injury is present.

Although public policy was listed by the S&H Court as a separate consideration, it is
used most frequently by the Commission as a means of providing additional evidence on
the degree of consumer injury caused by specific practices. To be sure, most Commissitn
actions are brought to redress relatively clear-cut injuries, and those determinations are
based, in large part, on objective economic analysis. As we have indicated before, the
Commission believes that considerable attention should be devoted to the analysis of
whether substantial net harm has occurred, not only because that is part of the unfairness
test, but also because the focus on injury is the best way to ensure that the Commission
acts responsibly and uses its resources wisely. Nonetheless, the Commission wishes to
emphasize the importance of examining outside statutory policies and established
judicial principles for assistance in helping the agency ascertain whether a particular
form of conduct does in fact tend to harm consumers. Thus the agency has referred to
First Amendment decisions upholding consumers' rights to receive information, for
example, to confirm that restrictions on advertising tend unfairly to hinder the informed

exercise of consumer choice.?’

Conversely, statutes or other sources of public policy may affirmatively allow for a
practice that the Commission tentatively views as unfair. The existence of such policies
will then give the agency reason to reconsider its assessment of whether the practice is
actually injurious in its net effects.26 In other situations there may be no clearly
established public policies, or the policies may even be in conflict. While that does not
necessarily preclude the Commission from taking action if there is strong evidence of net
consumer injury, it does underscore the desirability of carefully examining public
policies in all instances.2” In any event, whenever objective evidence of consumer injury
is difficult to obtain, the need to identify and assess all relevant public policies assumes
increased importance.

http://www.fic.gov/bep/policystmt/ad-unfair.him 4/14/2004
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Sometimes public policy will independently support a Conumission action. This occurs
when the policy is so clear that it will entirely determine the question of consumér injury,
so there is little need for separate analysis by the Commission. In these cases the
legislature or court, in announcing the policy, has already determined that such injury
does exist and thus it need not be expressly proved in each instance. An example-of this
approach arose in a case involving a mail-order firm.?® There the Commission was
persuaded by an analogy to the due-process clause that it was unfair for the firm to bring
collection suits in a forum that was unreasonably difficult for the defendants to réach, In
a similar case the Commission applied the statutory policies of the Uniform Commercial
Code to require that various automobile manufacturers and their distributors refund to
their customers any surplus money that was realized after they repossessed and r¢sold
their customer's cars.?? The Commission acts on such a basis only where the public
policy is suitable for administrative enforcement by this agency, however. Thus it turned
down a petition for a rule to require fuller disclosure of aerosol propellants, reasoning
that the subject of fluorocarbon safety was currently under study by other scientific and

legislative bodies with more appropriate expertise or jurisdiction over the subject;30

To the extent that the Commission relies heavily on public policy to support a finding of
unfaimess, the policy should be clear and well-established. In other words, the palicy
should be declared or embodied in formal sources such as statutes, judicial decisions, or
the Constitution as interpreted by the courts, rather than being ascertained from the
general sense of the national values. The policy should likewise be one that is widely
shared, and not the isolated decision of a single state or a single court. If these twb tests
are not met the policy cannot be considered as an "established" public policy for
purposes of the S&H criterion. The Commission would then act only on the basis of
convincing independent evidence that the practice was distorting the operation of the
market and thereby causing unjustified consumer injury.

Unethical or unscrupulous conduct

Finally, the third S&H standard asks whether the conduct was immoral, unethical,
oppressive, or unscrupulous. This test was presumably included in order to be suse of
reaching all the purposes of the underlying statute, which forbids "unfair" acts or
practices. It would therefore allow the Commission to reach conduct that violates
generally recognized standards of business ethics. The test has proven, however, to be
largely duplicative. Conduct that is truly unethical or unscrupulous will almost alvays
injure consumers or violate public policy as well. The Commission has therefore never
relied on the third element of S&H as an independent basis for a finding of unfairhess,
and it will act in the future only on the basis of the first two.

We hope this letter has given you the information that you require. Please do not hesitate
to call if we can be of any further assistance. With best regards,

/s/Michael Pertschuk Chairman
/s/Paul Rand Dixon Commissioner

/s/David A. Clanton Commiissioner

http://www. fie.gov/bep/policystmt/ad-unfair him 4/14/2004
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/s/Robert Pitofsky Commissioner

/s/Patricia P. Bailey Commissioner

Unfairness: Views on Unfair Acts and Practices in Violation of the Federal Trade Commission Act {1980)
(hereinafter referred to as "Committee Print").

Neither this letter nor the i dd; i dings, but the Commission is

&P

prepared to discuss those matters separately at an appropriate time.

*The operative sentence of Section 5 reads in full as follows: "Unfair methods of competition in ar
affecting commerce, and unfair or deceptive acts or practices in or affecting commerce, are declated
unlawful." 15 U.S.C. 45(2)(1).

*1n fulfilling its competition or anti ission the C ission looks to the purposes, policies, and spirit
of the other antitrust laws and the FTC Act to determine whether a practice affecting competition-or
competitors is unfair. See, e.g., FTC v. Brown Shoe Co., 384 U.S. 316 (1966}, In making this determination
the Commission is guided by the extensive legislative histories of those statutes and a considerable body of
antitrust case law. The agency's jurisdiction over "deceptive acts or practices” is kewise not discussed in
this leiter.

5See H.R. Conf. Rep. No. 1142, 63d Cong., 2d Sess., at 19 (1914) (If Congress "were to adopt the method
of definition, it would undertake an endless task™). In 1914 the statute was phrased only in terms of “unfair
methods of competition," and the reference to "unfair acts or practices” was not added until the Wheeler-
Lee Amendment in 1938, The initial L was still und d as reaching most of the condutt now

h ized as fai h , and so the original legislative history i 1 to
the construction of that part of the statute.

SThe Supreme Court has stated on many occasions that the definition of "unfaimess" is ultimately one for
judicial determination, See, e.g., FTC v. Sperry & Hutchinson Co., 405 U.S. 233, 249 (1972); FTCv. R.F.
Keppel & Bro., 291 U.8. 304, 314 (1934).

TFFC v. Raladam Co., 283 U.S. 643, 648 (1931), See also FTC v. R.F. Keppel & Bro., 291 U.8. 304, 310
{1934) ("Neither the langnage nor the history of the Act suggests that Congress intended to confirie the
forbidden methods to fixed and unyiclding categories").

8The Commission’s actual statement of the criteria was as follows:

(1) whether the practice, without ily having been previously idered unlawful,
offends public policy as it has been established by statutes, the common law, or otherwise-
whether, in other words, it is within at least the penumbra of some common- law, statutory,
or other established concept of unfairness; (2) whether it is ¥ 1 hical, oppressive,
or unscrupulous; (3) whether it causes sut ial injury to {or competitors or
other businessmen),

Statement of Basis and Purpose, Unfair or Deceptive Advertising and Labeling of Cigarettes in Relation to
the Health Hazards of Smoking, 29 Fed. Reg. 8324, 8355 (1964).

SFTCv. Sperry & Hutchinson C.., 405 U.S. 223, 244-45 n.5 (1972). The Circuit Courts have congluded
that this quotation reflected the Supreme Court's own views, See Spiegel, Inc. v. FTC, 540 F.2d 287, 293
n.8 (7th Cir. 1976); Heater v. FTC, 503 F.2d 321, 323 (Sth Cir. 1974). The application of these fattors to
antitrust matters is beyond the scope of this letter.

http://www.fic.gov/bep/policystmt/ad-unfair.htm 4/14/2004



190

FTC POLICY STATEMENT ON UNFAIRNESS Page 70f 8

1%These standards for unfaimess are generally applicable to both advertising and non-advertising cases.
1183 Cong. Rec. 3255 (1938) (remarks of Senator Wheeler).

2 An injury may be sufficiently substantial, however, if it does a small harm to a large number of people,
or if it raises a significant risk of concrete harm.

$See, e.g., Holland Furnace Co. v. FTC, 295 F.2d 302 (7th Cir. 1961) {seller’s servicemen dismantled
home furnaces and then refused to reassemble them until the consumers had agreed to buy services or
replacement parts).

MStatement of Basis and Purpose, Preservation of C: ' Claims and Defe 40 Fed. Reg. 53,506,
53522-23 (1975).

YSFor an example see Philip Morris, Inc., 82 F.T.C. 16 (1973) (respondent had distributed free-sample
razor blades in such a way that they could come into the hands of small children) (consent ag ). Of
course, if matters involving health and safety are within the primary jurisdiction of some other agency,
Commission action might not be appropriate.

185ee, e.g., comments of Association of National Advertisers, Committee Print at 120. In an extreme case,
however, where tangible injury could be clearly demonstrated, emotional effects might possibly be
considered as the basis for a finding of unfairness. Cf. 15 U.S.C. 1692 et seq. (Fair Debt Collection
Practices Act) (banning, ¢g., h ing late-night telephone calls).

YSee Pfizer, Inc., 81 F.T.C. 23, 62-63 n. 13 (1972); Statement of Basis and Purpose, Disclosure
Requi ts and Prohibitions € ing Franchising and Busi Opportunity Ventures, 43 Fed, Reg.
59614, 59636 n.95 (1978).

When making this d ination the C ission may refer to existing public policies for help in
ascertaining the existence of consumer injury and the relative weights that should be assigned to various

costs and benefits, The role of public policy in unfairness d inations will be di d more y
below.

8For example, when the Commission promulgated the Holder Rule it anticipated an overall lowering of
economic costs to society because the rule gave creditors the incentive to police sellers, thus increasing the
likelihood that those selling defective goods or services would either improve their practices or lekve the
marketplace when they could not obtain financing. These benefits, in the Commission's judgment,

ighed any costs to creditors and sellers ¢ ioned by the rule. See Statement of Basis and Purpose,
Preservation of Consumers' Claims and Defenses, 40 Fed. Reg. 53506, 53522-23 (1975).

In some senses any injury can be avoided--fi ple, by hiring independent experts 1o test alk products

in advance, or by private legal actions for damages-but these courses may be too expensive to be
practicable for individual consumers to pursue.

4,

2This emphasis on infe d choice has ly been d in other statutes as well. See,
e.g., Declaration of Policy, Fair Packaging and Labeling Act, 15 U.S.C. 1451 ("Informed consumers are
essential to the fair and efficient functioning of a free market economy™.)

YiSee, e.g., Statement of Basis and Purpose, Labeling and Advertising of Home Insulation, 44 Fed. Reg.
50218, 50222-23 (1979); Statement of Basis and Purpose, Posting of Minimum Octane Numbers on
Gasoline Dispensing Pumps, 36 Fed. Reg. 23871,23882 (1971). See also Virginia State Board of
Pharmacy v. Virginia Citizens Consumer Council, Inc., 425 US. 748 (1976).

*2See Holland Furnace Co. v. ETC, 295 ¥.2d 302 (7th Cir. 1961); of Arthur Murray Studio, Inc. v. EW,
458 F.2d 622 (Sth Cir. 1972) (emotional high-pressure sales tactics, using teams of salesmen who refused

hito://www._fic.gov/bep/policvstmt/ad-unfair htm 4/14/2004
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to let the customer leave the room until a contract was signed). See also Statement of Basis and Plirpose,
Cooling-Off Period for Door-to-Door Sales, 37 Fed. Reg. 22934, 22937-38 (1972).

23See, e.g., Travel King, Inc., 86 F.T.C. 715, 774 (1975). The practices in this rase primarily involved

ion, but the C ission noted the special susceptﬂaxht:es of such paticnts as one reason fot banning
the ads entirely rather than relying on the remcdy of fuller disch The C: i gnizes that
"undue influence” in advertising and promotion is difficult to define, and therefore exercises its ahthomy
here only with respect to substantial coercive-like practices and significant consumer injury.

2These few examples ate not exhaustive, but the general direction they ilfustrate is clear, As the

C ission stated in p Igating its Eyegl Rule, the inquiry should begin, at least, by asking
“whether the acts or practices at issue inhibit the functioning of the competitive market and whether
consumers are harmed thereby." Statement of Basis and Purpose, Advertising of Ophthaimic Goods and
Services, 43 Fed. Reg, 23992,24001 {1978).

25pe Statement of Basis and Purpose, Advertising of ophthalmic Goods and Services, 43 Fed. Reg.
23992,24001 {1978), citing Virginia State Board of Pharmacy v. ¥irginia Citizens Consumer Council, 425
U.5. 748 (1976).

BCY. Statement of Basis and Purpose, Advertising of ophthalmic Goods and Services, supra; see also n.17
supra.

2TThe analysis of external public policies is extremely valuable but not always definitive. The legistative
history of Section § recognizes that new forms of unfair business practices may arise which, at th¢ time of
the Commission's mvolvemem have not yet been gcnerally proscribed. See page 4, supra. Thus a review
of public polici of C: ion action may not be conclusive in determining
whether the challenged practices sl\ou!d be prohibited or otherwise restricted. At the same time, hpwever,
we emphasize the importance of examining public policies, smcc a thorough analysis can serve ad an
important check on the overall bl of the C ion's actions.

2BSpiegel, Inc. v. FTC, 540 F.2d 287 (7th Cir. 1976). In this case thc Commission did inquire into'the
extent of the resulting consumer injury, but under the rational ditp bly need not hive done
s0. Sez also FTC v. R.F. Keppel & Bro., 291 U.S. 304 (1934) (firm had gamed a marketing advaniage by
selling goods through a lottery technique that violated state gambling policies); ¢f Simeon Management
Corp., 87 F.T.C. 1184, 1231 (1976), aff'd, 579 F.2d 1137 (9th Cir. 1978) (firm advemsed wexght oss
program that used a drug which could not itself be advertised under FDA i d),
Since these public-policy cases are based on legislative determinations, rather than on a judgmcm within
the Commission's area of special economic expertise, it is appmpmtc that they can reach a relativiely wider
range of consumer injuries than just those d with imp choice.

A surplus occurs when a repossessed car is resold for more than the amount owed by the debtorjplus the
expenses of repossession and resale. The law of 49 states requires that creditors refund surpluses when they
oceur, but if creditors systematically refuse to honor this obligati have no practical way to
discover that they have been deprived of money to which they are entitled. See Ford Motor Co., M F.T.C.
564, 618 (1979) appeal pending, Nos. 79-7649 and 79-7654 (9th Cir.); Ford Motor Co.,93 F.T.C. 402
{1979) (consent decree); General Motors Corp., D. 9074 {Feb., 1980) (consent decree). By these latter two
consent the C b of its unfai Jjurisdiction, has been able to securé more
than $2 miltion for consumers allegedly deprived of surpluses to which they were entitled,

33ee Letter from John F. Dugan, Acting Secretary, to Action on Smoking and Health (January 13, 1977).
See also letter from Charles A. Tobin, Secretary, to Prof. Page and Mr. Young (September 17,1973)
(denying petition to exercise § 6(b) subpoena powers to obtain consurner complaint information fiom
cosmetic fu-ms and then to transmit the data to FDA for that agency's enforcement purposes).
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FTC POLICY STATEMENT ON DECEPTION

FEDERAL TRADE COMMISSION
WASHINGTON, D.C. 20580

October 14, 1983

The Honorable John D. Dingell
Chairman

Committee on Energy and Commerce
U.S. House of Representatives
Washingion, D.C. 20515

Dear Mr. Chairman:

This letter responds to the Committee's inquiry regarding the Commission's enforcement

policy against deceptive acts or practices.! We also hope this letter will provide guidance
to the public.

Section 5 of the FTC Act declares unfair or deceptive acts or practices unlawful. Bection
12 specifically prohibits false ads likely to induce the purchase of food, drugs, devices or
cosmetics. Section 15 defines a false ad for purposes of Section 12 as one which is

"misleading in a material respect." Numerous Commission and judicial decisions have
defined and elaborated on the phrase "deceptive acts or practices” under both Sections §
and 12. Nowhere, however, is there a single definitive statement of the Commission's
view of its authority. The Commission believes that such a statement would be ugeful to
the public, as well as the Committee in {ts continuing review of our jurisdiction.

We have therefore reviewed the decided cases to synthesize the most important
principles of general applicability. We have attempted to provide a concrete indidation of
the manner in which the Commission will enforce its deception mandate. In so doing, we
intend to address the concerns that have been raised about the meaning of deception, and
thereby attempt to provide a greater sense of certainty as to how the concept will be

ap]plied.3
L SUMMARY

Certain elements undergird all deception cases. First, there must be a representatibn,
omission or practice that is likely to mislead the consumer.? Practices that have been
found misleading or deceptive in specific cases inciude false oral or written
representations, misieading price claims, sales of hazardous or systematically defbctive
products or services without adequate disclosures, failure to disclose information
regarding pyramid sales, use of bait and switch techniques, failure to perform promised
services, and failure to meet warranty obligations.5

Second, we examine the practice from the perspective of a consumer acting reasonably in
the circumstances. If the representation or practice affects or is directed primarily'to a
particular group, the Commission examines reasonableness from the perspective of that
group.

http://www._ftc.gov/bep/policysimt/ad-decept.htm 4/14/2004
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Third, the representation, omission, or practice must be a "material” one. The basic
question is whether the act or practice is likely to affect the consumer's conduct or
decision with regard to a product or service. If so, the practice is material, and cotisumer
injury is likely, because consumers are likely to have chosen differently but for the
deception. In many instances, materiality, and hence injury, can be presumed from the
nature of the practice. In other instances, evidence of materiality may be necessary.

Thus, the Commission will find deception if there is a representation, omission or
practice that is likely to mislead the consumer acting reasonably in the circumstances, to
the consumer's detriment. We discuss each of these elements below,

I1. THERE MUST BE A REPRESENTATION, OMISSION, OR PRACTICE THAT IS
LIKELY TO MISLEAD THE CONSUMER.

Most deception involves written or oral misrepresentations, or omissions of matetial
information. Deception may also occur in other forms of conduct associated with-a sales
transaction. The entire advertisement, fransaction or course of dealing will be considered.
The issue is whether the act or practice is likely to mislead, rather than whether it causes
actual deceptions.

Of course, the Commission must find that a representation, omission, or practice
accurred in cases of express claims, the representation itself establishes the meaning. In
cases of implied claims, the Commission will often be able to determine meaning
through an examination of the representation itself, including an evaluation of sugh
factors as the entire document, the juxtaposition of various phrases in the document, the
nature of the claim, and the nature of the transactions.” In other situations, the
Commission will require extrinsic evidence that reasonable consumers reach the implied
claims.8 In all instances, the Commission will carefully consider any extrinsic evidence
that is introduced.

Some cases involve omission of material information, the disclosure of which is
necessary to prevent the claim, practice, or sale from being misleading.® Information

may be omitted from written'® or oral!! representations or from the commercial
transaction,12

In some circumstances, the Commission can presume that consumers are likely td reach
false beliefs about the product or service because of an omission. At other times,

however, the Commission may require evidence on consumers’ e}q:aac:taticms.13

Marketing and point-of-sales practices that are likely to mislead consumers are also
deceptive. For instance, in bait and switch cases, a violation occurs when the offer to seil

the product is not a bona fide offer.! The Commission has also found deception where a

sales representative misrepresented the purpose of the initial contact with customers. 13
When a product is sold, there is an implied representation that the product is fit for the

purposes for which it is sold. When it is not, deception occurs. 16 There may be a ¢oncern
about the way a product or service is marketed, such as where inaccurate or incomplete

information is provided.” A failure to perform services promised under a warranty or by
contract can also be deceptive. !
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III. THE ACT OR PRACTICE MUST BE CONSIDERED FROM THE
PERSPECTIVE OF THE REASONABLE CONSUMER

The Commission believes that to be deceptive the representation, omission or practice
must be likely to mislead reasonable consumers under the circumstances.!® The test is

whether the consumer’s interpretation or reaction is reasonable.2® When representations
or sales practices are targeted to a specific audience, the Commission determines:the
effect of the practice on a reasonable member of that group. In evaluating a parti¢ular
practice, the Commission considers the totality of the practice in determining how
reasonable consumers are likely to respond.

A company is not liable for every interpretation or action by a consumer. In an
advertising context, this principle has been well-stated:

An advertiser cannot be charged with lability with respect to every
conceivable misconception, however outlandish, to which his
representations might be subject among the foolish or feeble-minded. Someg
people, because of ignorance or incomprehension, may be misled by even &
scrupulously honest claim. Perhaps a few misguided souls believe, for
example, that all "Danish pastry” is made in Denmark. Is it therefore an
actionable deception to advertise "Danish pastry” when it is made in this
country.? Of course not, A representation does not become "false and
deceptive" merely because it will be unreasonably misunderstood by an
insignificant and unrepresentative segment of the class of persons to whomt
the representation is addressed. Heinz W, Kirchner, 63 F.T.C. 1282, 1290
(1963).

To be considered reasonable, the interpretation or reaction does not have to be the only
ne.2! When a seller's representation conveys more than one mieaning to reasonable

consumers, one of which is false, the seller is liable for the misleading interpretation. 2
An interpretation will be presumed reasonable if it is the one the respondent interided to
convey.

The Commission has used this standard in its past decisions. The test applied by the

Commission is whether the interpretation is reasonable in light of the claim."?® [ the
Listerine case, the Commission evaluated the claim from the perspective of the "average

listener."2* In a case involving the sale of encyclopedias, the Commission observied "{iln
determining the meaning of an advertisement, a piece of promotional material ora sales
presentation, the important criterion is the net impression that it is likely to makeion the

general ;:oopulaca."25 The decisions in American Home Products, Bristol Myers, 4nd

Sterling Drug are replete with references to reasonable consumer intm'pretations.26 Ina
land sales case, the Commission evaluated the oral statements and writien represéntations
“in light of the sophistication and understanding of the persons to whom they wete

directed."? Omission cases are no different: the Commission examines the failute to

disclose in light of expectations and understandings of the typical buyer’® regarding the
claims made.

When representations or sales practices are targeted to a specific audience, such 4s
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children, the elderly, or the terminally ili, the Commission determines the effect of the

practice on a reasonable member of that gx'oup.29 For instance, if a company markets a
cure to the terminally ili, the practice will be evaluated from the perspective of how it
affects the ordinary member of that group. Thus, terminally ill consumers might be
particularly susceptible to exaggerated cure claims. By the same token, a practice or
representation directed to a well-educated group, such as a prescription drug
advertisement to doctors, would be judged in light of the knowledge and sophistication
of that gmup.30

As it has in the past, the Commission will evaluate the entire advertisement, transaction,
or course of dealing in determining how reasonable consumers are likely to respond.
Thus, in advertising the Commission will examine "the entire mosaic, rather than each
tile sep:;.rate:ly."31 As explained by a court of appeals in a recent case:

The Commission's right to scrutinize the visual and aura} imagery of
advertisements follows from the principle that the Commission looks to the
impression made by the advertisements as a whole. Without this mode of
examination, the Commission would have limited recourse against crafty
advertisers whose deceptive messages were conveyed by means other than,
or in addition to, spoken words. American Home Products, 695 F.2d 681,

688 (3d Cir. Dec. 3, 1982).%2
In a case involving a weight loss product, the Commission observed:

It is obvious that dieting is the conventional method of losing weight. But it
is equally obvious that many people who need or want to lose weight regard
dieting as bitter medicine. To these corpulent consumers the promises of
weight loss without dieting are the Siren's call, and advertising that heralds
unrestrained consumption while muting the inevitable need for temperance,
if not abstinence, simply does not pass muster. Porter & Dietsch, 90 F.T.C.
770, 864-865 (1977), 605 F.2d 294 (7th Cir. 1979), cert. denied, 445 U.S.
950 (1980).

Children have also been the specific target of ads or practices. In Jdeal Toy, the
Commission adopted the Hearing Examiner's conclusion that:

False, misleading and deceptive advertising claims beamed at children tend
to exploit unfairly a consumer group unqualified by age or experience to
anticipate or appreciate the possibility that representations may he
exaggerated or untrue. Jdeal Toy, 64 F.T.C. 297, 310 (1964).

See also, Avalon Industries Inc., 83 F.T.C. 1728, 1750 (1974).

In a subsequent case, the Commission explained that "[i]n evaluating advertising
representations, we are required to look at the complete advertisement and formulate our
opinions on them on the basis of the net general impression conveyed by them andl not on
isolated excerpts.” Standard Oil of Calif, 84 F.T.C. 1401, 1471 (1974), aff'd as modified,
577 F.2d 653 (9th Cir. 1978), reissued, 96 F.T.C. 380 (1980).
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The Third Circuit stated succinctly the Commission’s standard. "The tendency of'the
advertising to deceive must be judged by viewing it as a whole, without emphasizing
isolated words or phrases apart from their context." Beneficial Corp. v. FTC, 542 F.2d
611, 617 (3d Cir. 1976), cert denied, 430 U.8. 983 (1977).

Commission cases reveal specific guidelines. Depending on the circumstances, a¢curate
information in the text may not remedy a false headline because reasonable consumers

may glance only at the headline.33 Written disclosures or fine print may be insufficient to
correct a misleading representations. 3 Other practices of the company may direct

consumers’ attention away from the qualifying disclosures.>® Oral statements, labiel
disclosures or point-of-sale material will not necessarily correct a deceptive

representation or omission.>6 Thus, when the first contact between a seller and a buyer
occurs through a deceptive practice, the law may be violated even if the truth is

subsequently made known to the purchaser.:"7 Pro forma statements or disclaimers may
not cure otherwise deceptive messages or ;)ractic:es.3 8

Qualifying disclosures must be legible and understandable. In evaluating such
disclosures, the Commission recognizes that in many circumstances, reasonable
consumers do not read the entirety of an ad or are directed away from the importdnee of
the qualifying phrase by the acts or statements of the seller. Disclosures that conform to
the Commission's Statement of Enforcement Policy regarding clear and conspicubus
disclosures, which applies to television advertising, are generally adequate, CCH Trade
Regulation Reporter, § 7569.09 (Oct. 21, 1970). Less elaborate disclosures may also
suffice. 3

Certain practices, however, are unlikely to deceive consumers acting reasonably. Thus,
the Commission generally will not bring advertising cases based on subjective cldims
(taste, feel, appearance, smell) or on correctly stated opinion claims if consumers
understand the source and limitations of the opinion.*® Claims phrased as opinions are
actionable, however, if they are not honestly held, if they misrepresent the qualifitations
of the holder or the basis of his opinion or if the recipient reasonably interprets them as
implied statements of fact.!

The Commission generally will not pursue cases involving obviously exaggerated or
puffing representations, .e., those that the ordinary consumers do not take seriougly.42
Some exaggerated claims, however, may be taken seriously by consumers and aré
actionable. For instance, in rejecting a respondent's argument that use of the words
"electronic miracle” to describe a television antenna was puffery, the Commission stated:

Although not insensitive to respondent's concern that the term miracle is commonly used
in situations short of changing water into wine, we must conclude that the use of
"electronic miracle” in the context of respondent's grossly exaggerated claims wonld lead
consumers to give added credence to the overall suggestion that this device is supgrior to
other types of antennae. Jay Norris, 91 F.T.C. 751, 847 n.20 (1978), aff'd, 598 F.2d 1244
(2d Cir.), cert. denied, 444 U.S. 980 (1979).

Finally, as a matter of policy, when consumers can easily evaluate the product or service,
it is inexpensive, and it is frequently purchased, the Commission wiil examine the
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practice closely before issuing a complaint based on deception. There is little incentive
for sellers to misrepresent (either by an explicit false statement or a deliberate false
implied statement) in these circumstances since they normally would seek to encourage
repeat purchases. Where, as here, market incentives place strong constraints on the
likelihood of deception, the Commission will examine a practice closely before
proceeding.

In sum, the Commission will consider many factors in determining the reaction of the
ordinary consumer to a claim or practice. As would any trier of fact, the Commission will
evaluate the totality of the ad or the practice and ask questions such as: how clear is the
representation? how conspicuous is any qualifying information? how important is the
omitted information? do other sources for the omitted information exist? how familiar is

the public with the product or service?®
IV. THE REPRESENTATION, OMISSION OR PRACTICE MUST BE MATERIAL

The third element of deception is materiality. That is, a representation, omission or
practice must be a material one for deception to occur.** A "material” misrepresentation
or practice is one which is likely to affect a consumer's choice of or conduct regatding a
product.45 In other words, it is information that is important to consumers. If inaccurate
or omitted information is material, injury is likely.46

The Commission considers certain categories of information presumptively material 47
First, the Commission presumes that express claims are material 8 As the Supreme
Court stated recently, "[i]n the absence of factors that would distort the decision to
advertise, we may assume that the willingness of a business to promote its products
reflects a belief that consumers are interested in the advertising."*® Where the seller
knew, or should have known, that an ordinary consumer would need omitted infarmation
to evaluate the product or service, or that the claim was false, materiality will be
presumed because the manufacturer intended the information or omission to have an
effect.’® Similarly, when evidence exists that a seller intended to make an implied claim,
the Commission will infer materiality.”!

The Commission also considers claims or omissions material if they significantly involve
health, safety, or other areas with which the reasonable consumer would be concerned.
Depending on the facts, information pertaining to the central characteristics of the
product or service will be presumed material. Information has been found material where
it concerns the purpose,s2 safety,’? efﬁc:aa\cy,54 or cost,>? of the product or service.
Information is also likely to be material if it concerns durability, performance, warranties
or quality. Information pertaining to a finding by another agency regarding the product
may also be material %

Where the Commission cannot find materiality based on the above analysis, the
Commission may require evidence that the claim or omission is likely to be considered
important by consumers. This evidence can be the fact that the product or service with
the feature represented costs more than an otherwise comparable product without the

feature, a reliable survey of consumers, or credible testimony.>’
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A finding of materiality is also a finding that injury is likely to exist because of the
representation, omission, sales practice, or marketing technique. Injury to consungers can
take many forms.’ 8 Injury exists if consumers would have chosen differently but:for the
deception. If different choices are likely, the claim is material, and injury is likely as
well. Thus, injury and materiality are different names for the same concept.

V. CONCLUSION

The Commission will find an act or practice deceptive if there is a misrepresentation,
omission, or other practice, that misleads the consumer acting reasonably in the
circumstances, to the consumer’s detriment. The Commission will not generally require
extrinsic evidence concerning the representations understood by reasonable consymers or
the materiality of a challenged claim, but in some instances extrinsic evidence will be
necessary.

The Commission intends to enforce the FTC Act vigorously. We will investigate, and
prosecute where appropriate, acts or practices that are deceptive. We hope this letter will
help provide you and the public with a greater sense of certainty concerning how the
Commission will exercise its jurisdiction over deception. Please do not hesitate to call if
we can be of any further assistance.

By direction of the Commission, Commissioners Pertschuk and Bailey dissenting, with
separate statements attached and with separate response to the Committee's requést for a
legal analysis to follow.

/s/James C. Miller IIL
Chairman

cc: Honorable James T. Broyhill
Honorable James J. Florio
Honorable Norman F. Lent

Endnotes:

Ig, Rep. No. 97-451, 97th Cong., 2d Sess. 16; H.R. Rep. No. 98-156, Part 1, 98th Cong., 15t Sess. 6 (1983).
The Commission’s enforcement policy against unfair acts or practices is set forth in a letter to Sedators
Ford and Danforth, dated December 17, 1980.

N determining whether an ad is misieading, Section 15 requires that the C ission take into
“representations made or suggested” as well as "the extent to which the advertisement fails to rcvtal facts
material in light of such representations or material with respect to consequences which may result from
the use of the commodity to which the advertisement relates under the conditions prescribed in safid
advertisement, or under such conditions as are customary or usual.” 15 U.S.C. 55. ff an act or pragticc

violates Section 12, it also violates Section 5. Simeon Management Corp., 87 F.T.C. 1184, 1219 (1976},
aff'd, 579 F.2d 1137 ($th Cir. 1978); Porter & Dietsch, S0 F.T.C. 770, 873-74 (1977), aff'd, 605
(7th Cir, 1979), cert. denied, 445 U.S. 950 (1980).

.2d 294

3 Chai Milter has proposed that Section 5 be amended to define deceptive acts. Hearing Befdre the
Subeg j for C of the C ittee on Cc , Science, and Transportation, United States
Senate, 97th Cong., 2d Sess. FTCs Authority Over Deceptive Advertising, July 22,1982, Serial No. 97-134,
p. 9. Three C issioners believe a legislative definition is y. Id. at 45 {Cx issi
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Clanton), at 51 (Comxmsswner Bailey) and at 76 (C: issi Pertschuk). C issi Douglas
supports a statutory d of deception. Prepared by C issi George W. Douglas,
Hearing Before the Sub nittee for C of the C ittee on C Science and

Transportation, United States Senate, 98th Cong. Ist Sess. (March 16, 1983) p. 2.

4A misrepresentation is an express or implied statement contrary to fact. A misleading omission occurs
o

when qualifying information necessary to prevent a practice, claim, rep or

expectation or belief from being misleading is not disclosed. Not all omissions are deceptwe, even 1f

pmvxdmg the information would benefit Asthe C ission noted in rej 2 A prop:
for nutrition discl "In the final analysis, the question whether an adverti

affirmative disclosure would depend on the nature and extent of the nutritional claim made in the
advertisement.”, ITT Continental Baking Co. Inc., 83 F.T.C, 865, 965 (1976). In determining whether an
omission is deceptive, the Comumission will ex,aminc the overall impression created by a practice, claim, or
representation. For example, the practice of offering a product for sale creates an implied representation
that it is fit for the purposes for which it is sold. Failure to disclose that the product is not fit constitutes a
deceptive omission. {See discussion below at 5-6) Omissions may also be deceptive where the
representations made are not literally misleading, if those ions create a ble exp ion or

belief among which is misleading, absent the omitted disclosure,

Non-deceptive emissions may still violate Section 5 if they are unfair, For instance, the R- Value Rule, 16
C.F.R. 460.5 {1983}, establishes a specific method for testing insulation ability, and requi of
the figure in advertising. The Statement of Basis and Purpose, 44 FR 50,242 (1979), refers to a deception
theory to support disclosure requirements when certain misleading claims are made, but the rule’s general
disclosure requirement is based on an unfairness theory. C could not bly avoid injury in
selecting insulation because no standard method of measurement existed.

SAdvem'sing that lacks a reasonable basis is also deceptive. Firestone, 81 F.1.C. 398, 451-52 (1972), aff'd,
481 F.2d 246 (6th Cir.), cert. denied, 414 U.S. 1112 (1973). National Dynamics, 82 F.T.C. 488, 549-50
{1973); aff'd and remanded on other grounds, 492 F.2d 1333 (2d Civ.), cert. denied, 419 U.S. 993 (1974),
reissued, 85 F.T.C. 391 (1976). National Comm'n on Egg Nutrition, 88 F.T.C. 89, 191 (1976), aff'd, 570
P.2d 157 (th Cir.), cert. denied, 439 U.S. 821, reissued, 92 F.T.C. 848 (1978). The deception theory is
based on the fact that most ads making objective claims imply, and many expressly state, that an advertiser
has certain specific grounds for the claims. If the advertiser does not, the consumer is acting under a false
impression. The consumer might have perceived the advertising differently had he or she known the
advertiser had no basis for the claim. This letter does not address the nuances of the reasonable basis
doctrine, which the Cornmission is currently reviewing. 48 FR 10,471 (March 11, 1983)

6In Beneficial Corp. v. FTC, 542 F.2d 611, 617 (3d Cir. 1976), the court noted "the likelihood or
propensity of deception is the criterion by which advertising is measured.”

7On evaluation of the entire docurent:

The Commission finds that many of the chall d Anacin adverti when viewed in
their entirety, dxd convey the message that the superiority of this product has been proven
[fi ] Itis ial that the word "established", which was used in the
complamt generally did not appear in the ads; the important consideration is the net
impression conveyed to the public. American Home Products, 98 F.1.C. 136, 374 (1981),
aff'd, 695 F.2d (34 Cir. 1982).

On the juxtaposition of phrases:

On this label, the statement "Kills Germs By Millions On Contact" immediately precedes
the assertion "For General Oral Hygiene Bad Breath, Colds and Resultant Sore

Throats” {footnote omitted}. By placing these two statements in close proximity, respondent
has conveyed the message that since Listerine can kill millions of germs, it can cure,
prevent and ameliorate colds and sore throats [footnote omitted}. Warner Lambert, 86F.T.C.
1398, 1489-90 (1975), aff’d, 562 F.2d 749(D.C. Cir. 1977), cert. denied, 435 1.8, 950
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{1978) (emphasis in original).

On the nature of the claim, Firestone is relevant. There the Commission noted that the
alleged misrepresentation concemed the safety of xespondem’s product, an xssue of great
significance to consumers. On this issue, thc C i as d scr

in advertising claims, for obvious reasons.” 81 F.T.C. 398,456 { 1972), a/j"d 481 F.2d 246
{6th Cir.), cert. denied, 414 U.S. TU2 (1973).

In each of these cases, other factars, including in some instances surveys, were in evidence on the meaning
of the ad.

81he evidence can consist of expert opinion, consumer testimony {particularly in cases involving oral
representations), copy tests, surveys, or any other reliable evidence of consumer interpretation.

As the Comumission noted in the Cigarette rule, "The nature, appearance, ot intended use of a praduct may
create the impression on the mind of the ... and if the impression is false, and if the seller does
ot take adequate steps to correct it, he is responsible for an unlawful deception.” Cigarette Rule Statement
of Basis and Purpose, 29 FR 8324, 8352 (July 2, 1964).

Opyrrer & Dietsch, S0 F.T.C, 770, 873-74 (1977), aff'd. 605 F.2d 294 (7th Cir. 1979), cert. denigd, 445
U.8. 950 (1980); Simeon Management Corp., 87 F.T.C. 1184, 1230 (1976), aff'd, 579 F.2d 1137 (9th Cir.
1978).

”See, e.g., Grolier, 91 F.T.C. 315,480 (1978), remanded on other grounds, 615 F.2d 1215 {9th Cir, 1980),
modified on other grounds, 98 FM 882 (1981), reissued, 99 E.T.C. 379 (1982).

210 Peacock Buick, 86 F.T.C. 1532 (1975), affd, 553 F.2d 97 (4th Cir, 1977), the Commission held that
absent a clear and early disclosure of the prior use of a late model car, deception can result from the setting
in which a sale is made and the expectations of the buyer ... /4 at 1555,

Even in the absence of affimnative misrep ions, it is misteading for the seller of late model msed cars
to fail to reveal the particularized uses to which they have been put... When a later model used car is sold at
close to list price ... the assumption likely to be made by some purchasers is that, absent disclosure to the
contrary, such car has not prevmusly been used in a way that might substantially impair its value. In such

fatlure to disclose a d prior use may tend to mislead. /d at 1557-58.
31, Leonard Porter, the C: ission dismissed a laint alleging that respondents’ sale of unmarked
products in Alaska led to believe er: ly y that they were handxmdc in Alaska by natives.
Complaint counsel had failed to show that consumers of Alaskan craft dicts were

handmade by Alaskans in Alaska. The Commission was unwilling, absent evxdencc, to infer fmm ‘a
viewing of the items that the products would tend to mislead consumers.

By requiring such evidence, we do not imply that elaborate proof of consumer beliefs or behavior is
necessary, even in a case such as this, to establish the requisite capacity to deceive. However, where visual
inspection is inadequate, some extrinsic testimony evidence must be added. 88 F.T.C. 546, 626, n:5 (1976},

MBuit and Switch Policy Protocol, December 10, 1975; Guides Against Bait Advertising, 16 C.FiR. 238.0
(1967}, 32 PR 15,540.

13 Encyclopedia Britannica 87 F.T.C. 421, 497 (1976), aff'd, 605 F.2d 964 (7th Cix. 1979), cert. denied,
445 U.S. 934 (1980), modified, 100 F.T.C, 500 (1982).

msee the complaints in BayleySuit, C-3117 {consent agreement) (Septernber 30,1983) [102 F.T.C. 1285];

http://www._fic.gov/bep/policystmt/ad-decept.htm 4/14/2004



201

FTC POLICY STATEMENT ON DECEPTION Page 10 of 14

Figgie International, Inc., D. 9166 (May 17, 1983).

Tthe Commission's complaints in Chrysler Corporanon, 99 F.T.C. 347 (1982), and Volkswagen of
America, 99 F.T.C. 446 (1982), alleged the failure to discl use and care § for
replacing oil filters was deceptive. The complaint in Ford Motor Co., D. 9154, 96 F.T.C. 362 (1980),
charged Ford with failing to disclose a "piston scuffing” defect to purchasers and owners which was
allegedly widespread and costly to repair. See also General Motors, D. 9145 (provisionally accepted
consent agreement, April 26, 1983). {102 F.T.C. 17411

185z, Jay Norris Corp., 91 F.T.C. 751 (1978), qff'd with modified Ianguage inorder, 598 P.2d 1244 (2d
Cir. 1979), cert. denied, 444 U.S. 980 {1979 {failure to i y meet g claims of"i di
and prompt” delivery as well as money back guaramecs), Southern Smtes Dzstnbulxng Co., 83F.1.C. 1126
{1973) (failure to honor oral and written product d); Skylark
Originals, Inc., 80 F. T C. 337 (1972) aff'd, 475 F.2d 1396 {3d Cir. 1973) (fazluxe to promptly honor
moneyback d in adverti and catalogs); Capitol M. ing Corp., 73
F.T.C.872 (1968) (fmlurc to fully, satisfactorily and promptly meet all obligations and requiretnents under
terms of service guarantee certificate).

P 1he evidence necessary to determine how bl s und d a rep ion is di d
in Section I of this letter.
04p; may be ble even though it is not shared by a majority of consumers inithe

relevant class, or by particularly sophisticated consumers. A material practice that misleads 2 significant
minority of reasonable consumers is deceptive. See Heinz W. Kirchner, 63 F.T.C. 1282 (1963).

N dary dk d by bl is actionable if deceptive even though the
primary message is accurate, Sears, Roebuck & Co., 95 F.T.C. 406, 511 (1980), aff'd 676 F.2d 385, (9th
Cir. 1982); Chrysler, 87 ¥.T.C. 749 (1976), aff'd, 561 F.2d 357 {D.C. Cir.), reissued 90 F.T.C. 606 (1977);
Rhodes Pharmacal Co., 208 F.2d 382, 387 (7th Cir. 1953), aff'd, 348 U.S, 940 (1955},

22pational Comm'n on Egg Nutrition, 88 F.T.C. 89, 185 (1976), enforced in part, 570 F.2d 157 (7th Cir.
1977); Jay Norris Corp., 91 ET.C. 751, 836 (1978), aff'd, 598 F.2d 1244 (2d Cir. 1979).

23National Dynamics, 82 F.T.C. 488, 524, 548 (1973), aff'd, 492 P.2d 1333 (2d Cir.), cert. denied, 419
U.8. 993 (1974), reissued 85 F.T.C. 39-1 (1976).

A Warner- Lambert, 86 F.T.C. 1398, 1415 n.4 (1975), aﬂ"d 562 F.2d 749 (D.C. Cir. 1977), cert denied,
435 U.8. 950 (1978).

25 Grotier, 91 F.T.C, 315, 430 (1978), remanded on other grounds, 615 F.2d 1215 (9th Cir. 1980},
modified on other grounds, 98 F.T.C. 882 (1981), reissued, 99 F.T.C. 379 (1982).

26Amertcan Home Produces, 98 F.1.C. 136 ( 1981), aff'd 695 F.2d 681 (3d Cir. 1982). consumers-may be
led to expect quite reasonably..." (at 386); "... consumers may reasonably believe..." (/d. n.52); "... would

y have been und: by " (at 371); "the record shows that consumers could
y have und d thls * (at 372). See also, pp. 373, 374, 375, Bristol-Myers, D.
8917 (July 5, 1983), appeal docketed No. 83-4167 {2nd Cir, Sept 12,1983)...... ads must be judged by the

p they make on bers of the public . .. " (Slip Op. at4); ". . . consumers ¢ould
reasonably have understood . . .* (Slip Op. at 7); ". . . consumers could reasonably infer . . ." {Slip:Op. at
11 { 102 F.T.C. 21 (1983)]}. Sterlmg Drug, Inc., D. 8919 (July 5,1983), appeal docketed, No. 83-7700 (9th
Cir. Sept. 14,1983)...... consumers could reasonably assume . . ." (Slip Op. at 9); . . . consumers dould
reasonably interpret the ads . . ." (Stip Op. at 33). [102F.T.C. 395 (1983)]

http://www fie.govibep/policystmt/ad-decept.htm 4/14/2004
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¥ Horizon Corp., 97 F.T.C. 464, 810 n.13 (1981).
28 Simeon Management, 87 F.T.C. 1184, 1230 (1976).

29’!'he listed categories are merely ples. Whether children, inally il pati or any other
subgroup of the population will be idered a special audi depends on the specific factual context of
the claim or the practice.

The Supreme Courl has afﬁrmed this approach. "The di ination whether an adverti
ion of the legal sophistication of its audience.” Bates v. Anzorxa, 433 Us.

350,383 n‘37 (1977).

30In one case, the Commission's complaint focused on seriously ill p The ALY ized:

A ding to the complaint, the fr ions and hopes of the sericusly ill and their families were exploited,
and the rep ion had the tendency and capacity to induce the seriously ill to forego conventional
medical treatment worsening their condition and in some cases hastenmg death, or to cause them to spend
large amounts of money and to und the inc of g for a non-existent "operation.”
Travel King, 86 F.T.C. 715, 719 (1975).

3LETC v, Sterting Drug, 317 F.2d 669, 674 (2d Cir. 1963).

32Numerous cases cxempllfy this pomt For instance, in Pfizer, the Commission ruled that "the net
i ion of the adverti: d from the perspective of the audi to whom the
advemsemem is directed, is controlling.” 81 F.T.C. 23 58 (1972).

By Litton Industries, the Commission held that fine print disclosures that the surveys included only
“"Litton authorized" agencies were inadequate to remedy the deceptive characterization of the survey
population in the headline. 97 F.T.C. 1, 71, n.6 (1981), aff'd as modified, 676 F.2d 364 {9th Cir. 1982).
Compare the Commission's note in the same case that the fine print disclosure "Litton and one other brand”

was reasonable to quote the clmm that independent service technicians had been surveyed, "[Fline print
was 2 for disclosing a qualification of only limited relevance.” 97 F.T.C. 1,70, 0.5
(1981).

In another case, the Commission held that the body of the ad corrected the possibly misleading headline
because in order to enter the contest, the consumer had to read the text, and the text would eliminate any
false impression stemming from the headline, D.L. Blair, 82 F.T.C. 234, 255,256 (1973).

In one case respondent's expert witness testified that the headline (and accompanying picture} of an ad
would be the focal point of the first glance. He also told the administrative law judge that a consumer
would spend [t]ypically a few scconds at most” on the ads at issue. Crown Central, 84 F.T.C. 1493, 1543
na. 14-15 (1974),

341 Giant Food, the Commission agreed with the examiner that the fine-print disclaimer was inadequate
to correct a deceptive impression. The Comrnission quoted from the examiner's finding that "very few if

any of the persons who would read Giant's advertisements would take the trouble to, or did, read the fine

print disclaimer.” 61 F.T.C. 326, 348 (1962).

Cf Benefi icial Corp. v. FTC, 542 P.2d 611, 618 (3d Cir. 1976), where the court reversed the Commission's
opinion that no qualifying 1 ge could elimi the d ing from use of the slogan
"Instant Tax Refund."

3 5“Respondents argue that the ts which signed indicated that credit life insurance was
not required for fi ing, and that this discl obviated the possibility of deception. We disagree. It Is

hitp://www.ftc.gov/ben/policystmt/ad-decept.htm 4/14/2004
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clear from imony that oral deception was employed in some i to cause o
ignore the warning in their sales agreement. . ." Peacock Buick, 86 F.T.C. 1532, 1558-59 {1974).

3 6Expositian Press, 295 F.2d $69, 873 {2d Cir. 1961); Gimbel Bros., 61 F.1.C. 1051, 1066 (1962); Carter
Products, 186 F.2d 821, 824 (1951).

By the same token, y-back do not elimi deception. In Sears, the Ci
observed:
A y-back g is no defense to a charge of deceptive advertising.... A money-
back does not p the for the often considerable time and

expense incident to returning a major-ticket itern and obtaining a replacement.

Sears, Roebuck and Co., 95 F.1.C. 406, 518 (1980), aff'd, 676 F.2d 385 (9th Cir. 1982). However, the
exxstence of a guarantee, if honored, has a bearing on whether the Commission should exercise its
to p See Deceptive and Unsut iated Claims Policy Protocol, 1975,

3 See American Home Products, 98 F.T.C. 136 370 (1981), aj]‘d 695 F 2d 681, 688 (3d Cir. Dec. 3,
1982), Whether a disclosure on the label cures deception in g depends on the ci

. it is well settled that dishonest advertising is not cured or excused by honest labeling

[foomote euutted) ‘Whether the ill-effects of deceptive nondisclosure can be cured by a
limited to labeli , O whether a further requirement of disclosure in
advertising should be i d, is ially a question of remedy. As such it is a matter
within the sound di ion of the C ission [fe omitted]. The question of whether
in a particular case to require disclosure in advertising cannot be answered by application of
any hard-and-fast principle. The test is simple and pragmatic: Is it likely that, unless such
1 is made, a sut ial body of will be misted to their detriment?

Statement of Basis and Purpose for the Cigarette Advertising and Labeling Trade
Regulation Rule, 1965, pp. 89-90, 29 FR 8325 (1964).

Misleading "door openers” have also been found deceptive (Encyclopedia Britannica, 87 F.T.C. 421
(1976), affd, 605 P.2d 964 (7th Cir. 1979), cert. denied, 445 U.S. 934 (1980), as modified, 100 F.T.C. 500
(1982)), as have offers to sell that are not bona fide offers (Seekonk Freezer Meats, Inc., 82 F.T.C. 1025
(1973)). In each of these instances, the truth is made known prior to purchase.

hent iom fotl K]

3815 the Listerine case, the Cornmission held that pro forma of no p
by promises of fewer colds did not cure or correct the false message that Listerine will prevent colds.
Warner Lambert 86 F.T.C. 1398, 1414 (1975), aff'd, 562 F.2d 749 (D.C. Cir. 1977), cert. denied, 435 U.S.
950 (1978).

39Chiccgo Metropolitan Pontiac Dealers’ Ass'n, C. 3110 (June 9,1983). {101 F.T.C. 854 (1983)}

40pn opinion is a representation that expresses only the behalf of the maker, without certainty, as to the
cx:stence of a fact, or his Judgemem as to quality, value, authenticity, or other matters of judgement.
A Law on Torts, Second § 538 A.

4lld. 4 539. At common law, a consumer can generally rely on an expert opinion. /4., § 542(a). For this

reason, representations of expert opinion will 1y be regarded as rep: ions of fact.

42"[T]here is a category of advertising themes, in the nature of puffing or other hyperbole, which do not
amount to the type of affirmative product claims for which either the Commission or the consumer would
expect documentation.” Pfizer, Inc, 81 F.T.C. 23, 64 (1972).

hitp://www. fic.gov/bep/policystmi/ad-decept.htm 4/14/2004
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The term "Puffing” refers generally to an expression of opinion not made as a representation of fact. A
seller has some latitude in puffing his goods, but he is not authorized to misrepresent them or to assign to
them benefits they do not possess [cite omitted). Statements made for the purpose of deceiving prospective
purchasers cannot properly be characterized as mere puffing. Wilmington Chemical, 69 F.T.C, 828, 865
(1966).

1 Avalon Industries, the ALJ observed that the ™ordinary person with a common degree of familiarity
with industrial civilization' would expect a reasonable relationship between the size of package and the size
of quantity of the contents. He would have no reason to anticipate stack filling.” 83 F.T.C. 1728, 1750
(1974) (1.D.).

Aoy misleading claim or omission in advcmsmg will violate Secuon 5 or Sectlon 12, however, only if the
omitted information would be a i factor in the s d hase the product.”
American Home Products Corp., 98 F.T.C. 136,368 (1981), aff'd, 695 F. 2d 681 (3d Cir. 1982) A clalm is
material if it is likely to affect consumer behavior. "Is it likely to affect the
whether to purchase the advertised product-is there a material deception, in other words?" Smemem of
Basis and Purpose, Cigarette Advertising and Labeling Rule, 1965, pp. 86-87. 29 FR 8325 (1964).

#Matenial information may affect conduct other than the decision to purchase a product. The
Commission’s complaint in Yolkswagen of America, 99 F.T.C. 446 (1982), for example, was based on
provision of inaccurate instructions for oil filter instaliation. In its R on Torts, Second, the
American Law Institute defines a material misrepresentation or omission as one which the reasonable
person would regard as important in deciding how to act, or one which the maker knows that the recipient,
because of his or her own peculiarities, is likely to consider important, Section 538(2). The Restatement
explains that a material fact does not necessarily have to affect the finances of a transaction. "There are
many more-or-less sentimental considerations that the ordinary man regards as important.” Comment on
Clause 2(a)(d}.

4 evaluating materiality, the Commission takes consumer preferences as given, Thus, if consumers
prefer one product to another, the C ission need not d ine whether that preference is objectively
justified. See Algoma Lumber, 291 U.S, 54, 78 (1933). Similarly, objective differences among products are
not material if the difference is not likely to affect consumer choices.

47’1116 G ission will always ider rel and comp evidence offered to rebut presumptions of
materiality.

43gecause this presumption is absent for some implied claims, the Comumission will take special caution to
ensure materiality exists in such cases.

9 Contral Hudson Gas & Electric Co, v. PSC, 447U S. 557, 567 (1980).

SOCf Restatement on Contracts, Second § 162(1).

51 Int American Home Products, the evidence was that the pany i ded to differentiate its products
from aspirin. The very fact that AHP sought to distinguish its products from aspirin strongly implies that
knowledge of the true ingredients of those products would be material to purchasers.” Americar Home
Products, 98 F.T.C. 136, 368 (1981), aff'd, 695 F.2d 681 (3d. Cir. 1982).

52Xn Fedders, the ads represented that only Fedders gave the assurance of cooling on extra hot, humid
days. "Such a representation is the raison d'etre for an air conditioning unit-it is an extremely material
representation.” 85 F.T.C. 38, 61 (1975) (LD.), petition dismissed, 529 F.2d 1398 (2d Cit.), cers. denied,
429 U.S. 818 (1976).

http://www. fie.gov/bep/policystmt/ad-decept.him 4/14/2004
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53we note at the outset that both alleged misrepresentations go to the issue of the safety of respendent’s
product, an issue of great significance to conswmers.” Firestone, 81 F.T.C. 398, 456 (1972), aff'd, 481 P.2d
246 (6th Cir.), cert. denied, 414 U.S. 1112 (1973).

54The Commission found that information that a product was effective in only the small minority of cases
where tiredness symptoms are due to an iron deficiency, and that it was of no benefit in all other ¢ases, was
material. J.B. Williams Co., 68 F.T.C. 481, 546 (1965), aff'd, 381 F.2d 884 (6th Cir. 1967).

55As the Commission noted in MacMillan, Inc.:

In marketing their courses, respondents failed to adequately disclose the number of lesson
assignments to be submitted in a course. These were material facts necessary for the student
to calculate his tuition oblj which was based on the number of lesson assignments he
submitted for gradmg The nondxsclosnrc of these material facts combined with the
confusion arising from LaSalle's use of inology had the capacity to mislead
students about the nature and extent of their mition obligation. MacMillan, Inc.,, 96 F.T.C.

208, 303-304 (1980).

See also, Peavock Buick, 86 ¥.1.C. 1532, 1562 (1975), aff'd, 553 F.2d 97 (4th Cir. 1977).
56 Simeon Management Corp., 87 F.T.C. 1184 (1976), aff'd, 579 P.2d 1137, 1168, n.10 (9t Cir. 1978).

57tn American Home Products, the Commission approved the ALY finding of materiality from an
economic perspective:

If the record contained evidence of a significant disparity between the prices of Anacin and
plain aspirin, it would form a further basis for a finding of materiality. Thatis, therc isa
reason ta believe consumers are willing to pay a premium for a product believed to contain
a special analgesic ingredient but not for a product whose analgesic is ordinary aspirin.
American Home Products, 98 F.T.C. 136, 369 (1981), aff'd, 695 F.2d 681 (3d Cir. 1982).

SsThc prohibitions of Section 5 are intended to prevent injury to competitors as well as to consurpers. The
Commxssxon rcgards mjury 0 competitors as 1dermcal 0 m;ury to consumers. Advertising and legitimate

hniques are ded to "hure” by d g busi to the advertiser. In fact,
vigorous competmvc advcmsmg can actually benefit consumers by lowering prices, encouraging product
innovation, and increasing the specificity and amounl of information available to consumers. Deceptive
practices injure both competitors and who preferred the competitot’s
product are wrongly diverted.

http:/fwww. fte.gov/bep/policystmt/ad-decept.htm 4/14/2004
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1. Payday loans are an important source of credit to many consumers. Given the
consumer demand for short-term, low-denomination credit, would not many
consumers find it difficult, or even impossible, to obtain such credit without payday
lending?

A study conducted by Georgetown University’s Credit Research Center published
in April 2001, sheds some light on the question. According to the study, typical payday
loan custorners have real constraints on thejr ability to borrow (lgwer income than adults
in general, higher debt-to-income ratios, more bankruptcies, high utilization of credit
limits on open-end bank credit cards). On the other hand, many payday loan custorners
do not appear to understand the concept of annual percentage rate, and may therefore not
be making economically rational choices about loan sources (fewer payday loan
custormers have open-end bank credit cards than adults in general). The study further
observed that some consumers may have more options than they believe., Others may
choose the option of payday loans because of its convenience, even if other options are
available. (See Payday Advance Credit at 31-32, 41-52.)

2. The FDIC was the first agency to warn about the potential for payday lenders to
“rent” bank charters. We believe that your guidelines address this issue. Could you

explain how they do so?

“Charter renting” is the term often used to describe arrangements by which a bank
originates and funds payday loans through a third-party. The FDIC pays careful attention
to the institutions it supervises that are involved in payday lending, with particular
emphasis on the review of arrangements between these institutions and third parties. The
FDIC Guidelines for Payday Lending note that payday lenders will be subject to special
examination procedures, including on-site reviews at third-party locations. The
Guidelines also specify that the use of third parties in no way diminishes the
responsibility of the bank’s board of directors and management to ensure that the third-
party activities are conducted in a safe and sound menner and in compliamce with
applicable policies and consumer protection regulations. Our examiners scrutinize such
relationships and recommend corrective action when warranted.

The term “charter renting” also arises in the context of exportation of interest
rates. Federal law authorizes federal and state-chartered insured depository institutions
making loans to out-of-state borrowers to “export” favorable interest rates provided under
the laws of the state where the bank is located. The authority of national barks to export
faverable interest rates on loans to borrowers residing in another state was recognized by
the U.S. Supreme Court in Marguette National Bank v. First Omaha Service Corp., 439
U.S. 289 (1978), in the context of section 85 of the National Bank Act. To ensure a level
competitive playing ficld, Congress extended that authority to other insured depository
institutions through the Depository Institutions Deregulation and Monetary Control Act
of 1980, State laws thar attempt to set usury limits on out-of-state institutions are
preempted by these “competitive equality” statutes.
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3. Your payday lending guidelines include a number of provision designed to
ensure that banks engaged in payday lending are doing so on a safe and sound basis.
What are some of those key provisions?

The FDIC recognizes payday lending as one of the highest risk forms of lending,
that demands close regnlatory scrutiny. The Guidelines describe the FDIC’s sxpectations
for prudent risk-mansgement practices for payday lending. Some of the key provisions
of the Guidelines include rigorous requirements for managing third-party relationships
and agreements, The Guidelines also note that institutions involved in payday lending
will be expected to maintain higher capital levels -- perhaps up to dollar-for-dollar capital
-- and sufficient loan loss allowances for their payday lending portfolios depending on
the level and volatility of risk. Qther key provisions include a stringent limit on the total
amount of payday loans an FDIC-insured institution may extend as a total of its capital,
as well as specific charge-off criteria for payday loans.

The Guidelines expressly address several consumer protection issues. With
regard to the Community Reinvestment Act (CRA), the Guidelines explain that:
(1) discriminatory or other illegal credit practices will adversely affect the evaluation of
an institution’s performance; and (2) certain payday lending practices, while not
expressly prohibited by law, may be inconsistent with helping to meet the convenience
and needs of an institution’s community. Practices of either type would be fully
described in the public CRA performance evaluation of an FDIC-supervised bank. The
Guidelines also remind FDIC-supervised banks that payday lending arrangements are
subject to the rules and guidelines intended to ensure the privacy, security,
confidentiality, and integrity of consumer financial information.

The Guidelines also emphasize that FDIC-supervised banks will be held
responsible if they engage in unfair or deceptive payday lending practices in violation of
Section 5 of the Federal Trade Comumission Act (FTC Act). In this context, the
Guidelines instruct examiners to pay particular attention to marketing programs for
payday loans and collection practices that may be abusive. To help state-chartered
institutions avoid engaging in these and other forms of unfair or deceptive conduct, the
FDIC and Federal Reserve provided detailed guidance to the banks under their
supervision on March 11, 2004, A copy of this guidance is enclosed.

4. Given the growing demaund for short-term small denomination credit and FDIC's
experience with banks under the guidance, clearly the other Federal banking
regulators should follow your Agency’s lead. To that end, how many FDIC-
regulated state banks offer payday loans? Do you expect more banks to enter this
business? Is there any legal reason the OCC or OTS could not follow your lead?

Ten FDIC-supervised institutions currently offer payday loans, and we are aware
of at least one additional institution that plans to enter this line of business in the very
nesr future. The total number of insured institutions involved in payday lending has
remained relatively stable over the previous two years, but several factors, including state
and federal legislative initiatives, and how well insured depository institations manage

P.24
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and control the risks of their payday lending programs, may positively or negatively
impact that trend.

As previously noted, payday lending is among the highest risk forms of lending
and demands close regulatory scrutiny. The federal banking agencies have established
guidelines that clearly identify the inherent risks of subprime lending; however, subprime
lending can nonetheless be a safe and sound barking activity if bank management
properly manages and controls those risks, and if the bank has adequate capital to absorb
the additional risks. The FDIC’s Guidelines for Payday Lending build on the existing
interagency guidelines for subprime lending by establishing rigorous capital and
operational standards for banks engaged in this business. For FDIC-supervised banks
that have not met these standards, the FDIC takes appropriate enforcement action. In the
past two years, two FDIC-supervised institutions have exited the payday lending business
as a result of the FDIC concluding that enforcement action was necessary in light of
examination findings.

5, Many state banks provide overdraft services that are similar to payday loans. Do
you know how many state-chartered banks offer such services?

The FDIC does not require that banks report these services. However, a 2003
American Bankers Association survey indicated that over 50 percent of banks with assets
under 51 billion had or planned to offer the fee-based type of overdraft protection
programs that are often compared to payday lending, Industry trends indicate that this
peroentage will continue to grow.

Banks have always been able to pay a check presented on insufficient funds and
thereby put a customer’s account into an overdraft status, Another ABA survey estimates
that over 90 percent of all banks offer overdraft protection programs linked to another
deposit account, a line of credit, or a credit card. These programs either transfer funds
from the linked account, or advance a sum to cover what would otherwisg be an
overdraft, Customers are then charged interest for the advance.

Is it correct that these services are not subject to the same Truth-in-Lending
disclosures as payday loans?

Since 1981 fees charged for overdrafis have been excluded from Truth-in-
Lending Act finance charge disclosures, subject to certain conditions, The principal
condition for the exclusion is that the fee(s) charged to pay an insufficient check do not
exceed the fee(s) chatged to return the check. As these newly promoted overdraft
programs are based on the same fees, they also can qualify for the Truth in Lending Act
exclusion.

6. The state-chartered banks that currently engage in payday lending do so with
administrative and marketing support of agents. What other types of banking
products and services are offered with the assistance of agents? If state-chartered
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banks could not use agents to help them provide products and services what would
be the impact on the consumers?

As the financial services industry continues to evolve, financial institutions are
increasingly using third parties for many functions that have traditionally been performed
in-house. Financial institutions also enter into various arrangements with third parties in
which the institution funds certain produets originated by a third-party (such as mortgage
lending). These relationships can potentially lower costs to both the institution and the
consumet, and make available to the consumer products and services that the institution
does not or would not otherwise originate. A vast array of financial products and services
offered by insured depository institutions are supported by third-party marketing and
administrative functions. Common examples include:

*  consumer loan products, including credit cards, mortgage and home equity
loans, and auto loans;

* non-deposit investment products, including securities, mutual funds, and

annuities;

insurance products;

brokerage services;

trust and related services, including estate, tax, and financial planning;

deposit products, including brokered deposits;

cash management, including sweep arrangements; and

information technology.

The reasons for entering into such relationships vary by institution, product, or
service, Incentives may include customer demand, business strategy, competitive
pressures, entry or operating costs, or corplexity in offering a specific product or service.
From the consumers’ viewpoint, third-party arrangements can expand product and
service offerings, promote competition, and potentially lower costs. For instance,
custorners may be able to obtain a product or service that would otherwise not be
available in a particular market, or obtain products and services that are better-suited to
customers” specific needs. Customers also may benefit from more favorable pricing or
more efficient service, Such pricing and service enhancements often are the result of the
increased competition in the marketplace as well as the specialization available through
third-party relationships. If third parties were not allowed to assist financial institutions
in marketing and administering financial products and services, consumers might be
impacted through higher costs or reduced availability of certain products or services.

As previously indicated, the Guidelines address the management of third-party
relationships. The Guidelines also state that payday lenders will be subject to special
examination procedures, particularly relating to partnering with third parties and
compliance with applicable consumer protection laws and regulations.

7. The FDIC has undertaken a significant financial literacy campaign, and we
understand that the leading trade association for the payday lending [industry], the
Community Financisl Services Association, in cooperation with the National Urban
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League, has undertaken its own initiative toward financial literacy that will provide
for the distribution of FDIC’s Money Smart program at thousands of payday
lending offices nationwide. What other initiatives, if any, could the payday lending
industry take to help promote financial literacy?

We too have been informed that the National Urban League will be working with
the Community Financial Services Association to provide support for the financial
education efforts of local Urban League affiliates. The FDIC is not involved in the Urban
League/CFSA partnership. However, we understand they have choscn to use the Money
Smart financial education curriculum, which is frec and not copyrighted, in their
endeavor.

As you know, Title V of the Fair and Accurate Credit Transactions Act of 2003
mandated the formation of the Financial Literacy and Education Commission. The
Commission’s goal is to promote financial education and improve the financial literacy of
all Americans. The Commission, which includes representatives from the FDIC and 19
other federal agencies, is responsible for encouraging government and private sector
efforts to promote financial literacy, and coordinate financial education efforts of the
federal government, including the identification and promotion of best practices. Once
these best practices are made public, the payday lending industry and other entities may
be interested in assessing whether the suggestions are appropriate for their organization’s
mission.

8. Of the state-chartered banks that are currently engaged in payday lending, how
many have been subject to examination since your payday lending guidelines went
into effect? Of those that have been examined are you finding that the institutions
are complying with the guidelines?

Since the Guidelines were issued (July 2003), the FDIC has examined all but
three of the state-nonmember banks engaged in payday lending, the remaining
examinations are underway or are scheduled in the very near term. The FDIC conducted
visitations that specifically targeted payday lending operations at several of the banks
shortly after issuing the Guidelines,

To date, FDIC-supervised institutions involved in payday lending have been in
substantial compliance with the principles set forth in the Guidelines. Banks that fail 10
meet the rigorous standards outlined in the Guidelines could be subject to enforcernent
actions requiring corrective action, which could include instructions to exit the business
As mentioned earlier, two FDIC-supervised banks have exited the payday lending
business,

9. In consultation with many Republican and Democratic Members of Congress,
state Jegislators, regulators and consumer groups, the industry trade associations,
Community Financial Services Association, developed a responsive set of Best
Practices. Despite those Best Practices, which prohibit rollovers, critics of payday
lending suggest that consnumers can become trapped in a cycle of debt with payday
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loans. How do your payday lending guidelines address this issue? Do the guidelines
not place a limit on the ability of 2 payday lender to “rollover” a loan?

In developing the Guidelines, the FDIC looked closely at industry practices for
“rollovers” and “‘consecutive advances” in order to address potentially poor practices in
these areas. The Guidelines mitigate concerns in these areas by requiring institutions to
establish an appropriate cooling-off period between the time a payday loan is repaid and
apother application iz made, set an appropriate limit for the number of loans per customer
allowed within a designated time period, and limit the number of payday loans
outstanding at any one time to only one loan pet borrower. The Guidelines also direct
institutions to charge-off credits that do not have an appropriate cooling-off peried and
require that institutions not make additional advances on such credits to finance unpaid
interest and fees. Again, where insured banks engaged in this activity do not meet the
rigorous capital and operational standards embodied in the Guidelines, the FDIC has
taken, and will continue to take, appropriate enforcement actions.

10. Based upun your examination of state-chartered banks that are engaged in
payday lending, have you collected any data on the average size of a loan, the
average term of a loan, the average number of times a loan may be renewed or
rolled over, or the average age or income of the borrower?

At the examination of a specific financial institution, examiners would review
certain of the loan characteristics highlighted by your question. However, the FDIC does
not compile this type of information for institutions involved in payday lending (or any
other loan type). Several of the data elements indicated, including the average size of the
loan and the average term of the loan, may vary significantly depending on state law or
bank policy. As previously mentioned, the FDIC looked closely at industry practices for
“rollovers” and “consccutive advances™ and included certain requirements in the
Guidelines to address potentially poor practices in these areas.

TOTAL P.@8
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1. Industry consolidation

a) With the pace of industry conselidation having picked up considerably in recent
months, some have made the argument that large complex banking organizations actually
present relatively little risk to the deposit insurance funds, because of the diversity of their
asset portfolios and sophisticated systems for managing risk. Has the FDIC performed any
analysis of this theory? What is the FDIC’s view of the merits of the argument?

We believe that risk to the insurance funds is reduced as a result of the diversification
benefits associated with the largest banking organizations. On the other hand, concentration risk
is increased in that problems within any one of these organizations represent potential threats to
the insurance funds and the overall financial system. In any case, the financial performance of
large banks during the recent recession should provide some level of comfort about the risk
management capabilities of these firms.

As you know, the performance of the U.S. banking system during the recent recession
has indeed been truly impressive. The banking industry made record profits in 2003 and
earnings were very strong in 2001 and 2002, as well. Not all of the largest banks performed as
well as the industry over this period; some banks took large write-downs. However, even these
banks had significant profits during the recession. Over the past decade, very large banks
diversified their income sources and now receive an increasing amount of their income from
trading, investment banking, insurance and other fees rather than interest income. Fee income
may make banks’ profits less sensitive to interest rates changes and credit losses.

Large banks also have improved their risk management practices through risk-based
pricing of loans, transferring risks through the derivatives market, and other techniques. From
the FDIC’s perspective, these developments within the largest organizations helped to contain
the risks to the deposit insurance funds.

b) The vast majority of the state-chartered banks that the FDIC supervises are .
community-based institutions of relatively modest asset size. How does the recent wave of
consolidation that the banking industry has been experiencing potentially affect those
institutions? Should we as policymakers be concerned about the increasing concentration
of industry assets in a small number of “mega-banks™?

The number of community banks (banks with less than $1 billion in assets) declined by
almost half between 1985 and 2001, and their market share also dropped significantly. Small
community banks (those with less than $100 million in assets) have been affected the most.
Taken at face value, these figures would suggest that community banks face considerable
difficulties, but closer examination reveals that community banks in 2001 still made up 94
percent of the industry, essentially identical to the 1985 figure.

Moreover, community banks maintained a presence in all types of markets—urban,
suburban, rural, and those that experienced both population growth and decline. Furthermore,
community bank performance has been satisfactory; since 1992, their annual return on assets
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averaged at least one percent, and this was even the case in markets that experienced population
declines. .

Community banks do face challenges—competition not only from larger banks but also
from credit unions. In addition, the high fixed costs of meeting many regulatory requirements no
doubt affect community banks relatively more than larger banks. Nevertheless, community
banks’ performance and their continued strengths as small business lenders and in providing
personal service demonstrate their continued viability. Approximately 1100 new banks have
been formed since 1992, showing that investors continue to be willing to risk their own money to
set up new community banks.

An area of potential concemn about the bank consolidation trend is the effect of
concentration on competition in banking markets. However, as was noted above, new
community bank formation has been strong during the past decade, and particularly in areas
where merger activity was high. In addition, current law provides that an interstate banking
merger cannot be approved if the resulting institution (including its affiliates) would control
more than 10 percent of the total amount of deposits of insured depository institutions in the
United States.

Nonetheless there are concerns that consolidation may adversely affect the availability of
small business credit, an area where community banks have devoted a greater proportion of
resources than have large banks. The precise effects of consolidation on small business lending
are complex. However, some evidence suggests that reductions in small business lending by
larger banks represent opportunities for increased lending by community banks, including
increased lending through the formation of new banks. The presence of a substantial community
barking sector appears therefore to be an important safeguard against a diminution of small
business credit availability as the banking industry consolidates.

Of course, there also is the concern that the increasing concentration of assets in a small
number of very large baoks poses additional risks to the industry. This issue is addressed in the
answer to question la.

2. Bank supervision issues

a) With many states continuing to experience budget shortfalls and with relatively high
turn-over rates in the examination forces of many state banking departments, what is the
FDIC deing to ensure that state-chartered, non-member banks continue to receive
sufficient supervisory scrutiny so that they do not become risks to the deposit insurance

funds?

Section 10(d) of the Federal Deposit Insurance Act requires the appropriate federal
banking agency to perform a full-scope, on-site examination of each insured depository
institution within the timeframes specified in the statute. State examinations may be accepted for
this requirement on an alternating basis, and the FDIC works closely with state banking
departments and the Conference of State Bank Supervisors (CSBS) to ensure that the
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examination frequency requirements are met in the most efficient and least burdensome manner
possible. To facilitate such state coordination, the FDIC has entered into formal working
agreements with 48 state banking departments that address, among other things, the scheduling
and frequency of examinations, types of examinations to be conducted, and procedures for
coordinating enforcement actions. The adequacy of state budgets and staffing levels are
addressed at periodic meetings between the FDIC and state banking departments to coordinate
examination scheduling.

Fortunately, state banking departments as a whole have continued to support their bank
supervision programs despite budget difficulties. The FDIC’s Office of Inspector General (OIG)
recently completed an audit of the FDIC’s reliance on state safety and soundness examinations.
As part of the audit, the OIG obtained and reviewed budget information for the majority of state
banking departments for 2002 and 2003. The OIG found that of the 40 states that had provided
budgeting data to the CSBS for 2003, 32 departments were funded at the same or higher level
than in 2002, The remaining eight state departments incurred ouly negligible budget cuts.
Regarding state staffing levels, the OIG reviewed delinquent examinations in two of the six
FDIC regions, which oversee 20 states and territories. Examination delinquencies were found to
be minimal; moreover, the delays were not attributable to inadequate staffing, but rather were
planned delays due to pending merger activity or to banks that were changing computer systems.

Nevertheless, the statutory obligation for ensuring that examinations are conducted in
accordance with Section 10(d) rests with the FDIC in the case of state-chartered, non-member
banks. The FDIC takes this responsibility very seriously. If a state was not able to meet its
supervisory obligations, the FDIC would ensure that state nonmember banks were examined
within the statutory timeframes.

In addition to on-site examinations, the FDIC has a quarterly off-site monitoring program
to detect institutions that may be experiencing rapid growth, deterioration in financial
performance, sensitivity to volatile real estate markets, or other indicators that may portend a
higher risk to the insurance funds. We also implemented an oufreach program, where we contact
all state nonmember institutions at least once during the interval between examinations. In
addition to fostering improved communications with bankers, the purpose of the outreach
program is to enable the FDIC to identify current and prospective issues that impact the risk
profile or overall condition of a bank through ongoing discussions with management. Quarterly
offsite monitoring efforts would prompt the FDIC to conduct on-site reviews or examinations
where risk warrants, resulting in enhanced risk detection, supervision, and monitoring.

b) While there were only three bank failures of relatively modest dimensions in 2003, we
have seen several big-dollar failures in recent years that involved institutions that got into
trouble by pursuing overly aggressive and imprudent subprime lending programs. Does
the subprime portion of banks® portfolios remain a concern from a safety and soundness
perspective? )

The FDIC and the other federal bank supervisory agencies remain concerned about the
risks that subprime lending programs present to insured financial institutions and the deposit
insurance funds.
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Of the 9,182 institutions insured by the FDIC as of December 31, 2003, the FDIC has
identified 113 as subprime lenders (defined for these purposes as institutions with 25 percent or
more of their Tier 1 capital invested in subprime assets). Despite their small number, subprime
lenders continue to represent a disproportionate number of troubled institutions. As of December
31, 2003, there were 116 problem financial institutions (institutions with a composite rating of
“4” or *‘5”), with aggregate problem assets totaling $29.9 billion. Notably, subprime lenders—
which compose less than 2 percent of all insured institutions—account for 11 percent of problem
Institutions. Moreover, the assets held by these subprime lenders represented 63 percent of the
total assets of all problem institutions.

The FDIC and the other federal supervisory agencies remain vigilant in supervising those
institutions that have not properly identified, measured, monitored, and controlled the higher risk
associated with subprime lending programs. The agencies’ standards for such activities are set
forth in interagency subprime lending guidance, issued in January 2001, which directs
institutions engaging in subprime lending to employ strong risk management practices, maintain
higher risk-based capital, and establish appropriate loan loss reserve methodologies.

Institutions engaged in subprime credit card programs are of particular concern to the
FDIC and other federal supervisory agencies, as such programs can experience rapid and
exponential growth and, through the securitization market, can create both on- and off-balance
sheet risks. In addition, past examinations disclosed a number of imprudent practices by certain
credit card lenders, including those involved in subprime lending programs. In response to these
concerns, the bank supervisory agencies issued additional interagency guidance on credit card
account management in January 2003. The objective of the guidance is to assist financial
institutions in conducting credit card lending activities in a safe and sound manner, while
meeting the needs of their customers. The guidelines outline the supervisory agencies'
expectations for prudent risk management, income recognition, and loss allowance practices.
Thus far, the guidance has been instrumental in addressing the agencies’ common concerns
regarding imprudent credit card account management practices for certain institutions, inchiding
those associated with negative amortization, overlimit amounts, income recognition, and loss
allowances.

¢) In the wake of the savings and loan crisis of the 1980s, Congress gave Federal banking
regulators a hest of new supervisory tools for taking “prempt corrective action” when
institutions become undercapitalized. In light of several bank and thrift failures in the past
few years in which the losses to the insurance funds relative to the asset size of the
institution that failed were high, are you concerned that the prompt corrective action
regime is not working as originally intended? Are banking regulators not utilizing these
tools as effectively as they could?

We believe that the Prompt Corrective Action provisions provided in Section 38 of the
FDI Act have been a valuable addition to the enforcement tools available to the federal banking
agencies. Since the implementation of the Prompt Corrective Action requirements in 1992, the
FDIC has taken enforcement actions against over 300 banks. Based on this experience, we
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believe we currently have an adequate and effective set of enforcement tools to deal with
problem institutions.

Unfortunately, over the past few years unforeseen bank and thrift failures have occurred
in which the losses to the insurance fimds were high relative to the size of the institution. For
these relatively few cases where the insurance funds have incurred a significant loss, the
problems that led to the failures were primarily attributable to fraud and other abusive activities
that kept these problems hidden from regulators. As aresult, we were not able to use the
supervisory tools for taking “prompt corrective action” because the problems in the institutions
did not cause a gradual decline in capital levels as contemplated by Prompt Corrective Action.
In the other 300 cases where enforcement tools were able to be used as designed, most of the
problems have been resolved with little or no loss to the insurance funds. The unusual situations
have been fully reviewed and we have concluded that the current Prompt Corrective Action
regime is adequate and effective.

3. Deposit insurance reform

a) When the House was debating deposit insurance reform legislation last year, the issue of
the so-called “free rider” problem was raised, relating to the dilution of the Bank
Insurance Fund (BIF) by large infusions of insured deposits from funds previously
maintained in uninsured money market accounts maintained at brokerage firms. Can you
provide the Committee with an update on the “free rider” issue? Are firms continuing to
shift significant amounts from uninsured brokerage accounts to insured accounts at their
affiliated depository institutions, or has the pace of such transfers fallen off in the past year

or so?

The pace of transfers from uninsured brokerage accounts to BIF-insured accounts at
affiliated depository institutions picked up in 2003 compared to 2002. In 2003, these accounts
increased by over $5.9 billion, while in 2002 they actually declined by almost $4.5 billion. The
2003 increase was entirely attributable to a new program set up by an institution that had not
previously engaged in these transfers. The net cumulative total of uninsured brokerage accounts
transferred to BIF-insured accounts at affiliated depository institutions is now approximately
$80.9 billion. For perspective, total BIF-insured deposits are approxirmately $2.5 trillion.

For the SATF, however, the pace slowed in 2003 compared to 2002. In 2003, these
accounts increased by $0.8 billion, while in 2002 they increased by $4.1 billion. The net
cumulative total of uninsured brokerage accounts transferred to SAIF-insured accounts at
affiliated depository institutions is now approximately $9.1 billion. For perspective, total SATF-
insured deposits are approximately $900 billion.

Both funds also are diluted by new institutions that have never paid deposit insurance
premiums. From 1997 to the end of 2003, 990 insured institutions were chartered that are still
operating and have never had to pay an insurance premium. As of December 31, 2003, these 990
institutions had $242 billion in total assets and $166 billion in total deposits.
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b) A few years ago, there was widespread concern in the banking industry that the reserve
ratio of the Bank Insurance Fund would fall below the 1.25 percent level and that all banks
would once again have to start paying deposit insurance premiums. The figures that the
FDIC released last week indicate that the reserve ratio of the BIF is well above 1.25
percent. To what do you attribute this rise in the reserve ratio over the past two years? Is
it sustainable?

The FDIC attributes the rise in the BIF reserve ratio over the past two years primarily to
the following factors:

e For 2002 and 2003 combined, net reversals of the provisions for insurance losses slightly
exceeded $1 billion.

» During 2002, net unrealized gains on Treasury securities exceeded $500 million.

e During 2003, insured deposits grew only 1.2 percent. However, the FDIC does not
expect the BIF and SATF reserve ratios to continue to rise going forward. Although the
FDIC forecasts little in the way of insurance losses in the near term, we expect at least
moderate deposit growth. BIF and SAIF reserves for expected bank failures are already
at low levels and the funds will not benefit from unrealized gains on their portfolios of
Treasury securities in a moderately increasing or stable interest rate environment. In fact,
at least initially, increasing interest rates may create unrealized losses. Thus, it is likely
that the interest income generated by the funds will not support the expected rate of
insured deposit growth, and the reserve ratio will decline even in the absence of
significant bank failure activity.

4. Community Reinvestment Act (CRA)

a) The FDIC and its fellow banking regulators have recently proposed regulations that
would update the Community Reinvestment Act (CRA). Many on the Committee are
concerned that the CRA, while a well-intentioned attempt to promote investments by banks
in the communities where they accept deposits, often has exactly the opposite effect of
strangling community banks with red tape, making it more difficult for them to meet their
customers credit needs. Can you explain to the Committee how the recently propased CRA
regulations address that concern? Are there other reforms that the regulators are
considering that would further CRA’s underlying objectives while at the same time easing
the compliance burden on small community banks?

Please see 4(b) below.

b) Chairman Powell stated that the “consolidation trend [in the banking industry] has led
to concerns about the long-term viability of community banking,” as these smaller
institutions are unable to spread the fixed, regulatory costs of regulatory compliance in the
same way that larger banks can. Wouldn’t one effective way to reduace the regulatory
burden on small community banks - and thereby assure their long-term viability — be to
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raise the asset size threshold for streamlined CRA examinations from the $500 million level
established by your current regulatory proposal to 31 billion, or perhaps even $2 billion?

A key component of the notice of proposed rulemaking (NPR) on CRA published by the
federal banking regulatory agencies on February 6, 2004, is the change in the criteria used to
distinguish “small” and “large” institutions. The NPR proposes a two-pronged change to the
regulatory definition of “small bank,” that would: a) raise the asset threshold from $250 million
to $500 million; and b) drop existing tie-in to the size of a bank holding company.

This change, if adopted, would reduce burden on banks below $500 million in assets by
eliminating data collection and reporting requirements pertaining to small business and small
farm loans. It also would simplify the evaluation process for these banks by focusing on their
lending performance in their local communities. This change would be directly responsive to
assertions by small banks that local community-based lending is their primary business function
and that business success is largely dependent on serving their local customers. Small banks
could continue to have their community development investments and services considered as
part of this evaluation as provided for in the CRA regulations, but would not be subject to the
investment or service tests that apply to large banks.

This proposal was made after careful consideration of coniments received by the agencies
to an advanced notice of proposed rulemaking (ANPR) issued in 2001, On balance, the
conuments received from financial institutions and community organizations alike indicated that
the 1995 amendments to the CRA regulations had succeeded, at least in part, in shifting the
emphasis of CRA evaluations from process to performance.

We expect that there will be much public comment on the most recent proposed changes.
Comments received to date on the asset size threshold issue indicate there are wide differences of
opinion about the matter. We also expect that there will be considerable discussion among the
agencies as we consider a final rulemaking on the threshold.

In addition, the NPR indicates that the agencies will be addressing other CRA regulatory
issues raised by financial institutions and community organizations through the future release of
revised examination procedures, examiner guidance, and additions to the “questions and
answers” document that the agencies use to communicate details about the CRA regulation. For
example, as described in the NPR, the agencies will seek to clarify how qualitative factors are
considered by examiners in the context of an institution’s quantitative lending performance, and
develop additional interagency guidance to clarify that the investment test is not intended to be a
source of pressure on institutions to make imprudent equity investments. These clarifications are
intended to address any industry uncertainty with regard to the CRA regulation.

5. Corporate governance

a) In the FDIC-supervised institutions that have failed in recent years, are there lessons to
be learned about how principles of good corporate governance can be applied to guard
against insider abuse and Inattentive or unqualified boards of directors? At least for those
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publicly-traded institutions that the FDIC supervises, have the reforms made by the
Sarbanes-Oxley Act had a positive effect on the culture of corporate governance?

The FDIC has long recognized the importance of corporate governance in maintaining
the integrity and stability of the nation’s banking system. The FDIC's experience, particularly
during the financial crisis of the late 1980s and early 1990s, shows that weak corporate
governance policies and practices can result in enormous financial losses not only for individual
corporations, but also for society generally.

Therefore, as a result of congressional legislation and the efforts of the banking
regulators, banks learned many lessons a decade ago. As a resuit, the banking industry has
weathered commercial credit losses during the recession perhaps better than could have been
expected. FDIC-insured institutions eamed a record $105.4 billion in 2002, marking the first
time the combined annual earnings of commercial banks and savings associations topped $100
billion—and this occurred during the height of the corporate governance scandals in other
industries. In part, this milestone in annual earnings by commercial banks was reached because
of initiatives launched by individual institutions to improve their governance structures and
business models.

The SEC has adopted a set of new rules covering corporate disclosure, auditing, and
conflicts of interest, as required under last year’s Sarbanes-Oxley reform legislation. These rules
come hard on the heels of new rules filed in 2002 by the New York Stock Exchange and
NASDAQ that deal with codes of conduct, independent directors, audit committees, and other
issues. The new Public Company Accounting Oversight Board has begun operation and has
issued rules for its inspections of accounting firms and proposed auditing standards for internal
control.

However, the impact of these changes on the banking industry has been relatively small,
especially when compared with other industries that have suffered due to recent corporate
governance scandals. Much of the improvement in the banking industry is a result of the efforts
previously mentioned, including bank regulations and policy statements established during the
banking crises a decade ago. .

6. Basel II proposal

a) What is the FDIC’s position on the current state of the Basel II proposal? Late last year
the FDIC issued a report in which it raised several concerns relating to the potential for a
significant reduction in capital holdings—a reduction well below the current requirements
for Prompt Corrective Action. With the changes that have been made to the expected-loss
framework and the treatment of securitizations, does the FDIC still have this concern?

The FDIC’s concerns about the Basel I capital requirements are being reflected in
current discussions of the framework in which banks set their “loss given default” estimates. It
is likely that the capital impact of Basel II will be driven primarily by a judgmental assessment
of bank risk inputs. The FDIC will have an ongoing interest in this issue.
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The FDIC fully supports the principles of heightened risk management processes under
Basel II. The U.S. regulatory agencies continue to work together to address and make progress
on a variety of remaining issues. We recognize the importance of presenting a united front with
regard to Basel II discussions, and we have established a sound domestic working relationship in
this regard. The open vetting of issues is an inherent strength in this process.

Domestic regulatory authorities will conduct a fourth quantitative impact study late this
year, which may result in recommendations for additional changes in the framework. However,
as highlighted in our 2003 study, quantitative impact studies are “point-in-time” analyses, which
have inherent limitations. As insurer of the nation’s financial institutions, the FDIC is
responsible for ensuring that implementation of the New Accord will not result in undue
reductions in system-wide capital. Accordingly, we will continue to perform any additional
independent analytical studies deemed necessary in order to better assess the impact of Basel I,

b) The FDIC has stated that the current leverage ratio, which governs the amount of
capital that banks must hold in order to be considered well capitalized, should be set as the
floor in the Basel Il proposal. What reaction have you received from your fellow
regualators on this proposal? If this change is not made, what effect will the current Basel IT
proposal have on demestic banks and their ability to comply with FDICIA?

I testified previously that the FDIC will continue to stress the need for regulatory
minimums in order to protect against inherent model uncertainty. Minimum thresholds enabled
through Prompt Corrective Action legislation have been proven effective through the last
economic cycle, and our view remains that elimination of such minimums would be imprudent.

There are currently no plans to change the leverage ratio requirement, and no U.S.
regulator has expressed a desire for such a change. The FDIC expects, however, that there will
be a robust debate about the appropriate level of the leverage ratio—and that the outcome of that
debate will be a regulatory framework that combines a leverage ratio with Basel II in a way that
strengthens our financial system.

The FDIC also has recommended that specific language be added to the Accord, which
would recognize existing laws and regulations of various jurisdictions with regard to minimum
capital levels. This recommendation was well received by domestic and international regulatory
authorities and will be incorporated into the New Accord.

¢} The Federal Reserve recently issued a staff report claiming that regulatory capital is not
taken into consideration and does not have a significant impact on mergers or
competitiveness. Was the FDIC consulted on this study? Would you agree with these basic
findings?

The Federal Reserve Board (FRB) has published the first two of four papers focusing on
the competitive impact of Basel II. The FRB invited the FDIC, OCC, and OTS to comment on
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these studies, and FDIC staff also participated with the FRB in briefing Congressional
Committee staff on the results of the first two studies.

We commend the FRB for its efforts in addressing this difficult issue. However, all of
the agencies acknowledge that there are significant limitations of such research. In essence,
there is inherent uncertainty of conclusions that rely on historical data to predict the impact of a
future bifurcated capital structure.

d) One of our banking system’s strengths is certainly our comprehensive system of
supervision. How can you be sure that Basel II will be applied uniformly elsewhere in the
world? Is there a danger that U.S. banks will face more stringent requirements than EU or
Japanese banks? Some say this can be fixed with the explicit capital charge for operational
risk, but the experience in Japan makes clear that explicit capital charges can be
sideswiped if effective supervision is not in place. Do you agree with this assessment?

Our domestic supervisory framework is arguably among the most stringent in the world
today, and we view this as a strength, not a potential danger. This framework will not change
with the implementation of Basel II.

“Pillar 2” (supervisory oversight) will be key in ensuring that the New Accord is
functioning as intended. Domestic regulatory agencies are working closely together to develop
robust examination gnidance and procedures and ensure that regulatory expectations are clear
prior to implementation. A primary goal of this effort is to ensure uniformity in domestic
implementation.

There will always be differences in the way international rules are interpreted and
implemented. This will certainly be the case for Basel I, as many other jurisdictions simply do
not have access to the resources that we take for granted in the U.S. This fact alone will make a
uniform implementation difficult to achieve.

7. Government-Sponsored Enterprises (GSEs)

a) There has been a lot of discussion in Washington regarding the oversight of Fannie
Mae, Freddie Mac and the Federal Home Loan Banks. The GSE debt is currently
measured in the 20% risk weighted assets category. If there is not implicit government
backing for this debt—as stated on every GSE issuance as well as in public statements by
the government and the GSE leadership—why are these securities given such special
treatment when this leverage ratio is reserved specifically for state and local government
obligations and obligations conditionally guaranteed by the U.S. government? Doesn’t this
treatment reinforce the impression that there is an implicit subsidy for the GSEs? Would
raising the risk-weight of these securities be a prudent signal to the market that they are
not backed by the government?

Under the current risk-based capital framework, a bank’s balance sheet assets and credit-
equivalent amounts of off-balance sheet items are assigned to one of four broad categories based
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on the credit risk characteristics of the obligor, or, if relevant, the guarantor or nature of the
collateral. Accordingly, the 20 percent risk weight category is »ot specifically reserved for state
and local government obligations and obligations conditionally guaranteed by the U.S.
government. In fact, numerous categories of assets that are held by insured depository
institutions are accorded a 20 percent risk weighting. These include, among other things, all
obligations of U.S. depository institutions, regardless of whether the specific obligations are
FDIC-insured. Moreover, state and local government bonds that are dependent on independent
revenue streams for repayment (such as a toll road) are considered to pose a greater credit risk
and are assigned a 50 percent risk weighting.

The banking agencies’ risk-based capital standards issued in 1991 recognized the lower
risk profile of GSE debt, which was judged to be of relatively lower credit risk because of an
assumption that close monitoring and conservative business practices would accompany
government sponsorship. Even without an implicit government guarantee, GSE debt might still
warrant a 20 percent risk weight. Mortgage-backed securities issued by the GSEs also are
provided a 20 percent risk weight given the reduced credit risk associated with these
investments. Mortgage obligations are currently risk-weighted at 50 percent; it is logical that
securities collateralized by large pools of low credit risk conforming mortgages would be entitled
to a risk weight lower than 50 percent. Also, the banking agencies capital rules continue to
evolve towards even more risk-sensitive measures. For example, risk weights for all asset-
backed securities consider the credit rating of the issue. Since January 2002, any asset-backed
security issued by a company that has no government relationship can get a risk weight of 20
percent as long as the bond is rated at least AA.

It is not possible to determine market perception with any certainty. It does not seem
likely that raising the risk weight for GSE debt, assuming such an action was advisable, would
eliminate the market’s perception that GSE securities have an implicit government guarantee.
The market’s perception may be more strongly based in a belief that the GSEs are ‘too big to
fail’ and as such would be supported by government intervention. Also, the market’s perception
may be supported by the presence of a collection of benefits extended to the GSEs, not just the
risk-based capital treatment of certain GSE securities.

b) Congress has been examining the organization and operation of the federal financial
regulators with an eye to creating a new regulator for the GSEs. Can you share with the
committee the strengths as well as the drawbacks that a board such as the FDIC possesses
when seeking to regalate financial institutions? In your view, would a structure similar to
the FDIC be a good model for the regulation of GSEs?

The FDIC Board is composed of five members, each appointed by the President with
Senate advice and consent. The Board’s strength is grounded in its independence from
domination and control by the executive branch; political balance in its membership; its
independent source of funding; and the regulatory and enforcement authorities granted to it by
the FDI Act, including its receivership authority, Only Congress has the power to diminish the
FDIC’s independence and authority. This long-standing independence has been critical to the
Board’s effectiveness throughout the FDIC’s history.
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With a multi-member board, issues can be fully deliberated and timely resolved.
Although vacancies tend to occur more frequently than they might with fewer members or a
single Director, when vacancies occur the remaining Board members can continue to act
authoritatively and with minimal disruption.

In our view, constructing the new GSE regulator along the lines of the FDIC model
would help insulate the new regulator from undue political control and secure its effectiveness.

¢) Earlier this month the FDIC issued a paper stating that if the GSEs were privatized
there would be little or no impact on the balance sheet of banks holding GSE securities
since such an action would only reduce Tier 1 capital by 47 basis points. Are you aware of
any institutions that would become “adequately capitalized” as opposed to “well
capitalized” if the GSEs were privatized? How many of these institutions are there?

Based on the assumptions outlined in the referenced paper, as of September 30, 2003,
600 institutions would experience a decline in their Total Risk-Based Capital ratio that would
cause them to fall below the 10 percent threshold for “well capitalized.” Only 15 insured
institutions would experience a decline in their Total Risk-Based Capital ratio to below 8
percent, the “adequately capitalized” threshold.

d) Federally insured institutions currently hold approximately $300 billion in GSE direct
obligations and $770 billion in Mortgage-Backed Securities (MBS). As a safety and
soundness regulator are you concerned that there is too much GSE debt concentrated in
the portfolios of federally insured institutions? Why or why not?

The research outlined in our March 1, 2004, FYT publication entitled Assessing the
Banking Industry's Exposure to an Implicit Government Guarantee of GSEs was undertaken to
understand how insured institutions might be affected by concentrations in GSE-related
securities. The paper concludes that strong capital levels at insured institutions would help
insured institutions manage changes in the status of GSEs. Concentrations to individual obligors
are assessed institution-specific. As noted in our paper, concentrations in direct obligations are
significantly less than for mortgage-backed securities (MBS). Evaluations of credit-risk
concentrations would center mostly on direct obligations because the GSE guarantee of MBS is
only a secondary source of repayment, which is not likely to be used given the high-quality
nature of residential mortgage collateral.

Concentrations in the direct debt obligations of a single GSE would cause concern if they
were excessive at the institution level. Examiner guidance suggests that concentrations of 25
percent or more of Tier 1 Capital to an individual obligor (such as Fannie Mae, Freddie Mac, or a
Federal Home Loan Bank) should be considered carefully in evaluating the adequacy of risk
diversification within an institution’s asset structure. An insured institution may have significant
investments in GSE debt but have these investments sufficiently distributed among the various
GSEs to mitigate concern about credit concentrations.
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With regard to MBS, safety and soundness examiners become concermned about excessive
concentrations when institutions do not have adequate systems for monitoring the interest rate
risk associated with the level of investment.

8. Industrial loan companies (ILCs)

a) There has been a lot of discussion in the halls of Congress over the past year regarding
the supervision of so-called industrial loan companies, which are state-chartered, FDIC-
supervised depository institutions that operate in several western states. Some, including
Federal Reserve Board Alan Greenspau, have asserted that because the owners of ILCs are
exempt from consolidated holding company supervision by the Federal Reserve Board,
they represent a significant risk to the deposit insurance funds. Others worry that Wal-
Mart or another large retailer could use the IL.C charter to directly compete with small
community banks across the country. How do you respond to these arguments? What can
the FDIC do to ensure that parent companies of the industrial loan companies that it
supervises do not place the depesit insurance funds at risk?

The FDIC views concemns that commercial companies may use ILCs to compete with
financial institutions as a distinct issue from that of the risk posed by ILCs to the deposit
insurance funds. In many respects, community banks already compete indirectly with large
commercial firms. In addition, commercial firms have been allowed for many years to operate,
or to acquire and control, existing or newly formed financial institutions exempted from the
Bank Holding Company Act (BHCA). This exemption applies to institutions chartered as
industrial loan companies as well as certain credit card banks and trust companies. The domestic
automobile manufacturers and dozens of retailers are examples of this longstanding practice.
Congress, in passing the Gramm-Leach-Blitey Act (GLBA), lifted certain restrictions on the
affiliations of banks and financial-services firms, and generally left in place exemptions from the
BHCA.

The FDIC is not a proponent of any particular charter type, as we consider that to be a
decision for an institution’s shareholders and management to be made in accordance with their
strategic vision and business plan. However, the FDIC’s substantial supervisory experience with
ILCs suggests that the ILC charter poses no greater safety and soundness risk than do other
charter types. The risk posed by any insured depository institution is a factor of the
appropriateness of the business plan and model, management’s competency in administering the
institution’s affairs, and the quality and implementation of risk management programs. Similar
to institutions with other charter types, an ILC’s capital adequacy and overall safety and
soundness posture is driven by the composition and stability of the institution’s lending,
investing, and funding activities and the competence of management. Accordingly, the FDIC
concentrates on these elements when considering a new application for deposit insurance as well
as in supervising existing ILCs.

To become an insured depository institution, the FDIC must consider the same statutory
factors of section 6 of the FDI Act, 12 U.S.C. § 18186, for an ILC that it considers for all other
applications for deposit insurance. These factors are:
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The financial history and condition of the depository institution;

The adequacy of its capital structure;

Its future eamings prospects;

The general character and fitness of its management;

The risk presented by such depository institution to the deposit insurance fund;

The convenience and needs of the community to be served by the depository institution; and
Whether its corporate powers are consistent with the purposes of the FDI Act.
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In approving insurance for new ILCs, the FDIC may impose significant restrictions or
prudential conditions on the applicants and the new entity. The measures imposed generally
depend on the purpose and placement of the IL.C within the overall organizational structure.
Examples of such safeguards include requiring on-site management rather than management
from a distant corporate headquarters, independent boards of directors, and strict guidelines to
ensure arms-length transactions with the parent and other affiliates.

As with any other state-chartered insured institution, existing and newly insured ILCs are
subject to on-site examinations and other supervisory activities of the FDIC as well as the
appropriate state chartering authority. While the FDIC does not have explicit statutory authority
to supervise parent companies of ILCs, the FDIC does have the authority to examine any affiliate
of the insured ILC—including its parent—as may be necessary to determine the relationship
between the ILC and the affiliates, and the effect of that relationship on the ILC. The FDIC’s
authority to pursue formal or informal enforcement actions against an ILC is virtually the same
as our authority with respect to any other state nonmember bank.

ILCs also must comply with the FDIC’s Rules and Regulations, including but not limited
to requirements for capital standards, safe and sound operations, consumer compliance, and
community reinvestment. Likewise, ILCs are subject to the limitations on transactions with
parent companies and other affiliates set forth in Sections 23A and 23B of the Federal Reserve
Act, as well as the restrictions governing extensions of credit to insiders and their related
interests embodied in Federal Reserve Board’s Regulation O. The FDIC does not have the same
authority as that applicable to other state nonmember banks with respect to imposing “cross-
guaranty lability” or to prohibiting “golden parachute” payments by ILCs. We requested these
‘authorities, and suitable provisions are now included in the House regulatory relief bill. We look
forward to working with the Senate in this regard.

9, Information securities issues

a) The GAO’s recently completed audit of the FDIC notes the existence of weaknesses in
FDIC’s information security systems that have placed those systems at risk of unauthorized
access, which could in turn lead to unauthorized disclosure, disruption of critical
operations, and loss of assets. Has the FDIC experienced any instances in the past year
where an unauthorized outsider was able to exploit any of the weaknesses identified by the
GAO to disrupt your information systems?
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The FDIC has never had any incidents where an unauthorized outside individual gained
access to FDIC systems or information. Security is an ongoing challenge for all organizations,
especially identifying vulnerabilities in commercial software, and testing and applying system
patches in a timely manner. The FDIC is aggressive in its patch management process. The
Corporation has a very stringent policy and process in place, and a tight timeframe for acquiring,
testing and deploying critical security patches throughout the organization.

During the past year, viruses have been the single major external threat to the FDIC
information technology resources and the FDIC has been able to successfully defend services
against those threats. Corporate data security has long been a top priority that the FDIC has been
addressing in maturing the corporate information security program. Over the past 12 months,
FDIC information security activities included scanning email for viruses, blocking malicious
software (malware}, expanding and upgrading firewalls and network intrusion detection systems,
and ensuring the timely update of anti-virus software on servers, workstations, laptops, and e-
mail gateways. Finally, the FDIC worked with the FBI and FDIC OIG in investigating the
“phishing” fraud that referenced the FDIC. FDIC information security was able to provide
significant and critical information to both FBI and FDIC OIG regarding that scam.

As part of the FDIC growth of the security program, a self-assessment program has been
established that requires determining information sensitivity, assessing risk, and ensuring that
systems have security plans. As part of the assessment program, the FDIC has network
vilnerability scanners that proactively scan the FDIC network and identify vulnerabilities to
critical FDIC and contractor connected systems. These vulnerabilities are addressed in a timely
manner further reducing risk to FDIC information technology resources.

Over the next 12 months, the FDIC will continue to mature the security program.
Program activities currently underway include completing certification and accreditation of a
majority of FDIC general support systems and major applications, as well as cross-certifying the
FDIC’s Public Key Infrastructure (PKI) with the Federal Bridge Certificate Authority. The
FDIC also will establish a security monitoring program that will correlate and assess the network
activity information to further identify potential vulnerabilities.

b) The GAO has stated that the FDIC has made significant progress in correcting the
computer security weaknesses previously identified in GAO reports. In fact, GAO’s most
recent audit found that the FDIC took action to address all of the 22 weaknesses that
remained open from GAO’s 2001 audit and 28 of the 29 weaknesses from the 2002 audit.
However, GAQ’s work in 2003 identified 22 new security weaknesses in FDIC information
systems. Do you have plans in place to address these weaknesses and, if so, when do you
expect these security issues to be resolved.

Each of the 22 new weaknesses identified by the GAO in their Matters for Further
Consideration (MFC's) has a detailed action plan that identifies corrective actions already taken
and those planned for the future. This information was provided to GAO in February. In
addition, the status of FDIC's progress toward remediating these weaknesses is being reviewed
monthly with the FDIC Audit Committee, chaired by the FDIC Vice Chairman. The Audit
Committee established a special Security Subcommittee that also meets monthly to review the



227

status of security issues for the Corporation including outstanding GAO issues. This
Subcommittee includes the Vice Chairman, the Chief Operating Officer, the Chief Financial
Officer, the Chief Information Officer, the Assistant Director of Security, the Inspector General
for Audit, as well as additional representatives from the Division of Administration and the
Office of Internal Control Management. The current target date for completion of the last
corrective action associated with the 22 weaknesses identified in 2003 is December 15, 2004,

¢) The GAO has previously reported that as of June of 2003, the Corporation had not
performed unannounced testing of its business continuity plan. According to the GAO,
these tests are more realistic than announced tests and more accurately measure the
readiness of staff for emergency situations. Has the FDIC conducted any unannounced
tests yet, and if not, do you have plans to do so in the near future.

In accordance with the GAQ's recommendation, the FDIC conducted an unannounced
test of its business continunity plan on December 18, 2003. Additional unannounced plans will be
conducted during 2004, consistent with the GAO recommendation.
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